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Abstract

The work presented in this dissertation focuses on applying information-
flow control (IFC) techniques to the construction of secure runtime systems
that do not leak sensitive information through their timing behavior. The
dissertation also presents applications of IFC to the development of secure
programs that require dynamic authorization policies.

Chapter 2 presents a series of timing channel attacks on automatic memory
management, and a calculus in which the attacks can be formally studied.
We then study an enforcement technique for preventing the discovered tim-
ing leaks, and prove the enforcement sound using the Coq proof assistant.
The enforcement combines a security type system with a secure semantics
for garbage collection.

Chapter 3 studies the feasibility of implementing the secure garbage col-
lection semantics, and other runtime related activities, like secure thread
scheduling. We present a language for implementing such secure runtime
components, along with a type system for which we prove that any well-
typed program is secure. Thus, runtime system activities can be imple-
mented as a program in the language itself, and the well-typing of the pro-
gram guarantees that the runtime activity does not leak information through
timing.

Finally, Chapter 4 studies authorization policies using the Flow-Limited Au-
thorization Model (FLAM), and shows how developers can program with
dynamic and decentralized authorization policies while guaranteeing secu-
rity. Previous work applying FLAM to the development of secure programs
has focused on static and fine-grained enforcement techniques, but we ar-
gue that FLAM is better suited for a dynamic enforcement of coarse-grained
information-flow control.






Resumé

Arbejdet, der praesenteres i denne afthandling, omhandler brugen af IFC-
teknikker (information-flow control-teknikker) til konstruktionen af sikre
runtime-systemer, der ikke laekker folsom information gennem deres korsel-
stid. Afhandlingen praesenterer ogsa anvendelser af IFC til udviklingen af
sikre programmer, der kraever dynamiske autoriseringspolitikker.

Den forste publikation praesenterer en reekke korselstidsangreb, der benytter
korselstiden af automatisk hukommelsehdndtering til at leekke folsom infor-
mation. Vi praesenterer ogsa en kalkule, hvor disse angreb kan blive studeret
formelt, og bruger denne kalkule til at undersoge en handhaevelsesteknik,
som bruges til at forhindre disse nye kerselstidsangreb, og beviser denne
handheevelsesteknik sund ved brug af Cog-bevisassistenten. Handhaevelses-
teknikken kombinerer et sikkerhedstypesystem og en sikker semantik for
hukommelsesindsamling.

Den anden publikation undersoger, hvorvidt det er muligt at implementere
denne sikre semantik for hukommelsesindsamling, og andre relaterede ak-
tiviteter som f.eks. sikker tradschedulering. Vi praesenterer et programmer-
ingssprog til implementation af sddanne sikre runtime-komponenter sam-
men med et typesystem, og vi beviser at ethvert program, som overholder
typesystemet, er sikkert. Pa denne mdde kan runtime-systemaktiviteter
blive implementeret i sproget selv, og fordi programmet overholder type-
systemet, er det garanteret, at aktiviteten ikke laekker folsom information
gennem programmets korselstid.

Den tredje publikation studerer autoriseringspolitikker ved brug af the Flow-
Limited Authorization Model (FLAM). Vi viser hvordan udviklere kan pro-
grammere med dynamiske og decentraliserede autoriseringspolitikker og
samtidigt garantere, at det resulterende system er sikkert. Tidligere arbejde,
som anvender FLAM til udviklingen af sikre programmer, har fokuseret pa
statiske og finkornede handhaevelsesteknikker, men vi argumenterer for, at
FLAM er bedre egnet til en dynamisk handhaevelsesteknik med grovkornet
IFC.
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Chapter 1

Introduction

There is no arguing that security is important in today’s society: we put
more and more information on the Internet, and rely on modern crypto-
graphic tools such as encryption, or system-level enforcement techniques
such as access control, to ensure that sensitive information does not leak to
unintended principals. However, these techniques are unable to enforce the
complex security policies demanded by today’s applications.

As a concrete example, consider a device that most people nowadays carry
in their pocket: their smartphone. This device contains a variety of sensitive
information: your contact list contains personal phone numbers of your
friends and family, each text message in your text history includes private
communication only intended to be shared with one other participant, and
your photo album might contain private images not intended to be shared
with anyone.

On the other hand, most smartphones today come with the option of down-
loading additional applications onto the device. While very useful, this fea-
ture can be detrimental to the overall security guarantees of the system:
untrusted applications often need access to personal information to fulfill
their required tasks. For instance, a text messaging application needs to ac-
cess the contact list, and in order to send and receive images, the application
also needs to access the photo album on the device.

In this situation neither encryption nor access control provide end-to-end se-
curity guarantees [111]: even though a text message sent from principal A
to principal B is encrypted during transmission, nothing prevents B from
releasing A’s confidential message once it has been decrypted after trans-
mission.

Similarly, access control fails to provide end-to-end security guarantees:
once an access control mechanism has concluded that the text message ap-

3



4 CHAPTER 1. INTRODUCTION

plication can access the photo album of the device, the application has full
control over the propagation of the information. Thus, neither solution pro-
tects the information throughout the whole “pipeline”.

Information-flow control (IFC) solves these problems, and provides end-to-
end security guarantees by not only controlling access to information, but
also the further propagation of the information. This is easier said than
done, however: there are a multitude of ways an adversarial application
can transmit information using covert channels, unintended communication
channels. Common covert channels include timing channels, power chan-
nels, and even electromagnetic channels.

This dissertation studies covert channels arising in runtime systems of mod-
ern programming languages, and how such channels can be closed. Run-
time systems sit between the programming language and the underlying
operating system, and implement part of the execution environment in
which programs are run. For instance, most high-level general-purpose pro-
gramming languages today provide automatic memory management (i.e., a
garbage collector), relieving the developer from the mental task of ensuring
that allocated memory is freed exactly once.

Such a feature is great for mitigating a large class of bugs but can also serve
as a covert channel for transmitting information by carefully changing the
memory layout such that the automatic memory management procedure
leaks information through its timing behavior. Likewise, other components
of the runtime system such as thread scheduling, can be exploited to leak
information through timing channels.

The dissertation also studies complex label models for specifying security
policies, and how developers can take advantage of such models for spec-
ifying confidentiality and integrity requirements on data during program
execution.

1.1 Background

This section provides some historical background on the topic of informa-
tion-flow security, its central concepts, and modern enforcement techniques.
An overview of the study of covert channels from a programming language
point of view is then provided, and finally the section ends with an outline
of the rest of the dissertation.
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1.2 Information-Flow Control

Having seen how traditional security mechanisms fail to provide satisfactory
end-to-end guarantees, a demonstration of how information-flow control
achieves these goals is now presented.

1.2.1 Confining Program Executions

The problem of controlling the propagation of information by an executing
program was first studied by Lampson [66]. Lampson argued for the impor-
tance of being able to confine a program P such that it would be impossible
for P to communicate with the outside world during its execution. This
would allow a host system to invoke untrusted code without the fear of un-
intended information leakage to the outside world, even in the case where
the host would allow P access to the host’s sensitive information.

1.2.2 Noninterference

The problems described by Lampson leads one to ask the question of which
actions a confined program should be allowed to perform. In other words,
what is the security policy that we expect to be enforced by the confinement
mechanism? This problem was first formulated by Goguen and Meseguer
[46] who defined much of the terminology of today, including the notion of
a security policy, a security model, and what it means for one group of users
to be noninterfering with respect to another group of users.

According to Goguen and Meseguer, a security policy is the security re-
quirements for a given system. The system is then represented by a security
model using some suitable high-level abstract machine description.

Of all contributions put forth by Goguen and Meseguer, the most important
is the notion of noninterference that serves as the key security property
for information-flow control. Intuitively, a group Secret is noninterfering
with another group Public if whatever Secret does cannot influence what
Public observes. This is represented by the diagram in Figure 1.1. All
actions performed by the group Public can be observed by Secret, but
only the group Secret can observe the actions performed by Secret.

Yet another, more modern, take on noninterference is provided by the the-
ory of hyperproperties developed by Clarkson and Schneider [31] that showed
that noninterference (along with many related security definitions like ob-
servational determinism [138]) falls into this category. Intuitively, while a
property P is a set of traces for which P holds, a hyperproperty P is a set of
sets of traces for which P holds. As noninterference is an example of a hyper-
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Input Output
Secret / Secret
Public p| Public

Figure 1.1: Graphical representation of noninterference.

property,! it is always stated as a hyperproperty involving two traces.? This
point is revisited later in Section 1.3.

1.2.3 Lattices as Models for Information Flow

Denning and Denning [34] demonstrated that information flow could be
described using a lattice structure SC (for Security Classes), and derived
the axioms that form a lattice from first principles. As an introduction to
language-based information-flow control this section replays the arguments
given by Denning and Denning.

The elements of SC are classes describing disjoint classes of information, and
a partial ordering CC 8C x 8C such that given A, B € 8C it holds that A C B
(pronounced A flows to B, or A may be relabeled as B) if information classified
as A may flow into class B. We write a € A if variable a has security class
A. For the remaining parts of this section we assume a simple programming
language with variables x, v, z, ... belonging to security classes X,Y,Z,....
Finally, a program is a sequence of assignment commands of the form x :=e,
where an expression e can be either variables, constants n € IN or binary
operations f(e7, e2) of expressions eg, e;.

Given variables a € A and b € B, an assignment command b := a is secure
if A T B. We can now argue from first principles why C should be a partial
order on 8C. First, C should be reflexive because the command a := a
should always be considered secure. Similarly, if commands b := a and
¢ := b are both secure (i.e., A C B and B C C), it should also be the case that
command c := a is secure (i.e., A C C), giving rise to the natural condition
of transitivity. Lastly, antisymmetry arises from a pragmatic point of view:
if both A C B and B C A are true, elements of A and B may flow freely
between the two classes, and there is little reason to distinguish them.

L Alternative formulations of noninterference that transforms secure information-flow to
trace properties also exist (see [18, 103]).

20r in the case of nonmalleable information-flow control [28]: as a hyperproperty on
four traces.
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Denning and Denning also argue for an associative class-combining opera-
tor U : 8€ x 8€ — 8C€ (pronounced join) that, given two classes A and B,
describes the class in which any result of a binary operation depending
on classes A and B belongs. That is, if a € A and b € B it holds that
f(a,b) € AU B for any binary operation f. They argue that A LI B should
be the least upper bound of A and B, as the model otherwise would have
“semantic absurdities”. In particular, it must hold that

1. ACAUBand BT A LIB.

2 fACCand BC Cthen AUBLC C.

Condition (1) states that the join upper bounds its arguments, and (2) states
that the join must be minimal.

If (1) is not satisfied for some A,B € 8C there are some operands a € A
and b € B such that it is not allowed for a to influence the result of the
binary operation f(a,b). Even worse is the situation when f implements
addition on natural numbers IN. In this case, it could be that ¢ := a+ b can
be considered secure (i.e., if AL B C C), but ¢ := a be considered insecure
(i.e., if A Z C). But the relation A U B C C should mean that the command
¢ := a+bis secure for any values of a and b, so in particular the execution of
the command should be secure when b = 0, in which case the command is
equivalent to ¢ := a, which was considered insecure. Requiring (1) ensures
that ALB C C implies A C C, eliminating this absurd scenario.

To see why (2) is a natural condition, consider three classes A, B and C, and
pick a € A, b € Band c,cy,c; € C. If AL Cand B C C the following
assignments are considered secure

And as C C C the assignment c := c1 + c; is also secure, and so the com-
bined program cq := a;c; := b;c := c1 4¢3 is also secure. But this program
is equivalent to ¢ := a + b, which is only secure if ALUB C C. So we should
require that A C C, B C C implies AU B T C, which is the exact property
stated in (2).

It is for these reasons that we consider an arbitrary join-semilattice £ in
Chapters 2 and 3, and enrich the structure considered in Chapter 4 so that it
forms a lattice. For many examples we will use the simple two-point lattice
consisting of the security classes £, = {L, H} with the ordering L T ¢ for all
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t € £, and H C H, and the least upper bound U givenas LL{ ={UL = ¢,
and HUf=fUH=Hforalll e L>.

Having considered how a lattice £ helps formalize information flows in a
simple language with only assignment operations, we now turn to much
more sinister kinds of information flows and demonstrate how the theory
developed by Denning and Denning scales to a larger set of language fea-
tures.

1.2.4 Explicit Versus Implicit Information Flows

For this section we assume a mapping I" from variable names to security lev-
els and define a function [-]r : e — £ from expressions to security elements
in £. It is defined inductively as

[x]r =T(x) [n]r =1 [fler,e2)]r = [er]r U [e2]r

where | € £ represents the least element in £. That is, for all £ € £ it holds
that LC{ and LU{=LL1 ={.

In the simple language setting that has been discussed so far, there is only
one type of information flow which I denote as a direct flow [34]. A direct
flow occurs as a result of executing an assignment command x := e, where
information classified as [e]r flows to I'(x). However, there is a much more
subtle kind of information flow that happens when we add a conditional
command to the language. Consider two extensions to the language: first we
add a conditional command if e then cq else c; that executes ¢y if e evaluates
to 0, and executes c, otherwise. Second, we add a no-op command skip that
performs no observable side-effects.

Consider now the program if x then y := e else skip. This program has a
direct flow from [e]r to I'(y) if x is non-zero, but it also exhibits an implicit
flow from I'(x) to I'(y) which does not depend on the value of x. The implicit
flow from I'(x) to I'(y) occurs since the choice of executing, or not execut-
ing, a statement that causes the explicit flow from [e]r to I'(y) depends on
a value from security class I'(x). We now turn to the question of how in-
formation flows, both explicit and implicit, can be restricted such that only
allowed flows occur during execution.

1.3 Enforcement Techniques

Having developed a lattice-model of information flow, this section now
turns to the question of how information-flow control can be enforced. More
precisely, given a lattice £, what mechanisms can be used to enforce the
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property that only flows allowed by £ occur at runtime? Coarsly, the mech-
anisms can be split into two categories: static enforcement techniques and
dynamic enforcement techniques.

1.3.1 Static Enforcement Mechanisms

Volpano et al. [130] introduced type-based analyses for information flow,
paving the way for many type systems for information-flow control [8, 27,
28, 69, 81, 83, 85, 92, 93, 103, 104, 114, 124, 145]. The well-known saying
by Milner [74] that “well-typed programs can’t go wrong” can be restated
as “well-typed programs don’t interfere”, expressing that, if a program is
well-typed in the type system of Volpano et al. it satisfies noninterference.

In this simple setting, a typing derivation I' - e : { states that e depends
on information classified by the security class £ or below (wrt. the partial
order on security classes C). Dually, the judgment I' - ¢ : { states that
c only modifies data at security class ¢ or higher. Thatis, if ' - c : H it
follows that ¢ will never execute an assignment to a variable x such that
I'(x) = L. Following the terminology of Lampson [66], this is known as the
confinement property, or colloquially the high-pc lemma.

The big-step style semantics of Volpano et al. of the form m - ¢ = m/
can be reformulated as a small-step style semantics on configurations of the
form (c, m) — (c/,m’), expressing that command c in memory m performs
a single step to command ¢’ and modifies the memory to m’. Finally, we
write the reflexive, transitive closure of — as —*.

As discussed in the previous section, noninterference is a hypersafety prop-
erty over two traces. This becomes especially clear in the type soundness
theorem obtained by Volpano et al. To formulate their result precisely, a
security class-indexed equivalence relation is defined on memories. Specif-
ically, A € £ denotes the level of the attacker, i.e., an upper bound on the
security classes the attacker can observe. The relation =4C M x M defines
which memories an attacker A considers equivalent:

Definition 1.3.1 (Memory A-equivalence). Two memories m and m; are A-
equivalent, written my =4 my, if

dom(m;) = dom(m,) = dom(T") A

vx €dom(l).T(x) CA = my(x) = ma(x)

The type soundness theorem of Volpano et al. [130] can now be stated as
follows.
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Theorem 1.3.1 (Termination-insensitive noninterference). If ' - ¢ : { and
mi =4 my and
(c,mi) =*m! fori=12

then mj =4 mj.

Theorem 1.3.1 states that if a program is well-typed, and is executed on two
A-equivalent memories, the resulting memories will still be A-equivalent.
In this setting all flows have been verified statically by a type system and
no information flow checks are performed during execution. This is the
approach taken in Chapters 2 and 3 of this dissertation. An alternative
approach is to check information flow violations during execution.

1.3.2 Dynamic Enforcement Mechanisms

Dynamic enforcement of information-flow control goes back to work by Fen-
ton [41]. Intuitively, during execution each variable would hold not just its
current value, but also its current security class. At each command gen-
erating an explicit flow from some security class A to security class B, the
system would verify that A C B.

However, Fenton noted that such a purely dynamic enforcement mecha-
nism was not sufficient for securing information flow, as such a mechanism
could not precisely reason about implicit flows. This is, once again, because
information-flow control is not just a property of a single program trace,
but rather a hyperproperty quantifying over all possible execution paths of
a program.

To control implicit flows, Fenton [40] adds a special program counter secu-
rity class pc that represents an upper bound on the sensitivity of informa-
tion that could be learned by knowing that the program reached a particular
point.

Concretely, whenever a program executes a command a := e, the system
checks not just that [e] C A but that [e] LUpc T A. This ensures that the
direct flow caused by the command a := e does not cause illegal implicit
flows. Whenever a conditional command if e then ¢ else ¢, branches on the
runtime value of e, the program counter label pc is raised to pc U [e] during
the execution of ¢ or ¢, ensuring that the program counter label correctly
upper bounds the sensitivity of the program point.

Depending on the end-to-end security guarantees required by the system,
the program counter label could then be lowered from pc U [e] back to pc
once the execution of ¢y or ¢, finished. This distinction is related to the
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enforcement of termination-sensitive versus termination-insensitive nonin-
terference, which we return to in Section 1.5.1.

The idea of a label on the program counter to control implicit flows has
carried over to static enforcement techniques, where the program counter
label is upper bounded statically when verifying the typability of a program
[107].

Dynamic enforcement techniques have the pleasant property of being able
to precisely reason about information-flow control even in the presence of
dynamically changing security classes [84]. Chapter 4 in this dissertation
considers a dynamic enforcement technique that combines information-flow
control and authorization to handle dynamically changing security policies.

1.3.3 A Note on Duality in Information Flow

Enforcing confidentiality policies means controlling what information flows
out of the system: the more sensitive the information, the less places it can
flow. Dually, enforcing integrity policies means controlling what informa-
tion flows into the system: the more sensitive the information, the more
places it can flow. This situation is illustrated in Figure 1.2. The duality
between confidentiality and integrity was first noted by Biba [21], who ob-
served that his model for integrity was dual to the confidentiality model of
Bell and La Padula [19].

With the development of robust de-
classification by Zdancewic and My-
ers [137], the duality seemed less Untrusted
clear, as robust declassification re-
quires that values can be declas-
sified only in sufficiently high in-
tegrity contexts. But recently, the
duality has been re-established with
the development of nonmalleable
information-flow control by Cec-
chetti et al. [28], who present a se-
curity condition transparent endorse-
ment that is the dual of robust de-
classification: values can only be en-
dorsed if they have sufficiently low
confidentiality.

Public

Figure 1.2: Duality of confidentiality
and integrity.

The duality was more formally studied by Montagu et al. [75] who define
an algebraic structure that they call a label algebra, and show that label
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algebras are closed under dualization.

As the work in Chapters 2 and 3 is developed in a setting with an arbitrary
security lattice, the duality between confidentiality and integrity implies that
the enforcement techniques designed can be considered not just as mecha-
nisms for restricting what an attacker can learn by observing the system but
also as mechanisms for restricting how an attacker can affect the system.

The third publication contained in this dissertation (cf. Chapter 4) is devel-
oped in a setting with a concrete lattice structure containing both confiden-
tiality and integrity information, where the duality is even more evident.

1.4 Information-Flow Control in the 21 Century

When the Internet became commonplace, language-based information-flow
control started focusing on decentralized models of security where mutually
distrusting principals could share sensitive information in order to perform
their required tasks [82].

In order to operate on shared data, it is sometimes necessary to downgrade
data from one security level to another. Downgrading of confidentiality is
known as declassification, and downgrading of integrity is known as endorse-
ment.

Myers and Liskov [82] developed the Decentralized Label Model (DLM), where
each piece of data is associated with a set of owners, each of which specify
a security policy that must be enforced when accessing the data. While
earlier label models restrict downgrading to be performed only by trusted
principals, DLM allows each owner of a piece of data to downgrade the
data, removing the need for trusted principals.

The next section introduces the basic principles of DLM. The goal is to fa-
miliarize the reader with concepts necessary to understand the Flow-Limited
Authorization Model, which is the topic of Chapter 4 in this dissertation.

1.4.1 The Decentralized Label Model

The label model of Myers and Liskov [82] starts from a principal hierarchy
representing trust and from that defines a lattice for information flow.
Principals and Principal Hierarchies

A principal is the basic unit in DLM. Examples of principals include users
such as Alice and Bob, companies such as Acme® and even roles such as

3h‘ctps. ://en.wikipedia.org/wiki/Acme_Corporation
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Alice Bob Charlie
A8 T/ / T
£ g
g B
< Acme C]narlief Charlie
ather uncle

Figure 1.3: An example of a principal hierarchy. Alice and Bob both act
for Acme (an example of a group), and Charlie acts for both Charliegyther and
Charlieyncle (an example of roles).

Aliceemployee. Principals delegate trust between them using an acts-for rela-
tion, written p = q (pronounced p acts for q, or q trusts p). Using the trust
relation DLM can model concepts such as groups, by delegating trust from
the group principal to each member of the group, and roles, by delegating
trust from each role to the principal fulfilling that role. Figure 1.3 shows an
example of a principal hierarchy containing both groups and roles.

Information-Flow Labels in DLM

A label in DLM is a set of policies, and each policy is either a confidentiality
policy4 0 — P1,...,Pn, Or an integrity policy o < p1,...,pn, where o and
P1,...,Pn are principals. We call the principal o the owner of the policy, and
P1,...,Pn the readers (resp. writers) of the policy.

The intuition behind a label on some data is that each policy on the data
must be enforced. That is, a principal p may read from (resp. write to) the
data only if every policy associated with the label p specifies p as a reader
(resp. writer). For example, if a piece of data is attached the label

{pr—=amp2=pi,qrq <1920 1,7}

only the principal q may read the data, as it is the only principal that is
included in both confidentiality policies®, and only r may modify the data,
as it is the only principal that is included in both integrity policies.

Myers and Liskov [82] provide definitions of the relabeling relation C, the
join U and the meet I operations, and proves that the relabeling relation is
sound (i.e., when {; C {; it holds that {, allows at most as many flows as

).

4Myers and Liskov [82] call these privacy policies.

5To be precise, the owner of a read policy is implicitly assumed to be a reader of the pol-
icy. So py is also allowed to read this data as it is implicitly a member of p;’s confidentiality
policy, and explicitly specified as a reader in p;’s confidentiality policy.
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The Flow-Limited Authorization Model

In this section we introduce a recently developed label model, the Flow-
Limited Authorization Model (FLAM), by Arden et al. [9] that unifies the
notion of principals and labels. The work on Fabric by Liu et al. [67] left a
side channel, mounted by dynamic authorization checks in distributed and
decentralized systems, as future work [68]. This side channel is the motiva-
tion for the development of FLAM, and Arden et al. prove that authorization
queries in FLAM leak no sensitive information to attackers.

Authorization and information flow interact in subtle ways, which is illus-
trated using the following example by Hirsch et al. [57]: imagine a social
network where each user uy has a friend list with the security policy that
only friends of u; (i.e., principals u, that have been authorized by u;) may
view uy’s friend list. Furthermore, imagine that the social network also
stores personal images, and that only friends of u; may view the images
uploaded by u;. If a user u; attempts to view a picture uploaded by w7, u;
will observe a “401 Unauthorized” HTTP response only if u; is not a friend
of uy, which allows u; to learn whether he is a friend of uy. But if u, is not
a friend of uj, information about u;’s friend list may not flow to u,! So the
security policy is violated.

Arden et al. present three types of attacks on existing decentralized label
models like DLM. The next three sections give an overview of these attacks
and how FLAM prevents such attacks.

Delegation Loopholes

As mentioned in Section 1.4.1, DLM can represent group membership us-
ing delegations: a principal Alice is said to be a member of the group Emp
if Alice »= Emp. That is, the group principal Emp trusts the group member
Alice. In a decentralized system, different principals may disagree on trust,
and care must be taken to prevent untrusted principals from affecting autho-
rization decisions. For example, consider a piece of data x that should only
be readable by employees of the company Globex.® A sensible label in DLM
for x would be {Globex — Emp}, expressing that Globex only allows princi-
pals trusted by Emp to read x. In particular, Alice can read x as Alice = Emp,
but there is a subtle issue: as Alice can delegate trust to other principals, she
can add members to the group Emp. For instance, if Alice places a delegation
Bob = Alice it follows by transitivity of »= that Bob = Emp, meaning that now
Bob can read x even though Globex never hired Bob. Arden et al. call these
attacks delegation loophole attacks.

6https ://simpsons. fandom. com/wiki/Globex_Corporation
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This attack has also previously been investigated by Swamy et al. [119],
where the authors used a label model with explicit set membership that is
not related to delegation of trust.

Poaching

While delegation loophole attacks abuse delegations to allow more flows,
poaching attacks abuse delegations to prevent future revocations of flows.
Suppose that Alice is an employee of Globex, which we represent by dele-
gating trust from Emp to Alice. Assume the existence of a piece of data x,
labeled with the DLM label {Globex — Emp}, which specifies that Globex al-
lows principals trusted by Emp to read the value of x. In particular, since
Alice = Globex, Alice can read the value of x.

If Alice is ever fired from Globex, the trust delegation Alice = Emp is re-
voked by Globex, and Alice can no longer read the value of x. However,
Alice can read x and store it in a variable y labeled as {Emp — Alice} since
{Globex — Emp} C {Emp — Alice}, and so the assignment y := x is allowed.
Now, even though Globex revoked the delegation Alice = Globex, Alice can
still read the value of y to obtain information that was previously labeled as
{Globex — Emp}.

Information Leaks Through Authorization

In a decentralized setting, no single node has a complete view of the trust
relationship between all principals, and nodes must thus query each other to
resolve authorization decisions. Decentralized authorization can leak infor-
mation in two distinct ways: first, the decision to perform an authorization
query can leak information if the decision is based on sensitive data. This
is an example of a read channel [67, 68, 139], where a request to access data
leaks information about the node performing the request. As an example,
consider the example in Figure 1.4a. If secret is greater than zero line 2
checks whether p = q. In order to prove (or refute) this trust relationship,
Eve is contacted, which allows Eve to deduce information about the value
of secret.

The second way authorization can leak information is if the result of an
authorization (i.e., whether the authorization procedure outputs “yes” or
“no”) is affected by sensitive information. This can happen when a trust
delegation between two principals is added based on secrets. For example,
consider the program in Figure 1.4b. If secret is greater than zero, line 2
delegates trust from q to p. Then, at some point later, the trust relationship
between p and q is inspected on line 6, and a public side-effect is executed on
line 8 if the relationship holds. Thus an attacker observing the assignment
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—
1 if secret > 0 then ____]_0_:_(]___,
2 h + P> q E| | Alice False Eve
3 else skip € m e ]

(a) Leaking information through the decision to perform authorization query.

if secret > 0 then
authorize p = g
else skip

1
2
3
4 ...
5 low
6
7
8
9

else skip

(b) Leaking information through the secret trust relationship between p and q.

low := 1 can deduce that q trusts p, which implies that secret is greater
than zero.

Information-Flow Policies on Authorization queries

FLAM solves the problem of information leaks through authorization by
parameterizing the judgment for answering authorization queries by infor-
mation-flow policies (i.e., labels). An authorization judgment in FLAM is
written as J; c; pc; £ F p = q. Here, H is a function that maps a node n
to which delegations n knows about locally, and c is the node performing
the authorization query. The labels pc and { capture the information-flow
requirements of the judgment. The program counter label pc is similar to
the traditional pc label defined by Fenton [40]: it captures the sensitivity of
the context at the point where the authorization query was initiated. It can
be thought of as a lower bound on the sensitivity at which nodes can be
contacted during authorization.” While pc represents a lower bound on the
sensitivity of the context, the delegation label { represents an upper bound
on the sensitivity of the result. The roles of both the program counter label
pc and the delegation label { are seen in the FLAM rule for forwarding
authorization queries to remote nodes:

H; ¢; pe; LENn = pc” AL
H;m; peUlUce™; eNec” Fpi=q

H,cp tEpi=q

"However, the program counter label is also used to define robust [137] authorization
judgments that prevent delegation loopholes and poaching attacks. I refer the reader to
Arden et al. [9] for details on robust authorization.
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The first premise formalizes the intuition that the node n being contacted
can be trusted to learn (1) the information that caused the query to be initi-
ated, and (2) the delegations used so far in the proof search. This uses the
robust judgment F, which ensures that attackers cannot influence the result
of this judgment. The second premise formalizes the forwarding of the trust
query to the node n. Here, the program counter label is raised to pc L€ L c*™
to reflect that the “control flow” of the proof search depends on (1) informa-
tion up to ¢, and (2) the fact that node ¢ decided to perform a forwarding
of the query. Finally, the delegation label is attenuated to {Mc™ to prevent
node n from using delegations that c is unauthorized to know about.

Epistemic Formulations of Noninterference

Epistemic formulations of noninterference have been used in the literature
[12, 16, 36, 52], and throughout this dissertation we follow the presentation
by Askarov and Sabelfeld [12] who formalized an attacker’s knowledge as
the set of memories consistent with the trace they observed. That is, the
smaller the attacker’s knowledge set is, the more certain the attacker is about
the initial secrets. And dually, a larger knowledge set corresponds to more
uncertainty.

Traditionally, noninterference is stated as a two-run formulations (as in The-
orem 1.3.1), but Broberg et al. [24] argues that an epistemic formulation is a
more natural way of stating the property. For this reason most security prop-
erties® stated in this dissertation are formulated as epistemic properties. To
show how an epistemic formulation of noninterference can be expressed,
one can instrument the language of Volpano et al. [130] with events that
capture modifications of the memory:

ev = ¢ (x,v)
t o= ¢elev-t

That is, an event ev is either an empty event ¢ or an assignment event (x, v)
capturing the assignment of v to the variable x. The observable part of the
trace t is the part of the trace [t] 4 that the attacker A can observe.

lejla=c¢

v tja=14 " [t]a ev=(x,v)and I(x) C A
4 [t]a otherwise

We write t1 =4 t2 if [t1]4 = |[t2]4. We can now define the attacker’s
knowledge k(c, t) to be the set of initial memories that cause c to produce a
particular trace t.

8The noninterference statement in Pedersen and Askarov [93] is formulated as a two-run
property instead of an epistemic property due to space reasons.
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Definition 1.4.1 (Attacker knowledge). Given a command c and a trace t, let
k(c,t) be the set of memories that are consistent with observing t when executing

k(c,t) £ {m‘ (c,m) LIS t=4 t'}

Having defined the knowledge of the attacker A, we can now design security
policies by specifying how small A’s knowledge set is allowed to become.
The noninterference result presented in Theorem 1.3.1 corresponds to the
following policy, which states that A must only be able to exclude memories
based on the program’s termination-behavior.

Definition 1.4.2 (Terminating memories). Let kﬁ{(c, m) be the set of memories
that are A-equivalent to memory m such that command c terminates.

kb (e,my) 2 {ma | my =4 ma A e, my) =¥}

Theorem 1.3.1 can now be restated using attacker knowledge as follows:

Theorem 1.4.1 (Termination-insensitive noninterference). If I' - ¢ : { and
(c,m) Y then k(c,t) D kﬁl(c, m).

That is, any memory that leads to termination will be consistent with the
trace emitted by the program.

1.5 Covert Channels

Section 1.2 introduced language-based information-flow control in a simple
setting where an attacker observes the final memory after the execution of
a program finishes, or observes a sequence of events describing the assign-
ments that occurred during the execution of the program. However, these
attacker models fail to capture a number of possible information flows. In
particular, the semantics presented does not capture covert channels, which
are communication channels not originally intended for communication but
which can be abused by attackers for the transmission of information.

This observation is not new; Lampson [66] noted that one process can com-
municate with another process by opening and closing file handles. He also
noted that a process can transmit information by carefully scheduling CPU
intensive computations and apply techniques from information theory to
obtain a reliable communication channel.

Today, the list of covert channels is very long. This section reviews covert
channels based on the termination behavior of programs and their timing
behavior.
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1.5.1 Termination

When designing information-flow control policies and mechanisms, the goals
of security and practicality are often at odds. At one extreme, rejecting all
programs as “possibly insecure” certainly guarantees that the mechanism
enforces security,” but enforcing such a policy will not help programmers
write secure code. A less extreme, but just as important, decision is whether
to allow information leaks through the termination behavior of a program.

Termination-insensitive noninterference [110] is a variant of noninterference
that allows transmission of information through a program’s termination
behavior. Theorems 1.3.1 and 1.4.1 are examples of termination-insensitive
noninterference results (i.e., they only guarantee preservation of A-equiva-
lence when both programs terminate), and many researchers have achieved
similar termination-insensitive noninterference guarantees [8, 12, 17, 28, 55,
61, 69, 81, 83, 92, 93, 96, 103, 104, 115, 128, 143, 145].

Askarov et al. [13] showed that if an attacker observes intermediate output
events, the common [83] argument that “the termination channel leaks only
one bit of information” breaks down. In fact, if the attacker observes in-
termediate events, the termination channel can be used to leak arbitrarily
large secrets. Askarov et al. define progress-insensitive security as a ver-
sion of termination-insensitive noninterference that is suitable to a setting in
which an attacker observes intermediate outputs, and proves that the “best
possible attack” (in a sequential setting) is a brute-force search through the
exponential search space of secrets:

i=20

while i < N do
output i;
if i = h then (while 1 do skip) else skip
i=1i+1

g~ W N =

Here, we assume that h € [0, N]. For instance, an attacker could pick N
to be the largest possible integer representable on a machine. An attacker
observes outputs 0, 1,...,h—1, and when no more output is being produced
the attacker can deduce that the value of h.

In the sequential setting this is the best an attacker can do, and colloqui-
ally we say that “the termination channel cannot be amplified”. However,
adding a primitive for concurrency (i.e., a fork operator) makes it possible
to exploit the termination channel to leak secrets in linear time [54]: an at-

9 At least those policies expressible as safety (trace or hyper) properties [31].
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tacker can spawn [log N| copies of the above attack that check if each bit is
0:

i=0
while i < [logN] do
fork (if h; = 0 then (while 1 do skip) else skip;
output i)
i=i+1

g b~ W N

We write h; for the i'th bit of h (i.e., hy = (h » i) & 1). Each thread either
diverges if the i’th bit of is 0 and thus each output of i corresponds to a
non-zero bit of the secret. Intuitively, the extra potency of the termination
channel arises because the divergence of one thread has no effect on the
divergence of other threads.

As the publications contained in this dissertation only consider the sequen-
tial setting, we prove termination-insensitive noninterference and enjoy the
benefit of more permissive enforcement mechanisms and the knowledge
that the termination channel cannot be amplified.

1.5.2 Timing

A more general covert channel is that of a timing channel, in which the
execution of a program depends on sensitive information. Zdancewic and
Myers [138] distinguish between external and internal timing observations.
An external timing observation is made by an outside observer using a
“stopwatch” (see, e.g., the pioneering work by Kocher [62]), and an inter-
nal timing observation is an observation made by another program running
on the same system.

External timing attacks (i.e., attacks based on external observations) are typ-
ically harder to reason about without appealing to lower-level mechanisms
[61, 138]. Chapters 2 and 3 of this dissertation are concerned with eliminat-
ing external timing attacks.

For the rest of this section we review well-known sources of timing channels
mounted by hardware, the operating system, and even by the high-level
features in modern programming languages.

Cache-Based Timing Attacks

The main memory of a traditional computer typically includes multiple lay-
ers of data and instruction caching, which is usually denoted as the L;, L,
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Figure 1.5: Organization of caches in a typical multi-core CPU.

and L3 caches. Figure 1.5 shows a typical organization of caches in a multi-
core CPU with three levels of caching. Cache L; is usually smaller than L; 1,
but allows for faster access to its content. In this particular architecture, each
core has its own first two levels of caching, but the L3 cache is shared be-
tween the cores. Whenever the CPU requests data from main memory, each
level of cache is searched, and a lookup in the main memory is performed
only if the data is not found in any cache. As processes on the same core
share L1 and L, caches, and even share L3 caches across different cores, this
shared resource is very suitable for inter-process external timing attacks. In
fact, Osvik et al. [90] and Bernstein [20] have independently demonstrated
that such attacks are feasible on typical computer architectures and shown
how the full key for the Advanced Encryption Standard (AES, [38]) can
be obtained from observing the effects of S-box!® lookups on any level of
caching.

Similarly, Percival [98] studied the OpenSSL! implementation of the Ri-
vest-Shamir—Adleman (RSA, [105]) algorithm for public-key encryption, and
showed that the use of the “sliding window” technique for efficient modular
exponentiation, which precomputes certain powers, makes the implementa-
tion vulnerable to external cache-based timing attacks.

Language-Based Solutions to External Timing Attacks

Zhang et al. [143] propose a language-based approach to the prevention of
external timing attacks. They expose an abstract machine environment at the
software level and annotate program commands with read and write labels to
control how the machine environment is modified during execution. A read

105 box refers to a substitution-box. Intuitively, a substitution-box is a lookup table, and
is used for efficient implementations of many cryptographic algorithms.

"From https://openssl.org: “OpenSSL is a robust, commercial-grade, and full-
featured toolkit for the Transport Layer Security (TLS) and Secure Sockets Layer (SSL) pro-
tocols. It is also a general-purpose cryptography library.”
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1 if hi then“_,,_]

2 h2 := 1OW1[H,H}
3 else

4 h2 := low2pyyj;
5 low3 := lowlyp

Figure 1.6: Preventing external cache timing attacks using read and write
labels [143].

label specifies an upper bound on which parts of the machine environment
may affect the execution time of a command, and a write label specifies a
lower bound on which part of the machine environment a command may
modify.

Figure 1.6 presents an example of a simple external timing attack, mounted
by the data cache, that is prevented using read and write labels. On typical
hardware, a read of variable lowl on line 2 would update the data cache
such that the subsequent read of the same variable on line 5 would execute
faster. Thus, an attacker would be able to distinguish whether line 2 or line 4
is executed based on the execution time of the above program and thereby
learn information about the secret variable h1i.

The write labels (i.e., the second label component) on line 2 and 4 ensure that
only the parts of the machine environment corresponding to the security
level H is updated. Dually, the read label (i.e., the first label component)
on line 5 ensures that the execution time only depends on the parts of the
machine environment corresponding to the security level L. Zhang et al.
then design a type system that ensures correct selection of read and write
labels.

Enforcement mechanisms at lower levels of abstraction have also been pro-
posed. Zhang et al. [144] present an extension of the hardware description
language Verilog [47] with information-flow labels for controlling the subtle
flows arising from hardware features. Zhang et al.’s [144] goal is to enforce
the complex security policies required by Zhang et al. [143] using a type sys-
tem with dependent information-flow types (i.e., where the security label on
a type can depend on runtime values). Using (the noninterference result of)
this type system, they prove the timing-sensitive security of a complete MIPS
processor.

Ferraiuolo et al. [43] present Hyperflow, an extension of the RISC-V archi-
tecture that enforces timing-sensitive nonmalleable information-flow control
[28]. The architecture encodes FLAM labels using a bit vector representation
which they call the hypercube label model that allows for efficient computa-
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tions of meets, joins and relabeling checks. The extension is implemented in
a security-typed hardware description language embedded in Scala called
Chiselflow, which compiles to an intermediate representation for which they
prove that well-typed programs satisfy observational determinism [138]; a
common security definition for nondeterministic systems, which is also de-
scribed in the next section.

Continuing the line of work on Hyperflow, Zagieboylo et al. [136] present a
modified RISC-V instruction set architecture that enforces timing-sensitive
nonmalleable information-flow control dynamically.

Scheduler-Based Timing Attacks

Most systems today use multiple threads of execution. In general, con-
currency introduces nondeterminism in the semantics of programming lan-
guages, and the traditional notion of (termination-insensitive) noninterfer-
ence is no longer an adequate notion of security for such systems (see, e.g.,
Smith and Volpano [114] or Sabelfeld and Sands [108] for possibilistic or
probabilistic formulations of noninterference, or Zdancewic and Myers [138]
for a definition based on observational determinism).

For timing channels specifically, concurrency is especially dangerous as it
allows the internalization of otherwise external timing channels [129, 138].
As an example, consider the program in Figure 1.7 by Zdancewic and Myers
[138].

1 X := true;

// Thread 1 // Thread 2
2 if h then delay(100) else skip; delay(50);
3 x := false H low := x

Figure 1.7: Leaking one bit of h through an internal timing channel.

Here, both threads are secure if run in isolation, but when running concur-
rently the program leaks the one bit of h due to internal timing leakage: if
h is non-zero, thread 1 waits for 100 steps before executing the assignment
x := false, meaning thread 2 executes the assignment 1 := x while x is still
true, but if h is zero, the assignment in thread 2 happens after x has been
assigned to false. So an attacker observing the final value of low can deduce
one bit of h.
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Lazy Evaluation-Based Timing Attacks

Non-strict (i.e., lazy) evaluation has been considered in the context of secu-
rity going back to Sabelfeld and Sands [110] who noted that the termination-
insensitive enforcement mechanism by Heintze and Riecke [56] could be
strengthened to a termination-sensitive enforcement merely by changing the
call-by-value semantics to a non-strict semantics (i.e., call-by-name or call-
by-need). Based on this observation Sabelfeld and Sands argue that “lazy
programs are intrinsically more secure than strict ones”. However, Sabelfeld
and Sands only considered a sequential setting with no timing-sensitive se-
curity properties.

In contrast, when both call-by-need evaluation and concurrency are present
in a language, Buiras and Russo [25] have showed that an internal timing
channel can be constructed. Intuitively, the attack is similar to the internal
timing channel attack in Figure 1.7 where two threads race for a write to a
variable that is observable to an attacker. Although Buiras and Russo use
Haskell to present the attack, Figure 1.8 restates the attack using a simple
imperative language with fork-based concurrency and non-strict evaluation
(i.e., commands lazy and force for constructing and forcing lazy computa-
tions, respectively).

1 thunk = lazy(computation);

2 fork(if h then force(thunk) else skip); // Thread 1
3 delay(2*N);

4 fork(force(thunk); low := 0); // Thread 2
5 fork(delay(N); low := 1) // Thread 3

Figure 1.8: Leaking one bit of h through an internal timing channel using
lazy evaluation.

On line 1, a lazy computation is constructed and stored in variable thunk.
Line 2 forks a thread that forces the evaluation of thunk only if h is non-
zero. Line 3 delays the main thread long enough for thread 1 to finish
execution. Finally, lines 4 and 5 create two threads that race on a write
to the A-observable variable low. Since we assume the code is untrusted,
the attacker can provide a suitable value for N that activates the attack. To
see how the attack works, consider the case where h is non-zero. Then
thunk will be forced in thread 1, causing the subsequent assignment low
:= 0 to happen before in the assignment low := 1 in thread 3. Thus, given
a sufficiently large N the assignment low := 1 in thread 3 overwrites the
previous write to low, and thus the final value of low is 1.
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However, if h is zero, line 2 does not force the value of thunk, and thus the
evaluation of force(thunk) will consume more time, causing the assignment
low := 0 in thread 2 to happen after the assignment low := 1 in thread 3
(assuming a suitable value for N), and so the final value of low is 0.

Note that, as the termination channel can be amplified to leak secrets in lin-
ear time using concurrency (see Section 1.5.1), we are interested in progress-
sensitive security [13] in this example and so we need to fork a thread (i.e.,
thread 1) in order to branch on the secret value h and still perform side
effects observable to the attacker on line 4 and 5.

The solution proposed by Buiras and Russo, which was later formalized and
proven secure by Vassena et al. [127], is to restrict how thunks are shared
between threads using a construct called lazyDup originally proposed by
Breitner [23].12 Using their approach, the value of the unevaluated com-
putation, thunk, will be duplicated when forking thread 1 on line 2. This
ensures that thunk will always need to be evaluated on line 4 independently
of the value of h.

1.6 Outline of the Dissertation

In this section we briefly describe the publications contained in the second
part of this dissertation. The following publications are included in the
dissertation:

[92] From Trash to Treasure: Timing-Sensitive Garbage Collection
Mathias V. Pedersen and Aslan Askarov.
In Proceedings of the IEEE Symposium on Security and Privacy (S&P),
2017.
Included in Chapter 2.

[93] Static Enforcement of Security in Runtime Systems
Mathias V. Pedersen and Aslan Askarov.
In Proceedings of the IEEE Symposium on Computer Security
Foundations (CSF), 2019.
Included in Chapter 3.

[96] Programming with Flow-Limited Authorization: Coarser is Better
Mathias V. Pedersen and Stephen Chong.
In Proceedings of the IEEE European Symposium on Security and Privacy
(EuroS&P), 2019.
Included in Chapter 4.

12Byiras and Russo [25] and Breitner [23] call this construct deepDup, but we follow the
convention given by Vassena et al. [127] and refer to it as 1lazyDup.
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The author has contributed significantly to all of the above-mentioned pub-
lications. Minor layout adjustments and typo corrections have been made in
the papers since their publication.

1.6.1 Leaking Information Through Automatic Memory
Management

The first publication in this dissertation, From Trash to Treasure: Timing-
Sensitive Garbage Collection [92], appeared at the IEEE Symposium on Se-
curity and Privacy 2017, and presents the first timing attack on real garbage
collectors in modern programming language runtime systems, along with
sufficient conditions for secure garbage collection in the presence of external
timing measurements.

The presented attacks target two industrial scale virtual machines: Java ver-
sion 1.8 running on Java HotSpot(TM) 64-Bit Server VM (build 25.77-b03),
and NodeJS version 6.2, both representing the latest versions of each sys-
tem at the time of publication. The attacks demonstrate that it is possible
to mount an amplifiable timing channel capable to leaking arbitrarily large
secrets in linear time, and that the channel is observable over a network
connection with sufficiently low latency.

The fact that the timing channel can be amplified of leak arbitrarily large se-
crets separates it from “benign” channels like the termination channel and
demands an enforcement mechanism for controlling the information leak-
age. The paper presents a formal calculus for an imperative language with
automatic memory management, and proves that the combination of:

1. a security level-partitioned heap,

2. a security-type system,

3. and a security-level aware garbage collector
enforces a version of possibilistic, termination-insensitive, and timing-sensitive
noninterference. The proof of noninterference has been mechanized in the
Coq proof assistant [120]. This work demonstrated the dangers of IFC
language runtimes relying on existing, non-information-flow-aware compo-
nents.
1.6.2 Provable Absence of Information Leaks in Runtime Systems

The second publication in this dissertation, Static Enforcement of Security in
Runtime Systems [93], appeared at the IEEE Computer Security Foundations
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Symposium 2019. The publication presents the language Zee: a security-
typed language with static enforcement of termination-insensitive noninter-
ference. The language is “low-level enough” to implement common runtime
related tasks such as garbage collection and thread scheduling in the lan-
guage itself, yet “high-level enough” to reason about the security guarantees
of well-typed programs. As it happens, the idea of Zee is nicely summarized
by the following quote from Sabelfeld and Sands [108, p. 205]:

Abstractly we will take a scheduler to be a mechanism for selecting threads
which itself satisfies some noninterference property, i.e., its behaviour is inde-
pendent of high data.

As Zee can reason about the implementation of the runtime environment,
previous work on designing specialized, security-aware runtime compo-
nents [61, 92, 108, 116] can be implemented as well-typed programs in the
language itself, and the security theorem for Zee then guarantees a version
of termination-insensitive and timing-sensitive noninterference [92] for the
particular runtime environment component that has been implemented.

We have implemented a type checker and interpreter for the language in
Haskell [100], which we use to develop two case studies: a secure cooper-
ative thread scheduler and a mark-and-sweep garbage collector. Both pro-
grams respect the typing discipline of the language, and as such the non-
interference theorem guarantees that the programs satisfy noninterference.
Implementing a compiler for Zee is left as future work, and many challenges
need to be solved in order to achieve this. For instance, the operational se-
mantics of the language requires a second stack, similar to the shadow stack
introduced by Abadi et al. [3], for managing runtime type information. This
stack must be inaccessible at the language-level to ensure the integrity of the
type information during execution, as this information is trusted and used
to enforce information-flow policies at runtime.

1.6.3 Coarse-Grained Enforcement of Flow-Limited Authorization

The third paper contained in this dissertation, Programming with Flow-Limited
Authorization: Coarser is Better [96], appeared at the IEEE European Sympo-
sium on Security and Privacy 2019. The paper proposes the thesis that the
Flow-Limited Auhotization Model (FLAM, see Section 1.4.1) is better uti-
lized in a setting with dynamic enforcement of coarse-grained IFC. Specif-
ically, we argue that the security guarantees of the logic are enforced at a
coarse-grained level, where a single label (i.e., the delegation label described
in Section 1.4.1) encapsulates the sensitivity of the all dependencies of the
query result. This shares some similarities with coarse-grained enforcement
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of IFC as seen in languages, such as LIO [115], and in operating systems
[37, 64, 140].

To support the claim that the logic is better suited for coarse-grained enforce-
ment of IFC, we implement the judgment for securely deciding trust rela-
tionships between principals directly in the dynamically enforced, coarse-
grained IFC language LIO.

The resulting language, which we call Flamio, supports the enforcement of
expressive and dynamic security policies, and contributes to the research on
the interaction between authorization and information-flow control [8, 9, 57].

We have proven that program executions in the Flamio language satisfy
termination-insensitive noninterference, and we have implemented the lan-
guage as a Haskell library that provides a monadic interface, similar to how
LIO is implemented in Haskell.
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Chapter 2

From Trash to Treasure:
Timing-Sensitive Garbage
Collection

MATHIAS V. PEDERSEN, AARHUS UNIVERSITY, DENMARK
ASLAN ASKAROV, AARHUS UNIVERSITY, DENMARK

In Proceedings of the IEEE Symposium on Security and Privacy (S&P), 2017.

Abstract

This paper studies information flows via timing channels in the
presence of automatic memory management. We construct a
series of example attacks that illustrate that garbage collectors
form a shared resource that can be used to reliably leak sensi-
tive information at a rate of up to 1 byte/sec on a contemporary
general-purpose computer. The created channel is also observ-
able across a network connection in a datacenter-like setting. We
subsequently present a design of automatic memory manage-
ment that is provably resilient against such attacks.

2.1 Introduction

When a computer system allows third-party code to access sensitive infor-
mation, it is necessary to ensure confidentiality of the sensitive information
handled by the code. Language-based information flow control is a popular
approach to solve this problem [107]. This approach uses programming lan-
guage techniques to analyze information flows in the untrusted programs
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before and/or during the execution in a way that prevents potentially inse-
cure code. The advantage of this approach is that it is allows fine-grained
control, compared to coarse-grained systems approaches. The disadvantage
is that source-code analysis is limited to flows that only have control graph
representation, and that allows malicious code to still leak sensitive data
using runtime side-channels such as CPU caches [90], schedulers [138], or
programming-languages features such as lazy evaluation [25].

This paper studies another important aspect of program runtime — auto-
matic memory management. We show that memory management repre-
sents a vulnerable shared resource through which an attacker can launder
sensitive information. We present a series of simple attacks on modern run-
times, in particular Java sequential and parallel garbage collections and V8
default garbage collector, that illustrate the potential of the attack.

Attack model We consider a threat model where an attacker-provided pro-
gram operates on confidential information. The attacker observes the public
input and output of the program, but does not observe either the secret
input or the output. Furthermore, the attacker code is subjected to a num-
ber of syntactic and runtime checks that prevent it from directly leaking the
secret input.

We assume that the attacker program consists of secret-dependent (high)
and secret-independent (low) computations. High computations can access
sensitive data, but cannot directly communicate with the attacker. Low com-
putations may communicate with the attacker or affect the public output,
but their execution cannot immediately depend on secrets.

Figure 2.1 illustrates the high-level idea behind the attacks. The attacks are
designed so that the high computation influences the amount of allocated
and reclaimable memory, which in its turn, influences the timing of alloca-
tions in the low computations, via the garbage collector.

If there is no free space at the time of an allocation in the low computation,
invocation of the garbage collector introduces observable delays. This delay
is observed by two timing observations, before and after the the allocation in
the low computation. The attacks do not rely on measuring the timing of the
high computations — these in fact are considered to be secret-independent.

The low computation can do its timing observations using a number of
ways. Our initial set of attacks uses the system clock. However, access to
the local clock is not essential. Local time measurements can be substituted
by external ones if the low computation has network access and can send
dummy messages.
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Figure 2.1: Attack scenario — high computations are marked in gray; low
computations are marked in white; both low and high computations share
the memory management component (GC). Heap manipulation by the high
process affects the state of the GC in a way that is later observable by the
low computation.

We further demonstrate that the observed channel can be amplified to leak
arbitrary amount of information. Our experiments achieve the rate of nearly
1 byte/sec on a modern general-purpose laptop.

The attacks may not be surprising in hindsight, but their consequences are
important. Automatic memory management is crucial in the implementa-
tion of modern object-oriented or functional programming languages. For
strong-information security, a secure runtime is a must. Existing prototypes
rely on source-to-source compilation [86, 112] or language-based monitor-
ing [55, 115], yet they reuse commodity runtimes that are vulnerable to the
types of attacks we describe here.

We note that while there have been remarks in the literature about the dan-
ger of memory management in information flow settings [91], we are not
aware of previously published attacks or proposals that focus on the timing
channels through memory management.

To address the problem of leaks via garbage collection, we study a model
of a programming language that uses abstract secure runtime and security
types to enforce security. Our programming language includes a command
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for obtaining the current time, which allows us to cover a wide range of at-
tacker models, because internal timing differences in a program can be con-
verted into publicly observable output. Note the formal semantics of the lan-
guage is designed so that it isolates leaks via garbage collection from other
timing channels by using a non-standard prmitive at ¢ with bound e do c.
This primitive pads the execution time of command c by the value of ex-
pression e.

We observe that garbage collection creates a bi-directional information flow
channel. Securing garbage collection requires that high allocations cannot be
collected in low computations and vice versa. We prove that the combination
of these runtime restrictions with standard information flow type system is
sufficient to close leaks via memory management.

In summary, the contributions of this paper are the following:

1. We develop the first amplifiable covert channel via automatic memory
management. We show that the channel can be observed locally and
over a network.

2. We observe that garbage collection creates a bi-directional informa-
tion channel, which severely restricts the design space of securing au-
tomatic memory management. We present formal requirements that
secure garbage collectors must satisfy.

3. We demonstrate that a secure garbage collector can be incorporated
with traditional information flow analysis to provably establish a non-
interference property.

The rest of the paper is structured as follows. Section 2.2 provides a back-
ground on timing channels and garbage collection. Section 2.3 explains our
attacks and their results. Sections 2.4-2.5 develop a formal language model
for a small imperative language with allocatable arrays and garbage collec-
tion. Section 2.6 designs a type system necessary for secure coordination
with the runtime. Section 2.7 studies the resulting security guarantees. Sec-
tion 2.8 discusses the applicability of real-time garbage collectors in the light
of the discovered attacks. Sections 2.9 and 2.10 discuss the related work and
conclude.

2.2 Background

Programming languages that focus on information flow security statically
reject programs that contain information flow violations, such as explicit
and implicit flows.
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A common approach is to add security labels to types, corresponding to the
confidentiality of the information stored in a variable of the given type. A
natural consequence of security labels on types is the notion of a program
counter label pc that determines the security context of the execution. How-
ever, many such approaches ignore other potential sources of information
leakage.

A particularly dangerous source of information leaks is time. Timing de-
pendencies in programs may be direct or indirect [143].

1 if (h > 0) then /* long computation */
2 else skip

An example of a direct timing dependency is the program on the left, where
the decision to take one branch or the other depends on a confidential guard
h. While direct timing attacks are difficult to close, they have control-flow
representation, and thus are amenable to language-based mitigation [5, 143].

Indirect timing channel attacks are caused by interaction with the runtime
system of the programming language, or the hardware upon which the pro-
gram is running on. As such, they are much harder to close, because that
requires careful interaction between the programming languages technology
and the underlying runtime, often including the OS and the CPUs.

The focus of this paper is on indirect timing channel created by one aspect of
language runtime system, specifically the automatic memory management.

We start with a brief overview of basic garbage collection concepts.

2.2.1 Garbage Collection Techniques

A garbage collector discovers which parts of the heap contain objects that
will definitely not be accessed in the future, and then reclaims the memory
occupied by these objects, allowing that memory to be reused.

Objects stored in the heap can point to other objects, and the heap objects
thus form a directed graph. The root nodes of this object graph are the
variables in the program, which provides “entry points” into the graph.

Determining whether an object will be accessed in the future is an unde-
cidable problem [78], and thus garbage collection schemes conservatively
approximate this property by assuming that every object reachable from the
root nodes of the object graph will be accessed in the future.

The two garbage collection strategies attacked in this paper are mark-and-
sweep collectors, and copy collectors.
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Mark-and-sweep A mark-and-sweep garbage collector operates in two pha-
ses: A marking phase, where all reachable objects are marked as “live”, and
a sweep phase, where unmarked objects in the heap are reclaimed. Note
that the cost of a mark-and-sweep collection is the sum of the cost of mark-
ing, and the cost of sweeping. The cost of marking is linear in the size of the
reachable objects, and the cost of sweeping is linear in the size of the entire
heap.

One way to avoid having the cost be linear in the size of the entire heap is
to use a copy collecting algorithm.

Copy collection A copy collecting garbage collector partitions the heap
in two partitions of equal size. These partitions are called from-space and to-
space. An invariant of this algorithm is that at any point during the execution
of the program, only the from-space is modified.

When the from-space partition is filled, the collector builds a copy of the
object graph in the to-space partition. This is known as the evacuation phase.
Afterwards all of the memory in the from-space is reclaimed, and the to-
space becomes the new from-space, and vice versa.

Generational collection Efficient garbage collectors avoid traversing the
entire object graph by assuming the weak generational hypothesis which states
that “most objects die young” [59, 125], meaning that newly allocated objects
on the heap become unreachable fast.

The heap can then be partitioned in several partitions, known as genera-
tions. All allocations are initially stored in a small “young” generation, and
a garbage collection invocation need only traverse this small partition. When
an object survives a collection, it is moved to an “older” generation.

A minor collection is a collection that only traverses the object graph in the
young generation, and a major collection is a collection that traverses both
generations.

2.3 Attacking JVM and V8

This section presents two general amplifiable timing attack strategies that
exploit the garbage collector in order to leak one bit of information. Both
attacks work for two garbage collection strategies used by Java, as well as
for the generational mark-sweep /mark-compact strategy used in V8.
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The section also presents a technique for amplifying the one-bit leak to a
general N-bit leak that works for all of the garbage collection strategies men-
tioned above.

2.3.1 High Dependency in Low Context

This attack exploits the fact that, during evacuation from from-space to to-
space, the amount of bytes copied depends on the reachable memory at the
current point in the program. Thus, by creating a sufficiently large differ-
ence in reachable and unreachable nodes, the time required to perform a
minor/major garbage collection becomes observable.

Figure 2.2 demonstrates the attack in Java. The example leaks whether h > 0
by observing the time difference caused by the allocation on line 15. If the
value of diff is large then h > 0, and otherwise h < 0.

The attack works as follows. Suppose that constants size; and size, are cho-
sen so that the following constraints hold, where collectionThreshold is an
experimentally obtained constant that triggers garbage collection, and S is
the number of bytes required to represent an integer in Java.

o 2.S .size; < collectionThreshold

e S.(2-sizey +sizes) > collectionThreshold

Line 1 allocates a new array, and keeps a reference to that array in the vari-
able a. If h > 0 we allocate a new array on line 6 and store a reference to
this array in the variable b. On the other hand, if h < 0 we allocate a new
array and store the reference in the variable ¢, which will become unreach-
able as soon as we reach line 13. Note that on line 11 we keep a reference to
the array allocated on line 1, meaning that a and b point to the same array.
Now assume the allocation on line 15 invokes the garbage collector. If h > 0
there will be two distinct arrays that need to be copied from from-space to
to-space, meaning that 2 - size; integers will be copied. However, if h < 0
then the only array which is reachable, and thus should be copied, is the ar-
ray allocated on line 1. Thus we only copy size; integers. This difference in
the number of bytes that should be copied creates an observable difference
in timing.

2.3.2 Low Modification in High Context

The previous program demonstrated how the evacuation of sensitive infor-
mation in public contexts can lead to a covert channel. The next attack shows
how garbage collection of public information in a sensitive context also leads
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1 int[] a = new int[size;];
2 int[] b = null;
3 int[] c¢ = null;
4 int[] d = null;
5 if (h > 0) {
6 b = new int[size;];
7 d = a;
8 1}
9 else {
10 c = new int[size ];
11 b = a;
12 }
13 ¢ = null;
14 long before = System.nanoTime();
15 int[] x = new int[size;];
16 long after = System.nanoTime();

[y
~

long diff = after - before;

—
[e2)

Figure 2.2: Java program leaking one bit of information based on evacuation
time.

to a covert channel. Consider the program in Figure 2.3 and suppose that
constants size; and size; are chosen so that the following constraints hold.

e S.size2 < collectionThreshold

e S.(sizel + size2) > collectionThreshold

If h > 0 the allocation on line 2 partially fills up the heap, so that the al-
location on line 7 triggers a garbage collection, and thus the value of diff is
large.

However, if h > 0 is false then no garbage collection occurs on line 7, as
the size of the memory does not exceed the implementation’s threshold for
garbage collection. This results in a small value for diff.

2.3.3 Amplifying the Attacks

We now amplify the leakage of the attacks described in Section 2.3.1 and
2.3.2. This leads to an attack that leaks the value of a 32 bit integer. To
illustrate the technique we describe how the attack from Section 2.3.1 can be
extended.

First, note that the attacks cannot be extended naively by repeating the al-
gorithm for each bit. To see why, assume this approach is taken and that we
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1 ifCh > 0) {

2 int[] b = new int[size;];

3 b = null;

4 }

5

6 long before = System.nanoTime();
7 int[] c = new int[sizey];

8 long after = System.nanoTime();
9 long diff = after - before;

10

Figure 2.3: Java program leaking one bit of information based on the pres-
ence of a garbage collection.

enter the first iteration with 0% of the available memory having been allo-
cated. We would like to keep this 0% allocated memory as a loop invariant,
so that we can repeat the attack for each bit.

Next, we might allocate memory equal to 75% of the available memory,
which we turn into garbage by removing any referencing to the allocated
memory. We then perform a “leaky allocation” of some amount of memory
which will cause a garbage collection to occur (i.e., we request strictly more
than 25% of the available memory, such that we in total have requested
strictly more than 100% of the available memory, forcing a GC to occur).
This collects the 75% of available memory, but it also gives us a non-zero
block of memory in return, meaning that we enter the next iteration of the
loop with a non-zero percent of the available memory having been allocated.
Thus the invariant has been broken.

Thus we must modify the attack in several ways. The resulting attack is
shown in Figure 2.4.

First, we repeat the attack N (where N € [10, 20] is sufficient) times and mea-
sure each trial run. If the allocation duration is larger than some threshold,
we store the time required to perform the allocation in the array times. By
filtering out allocations with short allocation times we filter out iterations
that does not lead to an invocation of the garbage collector.

Second, instead of allocating one array when filling up the memory, we allo-
cate K arrays, where K is usually less than 10. This increases the evacuation
time since more memory will need to be copied. Larger values of K will lead
to a greater timing difference between a zero bit and a one bit, at the cost of
a greater allocation time. Thus there is a time/precision trade off.

Third, we compute the average allocation time for each of the trial runs
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which invoked the garbage collector. If the average garbage collection time
is above some chosen A we conclude that the current bit is one, and zero
otherwise.

Finally, in case no garbage collection occurs we retry the current iteration.
Note that the probability of invoking a collection in subsequent tries is in-
creased because more memory has been allocated from the previous tries of
the same iteration, meaning that several tries of the same iteration is rare.

2.3.4 Results

The blue plot of Figure 2.5a shows the output of running the program de-
scribed in Figure 2.4 on the secret input 5342121 with the serial garbage
collection strategy used by Java when invoked with the parameter -XX:+Use-
SerialGC. Similarly the red part of the figure shows the output of the same
program, with modified constants, on the same secret input with the parallel
collection strategy used when invoking Java with the parameter -XX:+Use-
ParallelGC.!

Figure 2.5b shows the output obtained by running a similar attack on the V8
JavaScript engine using Node.js. This attack follows the same pattern as the
attack in Figure 2.4, and has therefore been omitted.

The experiment results are gathered from a machine with the following
specs: Intel(R) Core(TM) i7-5557U CPU @ 3.10GHz, Memory: 8 GB. NodeJS
version 6.2.0. Java version “1.8.0_77”, Java(TM) SE Runtime Environment
(build 1.8.0_77-b03), Java HotSpot(TM) 64-Bit Server VM (build 25.77-b03,
mixed mode).

All figures show a clear distinction in garbage collection time consumption
in the aftermath of processing a one bit, and processing a zero bit.

Observations over network The timing observations in these attacks are
of sufficient magnitude to be observed over an internal network, e.g., in
a datacenter-like setting, with ping latency of 0.5ms. Figure 2.5c shows
the timing observed by a client communicating with a server over 25 trials,
where each trial consists of the following operations:

1. first, the server sends a ping to the client

2. then, the server performs an allocation similar to the allocation on line
15 in Figure 2.2

IThe appendix contains a link to supplementary material with a VM containing all of
our examples.
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1 long[] times = new long[N];

2 1int guess = 0;

3

4 for(int bit = 31; bit >= 0; --bit) {
5 for(int i = 0; i < N; ++i) {

6 int[][] a = new int[K][size];

7 int[][] b = null;

8 int[][] ¢ = null;

9 int[][] d = null;

10 if (((secret >> bit) & 1) > 0) {
11 b = new int[K][size];

12 d = a;

13 }

14 else {

15 c = new int[K][size];

16 b = a;

17 }

18 c = null;

19 long before = System.nanoTime();
20 int[] ¢ = new int[sizes];

21 long after = System.nanoTime();
22 if(after - before > threshold) {
23 times[i] = after - before;

24 }

25 else {

26 times[i] = 0;

27 }

28 }

29

30 long sum = 0;

31 int numOfGCs = 0;

32 for(int i = 0; i < times.length; ++i) {
33 long t = times[i];

34 if(t '= 0) {

35 sum += t;

36 ++numOfGCs ;

37 }

38 }

39 if(num0fGCs == 0) {

40 ++bit;

41 continue;

42 }

43 if(sum / numOfGCs > A) {

44 guess += Math.pow(2, bit);

45 }

46 }

Figure 2.4: Program leaking 32 bits of information based on evacuation time.
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Figure 2.5: Experimental results for network ping delay with a leaky pro-
gram running on the sample input 5342121 = (00000000 01010001 10000011
10101001),

3. finally, the server sends another ping to the client.

Figure 2.5c thus shows the difference in the delay between the two pings
sent by the server during step (1) and (3). The red bars show the delay
when roughly half as much memory should be garbage collected.

Rate By measuring the execution time of the program in Figure 2.4 over
25 iterations we calculate the rate of the channel obtained. This yields a
channel rate of 0.98 bytes per second.

In the sections to follow, we construct a formalism for studying these at-
tacks. We first introduce a standard imperative language using a small-step
semantics, with a few technical deviations to facilitate an isolated study of
garbage collection. We extend the semantics to incorporate garbage collec-
tion transitions, and prove that our garbage collection semantics satisfies
functional correctness. Finally we add a standard type system for informa-
tion flow which, when combined with the semantics of Section 2.4.2, implies
resilience against the presented attacks.
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2.4 Language

This section presents a design of a small imperative programming language
with automatic memory management. The key element of the design is that
careful combination of the guarantees obtained via typing and the runtime
constraints on the memory management eliminate timing leaks via garbage
collection.

Syntax Figure 2.6 describes the syntax of our language. It is a standard im-
perative language [107, 133, 143] extended with heap allocated arrays and
the corresponding getters and setters, a command for obtaining the cur-
rent time, and the two security-related constructs, as explained below. For
expressions, n ranges over the set of integers Z and x,y, z range over vari-
ables. Finally, ® ranges over binary integer operations. A special expression
null corresponds to the only memory location representable at the source
level.

Non-standard features The runtime of the language has an explicit notion
of time that may be observed programmatically using command x := time().
This particular design choice has the advantage that it provides a powerful
attacker model without complicating the formal setup, e.g., introducing in-
termediate outputs. This includes a network attacker who observes timing
of the network communication, as well an attacker providing untrusted code
with access to a clock, which may in general be needed for functionality.

Our formal semantics (cf. Section 2.4.1) models the time using simple in-
struction counting — operational steps in the computation. This simplifica-
tion is sufficient for our purposes of expressing the fundamental constraints
necessary to eliminate timing leaks via memory management. Naturally, a
realistic implementation would need to soundly relate the operational steps
with the wall-clock, but that is outside of the scope of the current work.

In order to secure the behavior of the garbage collector at runtime, the lan-
guage contains a notion of the runtime program counter level. The program
counter is manipulated via two security-relevant constructs. Command
at ¢ with bound e do c raises the program counter level, while command
restore { when 1 lowers it. Note that restore command never appears in the
program source, but is explicitly inserted in the operational semantics to re-
store the level of the program counter level after an at { with bound e do ¢
command [81].

Another aspect of at and restore commands is that they implement light-
weight predictive mitigation [14, 142, 143] of direct timing channels, i.e.,
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e == nlnull|x|ede

¢ == skip|x:=e]c;c|if ethencelsec|whileedoc
| x:=new¢(ee)|x:=yle] | x[e] :=e|x:=time()
| at { with bound e do ¢ | restore £ when

Figure 2.6: Syntax of the language. The boxed command is not part of the
surface syntax.

channels that have control-flow representation, such as secret conditionals.
An execution of statement at ¢ with bound n do c is padded to take exactly n
steps. The execution is blocked if ¢ takes more than n steps. This particular
design aspect provides clear containment of direct timing channels, which
in its turn allows isolated study of the leaks via memory management.

2.4.1 Semantic Environments

Our formal semantics partitions the program memory into memory envi-
ronment m, which models variables that are typically allocated on stack,
and the heap environment h.

Values, variables, and locations A value in the language is either an inte-
ger or a location in the heap, including null. For our purposes it is sufficient
to leave heap locations abstract, and our model simply assumes a set Loc of
abstract heap locations that may be distinguished from each other. We fur-
ther assume that the set of locations is disjoint from the set of integer values.
Let v range over values Val, and denote the set of all variables as Var.

Memory and heap environments Memory environment is a partial func-
tion m : Var — Val. For convenience, we also use the set notation, and write
(x,v) € m when m(x) = v.

For heap environment, an important characteristic of our model is that al-
locations on the heap are tagged with security levels. This is necessary for
constraining collecting behavior, as explained later in this section.

We define a heap as a partial function h : Loc = (IN — Val) x £ from heap
locations to pairs consisting of lookup functions and security levels. A lookup
function is a partial function from the integer offsets to values stored in
the heap. We write (I, i, £) € h when h(l) = (u,£), where [ is the abstract
location, p is the lookup function, and { is the security level. We refer to { as
the heap level of . When heap h can be split into two disjoint heaps h; and
hy, we write h = hy W hy.
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Maximum heap size Our model considers both unbounded and bounded
heaps. The semantics is parametrized with the function that returns the
maximum size of the heap mx : £ — IN U{oo} that returns the maximum
amount of heap memory available for allocation at that security level. Un-
less explicitly specified, the formal results apply to both bounded and un-
bounded heaps.

When the current size of the heap h at a particular level ¢ needs to be com-
pared against the maximum available space, we compute the current size
using function size¢(h) £ 3 ; , ¢ycp, [dom(p)].

2.4.2 Semantics without Garbage Collection

We start by introducing the semantics of the language without garbage col-
lection. Section 2.5 presents the semantics of garbage collection.

Semantic configurations have the form (c, pc, m, h, t), where c is the current
program, pc is the runtime program counter level, m and h are the memory
and the heap respectively, and t is the time counter. Terminal configurations
are marked by the dedicated stop command. The semantics is a combination
of a standard big-step evaluation relation for expressions, and a small-step
transition relation for commands.

Expressions

Figure 2.7 presents the evaluation relation (x, m) | v for expression seman-
tics. Note how this relation only includes standard memory; all heap-related
operations are modeled as commands.

Commands

Figures 2.8 and 2.9 present the semantics of commands in the absence of
garbage collection. None of the standard commands touch the heap or the
program counter level; moreover they all take one computation step. This
semantics is given by rule (5-L1FT-STANDARD) in Figure 2.9 together with the
standard transition relation (c, m) — (c¢/,m’), defined in Figure 2.8.

The remaining of the rules in Figure 2.9 present the transition relation for
the and non-standard commands.

Rule (S5-TiME) updates variable x with the current value of the time counter.

Rule (5-NeEw) models the allocation in partition £. The amount of allocated
memory is computed by evaluating expression e. The command extends
the heap with the new lookup function p, and updates the variable in the
memory with the value of the new location. The lookup function p uses
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m(x) =v

(m,m) §n (null, m) { null (x,m) | v

(e, m) vy 1=1,2 vi®vy=v

(ey®ey,m) v

Figure 2.7: Semantics of expressions

the default value computed by evaluating expression e;,;. The rule has
two notable constrains. First, the location must be fresh, expressed by the
premise | ¢ dom(h). Second, there must be enough available space in the
heap at partition { for the allocation, which is expressed by the premise
sizeg(h') < mx({), where h' refers to the heap updated after the allocation.

Rule (S-SET) updates the array at a specified index. This is expressed as in-
place update of the lookup function. Rule (S-GET) retrieves the value stored
at a particular index in an array; the result is stored in the memory.

Rule (S-Art) updates the program counter label. Additionally, this rule com-
putes the time n the at command is expected to consume. This rule inserts
a restore command that restores the program counter, and the expected time
t +n by which the restore should be reached.

Rule (S-RESTORE-PROGRESS) restores the program counter label and contin-
ues with the execution of the body of the restore command only if the current
time matches the expected time specified in the restore command. Rule (S-
RESTORE-WAIT) skips until the current time matches the argument of the
restore command. Note that if the body of at happens to take more time
than expected, the semantics blocks the execution.

2.5 Semantics for Secure Garbage Collection

The previous section defined the program semantics without garbage col-
lection transitions, i.e., the size of the heap would monotonically increase
throughout the execution. This section defines the collection semantics that
specifies how garbage collection is allowed to affect the heap.

The main insight is that the runtime program counter label constrains which
parts of the heap can be collected and when. When the runtime program
counter is low, only low parts of the heap can be collected; when the runtime
program counter is high, only high parts of the heap can be collected. While,
on first sight, this isolation-like constrain may appear unnecessarily strong
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(e,m) v
(skip, m) — (stop, m) (x :=e,m) — (stop, m[x — V])
{c1,m) — (cj,m') c} # stop (c1,m) — (stop, m’)
(c1;¢2,m) = (cq;¢2,m’) (c1;¢2,m) = (c2, m')

(e, m) In n#0 = i=1 n=0= i=2

(if e then ¢y else c2, m) — (ci, m)

(e, m) | n n#0 (e, m) I n n=0
(while e do ¢, m) — (c; while e do ¢, m) (while e do ¢, m) — (stop, m)

Figure 2.8: Semantics of standard commands

in an information-flow setting, it is necessary, because the garbage collection
represents a bi-directional information-flow channel. We explain this using
two simple examples inspired by our experiments from Section 2.3.

2,51 Motivating Security Restrictions on Garbage Collection

This section presents two examples that motivate our restrictions on garbage
collection semantics. Each of the examples demonstrates the danger of col-
lecting parts of the memory that do not match the current program counter
level. Note that while the examples are written in the style that follows our
typing discipline of Section 2.6, the typing is not required here.

Implicit Flows when Collecting L in H

Consider program below, where we assume that N and M are constants,
and v is picked sufficiently pessimistically to bound the execution of the at
command.

// new array of size N with default element value 0
y := newy (N, 0);
y := null;
// the y-array can now be reclaimed
at H with bound v do
if h > 0 then
// new array of size M that requires GC
X := newy(M,0)
else skip;

© 00 N O 1~ W N
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S-LIFT-STANDARD
{c,m) — (c/,m’)

(c,pc, m, h,t) i (c/,pc,m/, h,t+1)

S-TIME

(x := time(), pc, m, h, t) = (stop, pc, m[x — t],h, t+ 1)

S-NEw
(e, m) I n I ¢ dom(h) sizeg(h') < mx(0)

Y 0<x<n
(e, m) b v R =hll— (0]  pkx) = .
undef otherwise

(x := newq(e, ejnit), pc, m, h, t) "> (stop, pc, mx — I, h’,t + 1)

S-SET
(e, m) I n (e2,m) v 0 < n < |dom(p)|

I=m(x) (LO=h() wk=4 "

u(x) otherwise

(xle] = ez, pc,m, h, t) 7> (stop, pe, m, hll — (1, 0)], t+ 1)

S-GET
(em)dIn I=m(y) wu=h{) v=pMn)

(x :=ylel,pc,m, h, t) s (stop, pc, m[x — V], h,t 4+ 1)

S-Ar
fem)ln t'=t+n

(at € with bound e do ¢, pc, m, h, t) s (c; restore pc when t’, ¢, m, h, t+ 1)

S-RESTORE-PROGRESS
t=1t'

mXx

(restore £ when t’, pc, m, h, t) — (stop,{, m, h,t+1)

S-RESTORE-WAIT
t<t’

(restore £ when t’, pc, m, h, t) i (restore £ when t’, pc, m, h,t +1)

Figure 2.9: Semantics of heap and non-standard commands
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10 t7 := time(Q);
11 // GC time depends on whether array y
12 // has been collected earlier

13 y := newr (N,0);
14 ty := time(Q);
15 low := ty - t

Note how the high conditional is guarded by the at command that ensures
that the execution of the conditional takes v steps. This means that the value
of t1 does not depend on which branch of the conditional is taken.

However, if semantics of garbage collection allows low parts to be collected
inside at, say before executing the allocation on Line 8, then t; —t; is likely
to be small. This motivates that garbage collection should not collect low
allocations when the program counter level is high.

Implicit Flows when Collecting H in L

This example shows that collecting high allocations when the program counter
is low is also dangerous. Suppose we are given constants M, N, and v as
described earlier, and consider program below.

// new array of size M with
// default element value 0
X := newyg (M, 0);
at H with bound v do
if h > 0 then
X := null
// array x can now be reclaimed
else skip;
t; = time(Q);
// GC time depends on whether array x is reclaimable
y := newp (N,0);
ty := time();
low := t - t;

© 00 N O O W N

e el
w N = O

As before, the timing of the high conditional is protected with an at com-
mand. Consider allocation on Line 11 that may trigger garbage collection.
If semantics of the GC allows collecting high allocation in the low program
counter, the amount of time that the collector spends here will depend on
whether the array x can be reclaimed, affecting the value of t;. This mo-
tivates that garbage collection should not collect high allocations when the
program counter is low.
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2.5.2 Formal Semantics for Garbage Collection

Using the above examples as guideline, we now formulate the formal se-
mantics for secure garbage collection. The rule for garbage collection is
given by transition relation (c,pc, m, h, t) --» (¢, pc, m, h’/,t’) that relates two
configurations before and after collection. Collection does not update the
current command or memory or the program counter level, but updates the
heap and consumes some time.

Figure 2.10 presents the collection rule formally. To explain the rule, we
introduce the auxiliary concepts that it uses.

Abstract Collection Relation

The amount of time consumed by the collection is in general implementation-
specific. We require the implementation to provide an interface for collecting
specific parts of the heap. We model this by an abstract relation h ~* h’,
where h is a subheap, and where h' is the result of collection in h that takes
time J, given memory m. An important constraint that we place on the ~
relation is that if two subheaps and starting memories are isomorphic, then it
must take the same amount of time to collect in them. To formally express
this, we introduce the notion of substitutions. This notion of substitution
is closely related to the one by Banerjee and Naumann [17]. As we will
see, the substitution is also used later in the paper when defining our GC
requirement.

Definition 2.5.1. (Substitution) A substitution ¢ : Val — Val is a partial mapping
such that

1. ¢ is identity on integers: Vn . ¢(n) =n.
2. ¢ is injective on locations: V11" . $(I) = p(I') = 1=1"

3. & maps locations to locations: Y1 € Loc . ¢(I) € Loc.

Given a substitution ¢, we write p(m) ={(x, d(v)) | (x,v) € m}and ¢(h) =
{(p(), o) | (I,uw ) € h}. For the remaining parts of the paper we say
substitution to mean a bijective substitution. That is a substitution ¢ such
that

Vv, v o) =v = ¢ T(V) =w

We write h =4, w (resp. (m, h) =¢ (s,w)) when ¢(h) =w (resp. ((m), p(h)) =
(s,w)) and h = w (resp. (m,h) =4 (s,w)) when there exists a bijection ¢
such that h =4 w (resp. (¢p(m), (h)) = (s, w)). Two heaps are then isomor-

phic when h = w.
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GC-CoLLECT
reach(m, hy Why)Ndom(hy) =0
=0 hy=h P eh ™ T why P hy T

(c,pc, m,h; Why,t) --» (c,pc, m, hy,t + )

Figure 2.10: Reduction rule for garbage collection

Using the notion of substitution, we formulate our assumption on the ab-
stract collection relation.

Assumption (Abstract collection). Consider two memories m and s and two
heaps h and w and a substitution ¢ such that (s,w) = (d(m), d(h)). Then
h~T h' implies w ~3§ w' for some w'.

If two heaps are isomorphic they are equal up to renaming of locations, and
the specific names of locations should not affect the behaviour of garbage
collection.

Level-based Heap Partitioning

Given a heap h and a level ¢, write h=* for the heap that includes all alloca-
tions tagged with security level (:

=t 2 {(x, ) eh |t =1t}
and similarly, define the complement partition as
R ) enlt £

Given a level {, any heap h can be decomposed into a disjoint union of its
partition and its complement: h = h=t @ h7t.

Reachable Locations

Since deciding whether or not a location will be accessed in the future is un-
decidable [78], we follow real world implementations of garbage collection
schemes, and treat a variable as live if it is reachable from the current set
of variables in the program. The set of reachable values is then the values
that are pointed to by variables in the memory, or by following a chain of
reachable locations on the heap.

Definition 2.5.2 (Reachable locations). Given a memory m and a heap h, the set
of reachable locations reach(m, h) C Loc is the smallest set such that
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1. all locations in memory m are reachable:

cod(m) N Loc C reach(m, h)

2. ifl € reach(m, h) and h(I) = (u, ) then locations that the allocation w points
to are reachable:
cod(u) NLoc C reach(m, h)

Note that reach is monotonic, as expressed by the following lemma.

Lemma 2.5.1 (Monotonicity of heap reachability). Given two heaps h and w,
if h Cw then reach(m, h) C reach(m, w).

With these definitions at hand, let us examine the garbage collection rule
in Figure 2.10. The rule is defined when the program heap is split in two
disjoint heaps h; and h,, where h; is collected after the transition. That it is
functionally safe to collect h; is ensured by the first premise of the rule that
stipulates that no location in h; is reachable from the current configuration.
The remaining premises induce security restrictions on the collection. We
restrict h, to only contain allocations that are exactly at the level of the
program counter level pc — this is expressed by the requirement h; 7P — ),
which could alternatively be stated as h, " = h,. The idea is to constrain
collections at a specific level only when the program counter matches that
level. The rule further splits the non-collectable heap h; into two parts,
based on the security level: the pc-part h; = and its complement hj7*°.
Only the pc-part of the heap is used when invoking the abstract collector.

2.5.3 Functional Correctness

The remaining part of this section shows that our garbage collection strategy
is functionally correct. That is, the collector never claims memory that is
accessed in the future. We start with a formal definition of dangling pointer-
freedom.

Definition 2.5.3 (Dangling pointer-freedom). Given a memory m and heap h,
say that (m,h) is free of dangling pointers when

1. all locations in the memory point to a valid location in the heap:

cod(m) N Loc C dom(h)

2. pointers within heap are valid:

V(w,£) € cod(h) . cod(n) NLoc € dom(h)
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Informally, if m and h do not contain dangling pointers, then extending the
heap does not increase reachability.

Lemma 2.5.2. Given memory m and h such that (m, h) is free of dangling pointers
then for all heaps w D h, it holds that reach(m, h) = reach(m, w).

For functional correctness, we show that adding the garbage collection rule
in Figure 2.10 to the set of possible transitions does not modify the memory,
nor the reachable part of the heap.

There is a technical challenge to overcome. The specific location allocated
in the heap, and stored in the memory, depends on the current size of the
heap (cf. the semantics in Figure 2.9). Thus by adding a garbage collector,
which reduces the size of the heap, the locations allocated and stored in the
memory will be different from the locations allocated without first reducing
the size of the heap.

We therefore prove that the reachable parts of the heaps will be equal up to
renaming of locations. We use the notion of substitution introduced earlier
in Section 2.5.2 to relate pairs of memories and heaps that have isomorphic
reachable parts but may have different amounts of garbage.

Definition 2.5.4 (Matching up to garbage). Consider two pairs of memory and
heaps (m,h) and (s,w). Say that (s,w) matches (m,h) up to garbage via
substitution ¢, written (m, h) ~¢ (s, w) if reach($p(m), (h)) = reach(s, w).

We write (m, h) o~ (s, w) if there exists ¢ s.t. (m,h) ~¢ (s, w).

The following lemma states that the semantics does not depend on garbage.

Let w({) = oo denote the constant oo function. The relation % defines the
semantics in an abstract setting with unbounded available memory.

Lemma 2.5.3 (Garbage independence in unbound heaps). For all heaps h and
w such that w D h, and (m,h) and (m,w) are free of dangling pointers it holds
that if

(c,pc, m, h, t) rd (c/,pc’,m',n t")

then (c,pc, m, w, t) < (c’,pc’,s",w',t"yand (m'/,h') ~ (s’,w').

The next lemma states that garbage collection only collects garbage from the
heap. That is, if garbage collection collects some portion of the heap, then
succeeding transitions do not depend on the portion of the heap that has
been collected.
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Lemma 2.5.4 (Garbage only). If (m, h) is free of dangling pointers and
(c,pc,m, h, t) s (¢, pc’,m',n',t"

then for all s, w such that (s, w) is free of dangling pointers, and (s,w) ~ (m, h)
we have
(c,pc,s,w, t) e (c,pc’, s, W', t').

and (s’,w’) ~ (m/,h’).

We can now state functional correctness of the garbage collection scheme.
Intuitively, the reachable heap does not change when interleaving the reduc-
tions with garbage collections. This is expressed as a pair of theorems, in
the style of the work by Morrisett et al. [78]. The first theorem states that
running the GC followed by a regular transition is comparable to running a
regular transition. The second one states that running a regular transition is
comparable to running the GC followed by a regular transition.

Note that in the statements of the theorems below the time component of
the configurations is reset. This ensures that the result of running command
x := time() is the same. Furthermore, the first theorem additionally qualifies
the semantics to be unbounded in maximum available size. This is needed
because otherwise the execution may run out of available heap.

Theorem 2.5.5 (Functional correctness for unbound heaps with time reset).
Consider memory m and heaps h and w such that (m,h) and (m,w) are free
of dangling pointers. If (c,pc, m, h,t) --» (c,pc, m,w,t”) and (c,pc, m, w, t) rd
(c’,pc’,m', W', t') then (c,pc, m, h, t) % (c’,pc’,s", 0, t")yand (m’,w') ~ (s’,h').

Theorem 2.5.6 (Functional correctness with time reset). Consider memory m
and heaps h such that (m,h) is free of dangling pointers. If (c,pc, m, h,t) iy

mX

(c’,pc’,m',h/,t') then (c,pc, m, h,t) --» (c,pc, m,w,t”) and (c, pc, m, w, t) —
(c’,pc’,s', W', t") and (s’,w') ~ (m/,h').

2,54 GC or Normal Steps

As a final element in this section, we define a top-level GC or normal step as a
transition function that nondeterministically interleaves normal and collec-
tion steps.

NORMAL-STEP . GC-StEP
{c,pc,m,h,t) — (¢, pc’,m', ', t") (¢, pc,m, h,t) --» (c,pc, m,h', t’)
(c,pc,m, h,t) = (c/,pc’,m’, h/, t") (c,pc,m, h,t) = (c,pc,m,h’,t)

We use this top-level relation in studying security properties of our pro-
grams in Section 2.7.
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2.6 Type System

In addition to the secure garbage collection described in the previous sec-
tion, our enforcement mechanism additionally relies on a typing discipline.
The typing discipline is mostly standard for an imperative security-typed
language with arrays [33, 34, 83, 103, 130], with a few minor technical devi-
ations that we explain below. In particular, the type system ensures not only
confidentiality, but also integrity by viewing values that depend on time
commands as tainted. This restricts the extent to which the result of the
time command affects the control flow or the heap shape of the program.

2.6.1 Time Taint and Generalized Security Levels

We introduce a time lattice; a two-point lattice with the elements o and e.
Here, o corresponds to to untainted values, and e corresponds to tainted
values. We let 1 range over elements of this lattice, and define an ordering
C® such that for all v € {o, ¢} it holds that t C! 1, and o Ct . We define the
corresponding least upper bound operator as LI*.

A generalized security level & is a combination of both a confidentiality level ¢
and a taint level 1. With this, we have the following grammar for the security
levels in the type system.

L o
&= (L)

We lift lattice operations to generalized security levels, and denote the re-
sulting ordering and least upper bound operations as < and Y, respectively.

Types are given by the following grammar
o := int | array,[T]
Ti=0¢
Here, T is a security annotated type that consist of a base type with a security

level. Base types o are either integers or arrays of some type T that specify
the confidentiality level of the partition where the array lives.

Given a base type o and security levels &7, &, define the operator for raising
of the type 0 &; to level &; as

(&) 2 0(& Y &)
The lattice ordering < induces a subtyping relation on the types

& 2X& 01 =02
01 &1 <1028
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WEF-INT WEF-ARRAY
{ C Bp B,ef C Ep fp |—Wf T
{Furint € Cwe arraYep [T] (eref/ o)

Figure 2.11: Type well-formedness

Note the invariance in the base types, even if the base type is array, [T] (€ref, 0),
is required because the arrays are mutable [82].

2.6.2 Well-Formedness of Reference Types

Figure 2.11 presents well-formedness conditions of types w.r.t. references.
The security level on the left-hand side of the turnstile is a lower bound
on the heap level that can store values of type 1. A type T is well-formed
when L ¢ 7. These rules prevent creation of references from the high
partitions into the low ones, and are later lifted to define well-formedness
of configurations.

2.6.3 Typing Rules

We assume a memory typing environment I' that maps variable names to
types. In the remaining parts of the paper, we require that the memory
typing environments are well-formed w.r.t. all types defined in it. The
typing judgment for expressions has form I' - e : 1. Figures 2.12 presents
the typing rules for expressions.

The typing judgment for commands has form I, pc - c. Figure 2.14 present
the typing rules for commands, where pc is the static program counter level.
The rule (T-Skir) is trivial. Rule (T-AssiGN) is standard in how it prevents
both implicit and explicit information flows using the program counter level.
The rule (T-TIME) requires the assigned variable to be marked as tainted, and
is otherwise similar to assignment in its treatment of implicit flows. Rule (T-
IF) is slightly non-standard. First, it prevents branching on high data if the
pc is low. Note that the rule does not raise the level of the program counter
label in the branches. Instead, high conditionals must occur syntactically in
a scope where the pc-level is explicitly raised using at command. Second,
branching on high values is allowed only if the value is not tainted by time
commands. This is visualized in Figure 2.13. Rule (T-WHILE) imposes a
similar restriction, and is otherwise standard.

Rule (T-NEw) requires that both pc-level and the level of the expression that
determines the size of the array flow to the variable that stores the reference.
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T-INT T-NuLL T-VAR
1 Fws array, [T](grefro)
NEn:inté '+ null : array, [T] ({rf, ©) INe=x:T(x)
T-Or

MN-e;:int&; i=1,2
M-e;@ey:int(&; Y &)

Figure 2.12: Typing rules for expressions

(L;0)

Figure 2.13: Lattice for confidentiality and integrity. Branching and heap
manipulation is allowed on values whose type is in the gray area.

This prevents the size of a high array from depending on low values. The
level ¢ on the command that is interpreted by the allocation semantic (cf.
Rule (S-New) in Section 2.5) must be as restrictive as the level {, of the
reference.

Rule (T-SET) requires that both the pc-level and the expression used for in-
dexing flow to the level of the array reference. This prevents indexing into a
low array using high expressions. It also requires the type of the right-hand
side expression to flow to the type of the array on the left, taking implicit
flows via pc-level into account.

Rule (T-Gker) is similar. It requires that the pc-level and the level of the
index expression flows to the level of the array reference, and rules out both
explicit and implicit flows in the assignment.

Finally, rules (T-Ar) raises the level of pc, Furthermore, an explicit time
bound is provided for this command, which allows the programmer to con-
trol the time consumed by commands when the pc is high.
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T-Sk1p T-AssiGN
N-e:oé o (£Y (pc,0)) <:T(x)
I, pc = skip IMNpcEx:=e
T-Ir T-WHILE
I'-e:int({,0) (T pc IN-e:int (¢, 0) T-SEQ
Mpckcei i=1,2 (T pc Ipckc Mpckcei i=1,2
I',pc F if e then cq else ¢ I',pc = while e do ¢ I'pckcy;c2
T-New
I egize : int (L5, ©) e : T

I'(x) = array, [t] (£x, ) pc U Lize T O

I, pc Fx:= neWZ(esizer einit)

T-SET
I'E ejgy :int &4, 'te:ok
I(x) = array,[t] &x &g Y (pc,0) 2 & o(&xYE) <it
I, pc - xlejg] :==e

T-GET
MEeysint&ge (pe,o) ¥ &y 2 &y T-TiME
My) = array [0 &] &, 0 (&Y &y) < T(x) Nx) =int({,e) pcC{
I, pc = x = 1ylel I, pct x := time()
T-At

Mke:int(¢’,0)
U CpcCH rikc
I, pc = at £ with bound e do ¢

Figure 2.14: Typing rules for the surface language commands
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Because the information flow constraints imposed by the type system are
standard, they can also be enforced using dynamic or hybrid monitors [15,
106].

Note that the type system permits time measurements in both low and high
context; this directly models attacker capability to make internal timing
measurements (cf. Section 2.3); weaker attacker models, i.e., the ones where
attacker does not have access to system clock but only to network messages,
can be addressed in a similar manner.

Properties of the Type System

The type system ensures two important properties. To state these, we need
a heap typing environment [126] that maps allocated locations to types.

Definition 2.6.1 (Heap typing environment). A heap typing is a partial func-
tion L : Loc — 7 that maps heap locations to their types.

The intuition for X is that given a location [, allocated by a command x :=
newe (e, ejyit), where I' - ey : T, we have L(I) = 1. Similarly to memory
typing environments, we assume that types defined by the heap typing en-
vironment are well-formed.

We can now state the first property, which we split into two sub-properties:
one for typing environments I', and one for heap typing environments X.

First, the typing environment I" gives us an adequate view of the heap level
of locations. More specifically, if a variable x points to a location /, then the
heap level of I equals to the partition level specified by I'(x).

Similarly, we can state this property for a heap typing environment . Let
I be a location. Then X(I) records the type of the content stored at I. So, if
() = array, [T] (€ef, ©) it means that the content of location | has a heap
level of {,. That is, following I twice leads to a heap allocation with a heap
level equal to .

The second property is that the type system prevents creating pointers from
high heap levels into the low heap levels. This property is important because
a pointer from a high heap level to a low heap level would allow modifying
low heap level pointers in a high program context.

Definition 2.6.2 (Memory and heap well-formedness). Given a memory m, a
heap h, an typing environment T and a heap typing environment ¥ we say that
(m, h) is well-formed wrt. (T, X) if
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1a) For all variables x s.t. T(x) = array, [T] (e, 0), m(x) = I, and h(l) =
(€, ), it holds that € = {,.

1b) For all locations [ s.t. X(I) = array, [T] (€er, ©), R(I) = (€, 1), p(n) = r,
and h(l') = (¢',v) it holds that £' = (.

2) If h(ly) = (&, 1), and py(n) = I for some n € IN, and h(l) = ({2, u2)
then £ C {5.

We define well-formed configurations to be configurations in which the
command is well-typed, the memory and heaps are heap level bound and
are free of dangling pointers. Finally we also capture the intuition about
the relation between I' and Z: That Z contains the type of the “content” of a
location, wheres I' contains the type of the location.

Definition 2.6.3 (Well-formed configuration). Given a configuration (c, pc, m, h, t),
a typing environment T and a heap typing environment L, say that the configura-
tion is well-formed w.r.t. T, L, if

1. c#stop = I,pckc

2. (m,h) is free of dangling pointers.

3. (m,h) is well-formed wrt. (T, L).

4. IfT(x) = array, [Tl (€ref, 0) and m(x) =1 then £(I) = T.

By a standard proof of preservation [135] the semantics can be shown to
preserve the well-formedness of configurations.

2.7 Security Guarantees

This section presents the security guarantees obtained by combining the
properties of partitioned allocation semantics (Section 2.4), constrained garbage
collection (Section 2.5), and security types (Section 2.6).

For garbage collection in isolation we obtain a property of timing-sensitive
noninterference.

For programs in general, the semantic security property obtained in this sec-
tion is termination-insensitive timing-sensitive noninterference. While this may
appear unorthodox, given the usual expectation that timing-sensitivity im-
plies termination-sensitivity, we believe it makes sense in our setting, where
the attacker has access to the internal clock of the computation, yet there
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reache(L,T,Z, m, h)
F(x) = array,_[t] (€, o) Z(l) = array, [t (£, 0)
by 50 m(x) =1 b °TC h() =, umn) =1
reache(I,T,Z, m, h) reache(I’,T,Z, m, h)

Figure 2.15: Low-reachability

are many ways via which the program may diverge. The sources of diver-
gence may be infinite loops — that we allow, heap exhaustion — also possible
in our semantics, or other fatal errors that we do not currently model. In
that light, even though we allow termination channels in this work, it re-
mains a channel that cannot be efficiently magnified [13]. Note however
that termination-insensitivity is not a fundamental restriction in our work.
Because our type system is relatively standard, it should be possible to ap-
ply orthogonal techniques [76] to obtain termination or progress-sensitive
security.

Our notion of noninterference is parametrized over the heap size, because
of the parametrization of the semantics.

2.7.1 Low-Equivalence

In order to formalize our security conditions, we introduce (-equivalence
[143] for memories and heaps.

We define the set of low-reachable locations, written reach,(I", £, m, h), as the
set of locations / satisfying the predicate reach¢(l,T’, £, m, h), which is speci-
fied in Figure 2.15. Intuitively, this is the set of locations reachable by follow-
ing only pointers with a low confidentiality level according to the memory
and heap typing environments. An important property of low reachability
is that, when a location maps to a low heap level, then the low reachability
of that location coincides with its reachability as per Definition 2.5.2.

Lemma 2.7.1 (Adequacy of low reachability). Let (m,h) be well-formed wrt.
(T, Z) and let £ be a security level. If h(l) = (¢/,u) and ¢’ C { then

reachg(T", X, m, h) = reach(m, h)

Lemma 2.7.1 will be a crucial part of the proof of garbage collection nonin-
terference in Section 2.7.2.
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Memory low-equivalence We first consider a definition of low-equivalence
for memories. This relation is induced by T".

r,
m ~¢g s £ Vx € dom(T) . m(x) r(:x)(w s(x)

Whenever I is clear from the context, we omit it for clarity.

Memory and heap low-equivalence As we wish to reason about garbage
collection, which identifies and removes unreachable locations, reasoning
about locations that are low reachable is not sufficient to prove the desired
non-interference results. Thus, we define the set of low locations as not only
the low reachable ones, but also the locations which has a low heap level.
This is captured in the following definition.

Definition 2.7.1 (Low locations). Given security typing I, heap typing environ-
ment ¥, memory m, and heap h, the set Low (', L, m, h) is the smallest set such
that

1. Low reachable locations are contained in the set:

reache(I", 2, m, h) C Lowy(T, Z, m, h)

2. Locations with a low heap level are contained in the set:

VI.h(I) =", u) AU CL = 1€ Low(l'Z,mh).

We can now define heap low equivalence similarly to memory low-equiva-
lence. Crucial for the non-interference is the idea that if two locations are
related by a bijection ¢, then one location is reachable if and only if the other
location is reachable. This is captured in the following definition.

reach-iff§ (27, Xz, m, h,s,w) £
Vil . dh)=LHL =
I1 € reachy(T, Ly, m,h) <= [, € reach¢(T, X3, s, W)
. . - . FZ1,22
The final relation specified by StaTe-Low-EqQ, written (m,h) =4, (s, w),
is parametrized by the level { of the low-equivalence (typically low), the
typing environment T, the two heap typing environments £; and X;, and
the substitution ¢ that witnesses the isomorphism between the heaps h and
w. This is the main relation of interest during execution, as this what relates
the parts of the environments that the attacker can observe. It relates the
low reachability of the two environments, and specifies that the memories
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VaL-Low-EqQ
=0, viefo] i=1,2
U'Cl = d(vi)=w2

[int] = Z

[array,[T]] = Loc =
V1 =¢,e V2

Hear-Loc-EQ-NoN-REAcCH
l; ¢ reach(myi, hy) fori=1,2
dom(py) =dom(pz)  hi(li) = (0, wy) fori=1,2

heap-loc-eqg, (M1, hi, mp, hy, Iy, 12)

HEear-Loc-EQ-REAacH
l; € reach(myi, hy) fori=1,2 dom(pq) = dom(py)
hi(lh) = (¢, w) fori=1,2  vn.p(n) ¢ u2(n)

heap-loc-eqg, ¢ (M1, h1, m2, ha, 11, 12)

STATE-LOW-EQ

r/ .
my Nd)e mp reach—lfféle(& ,22,m1,hy,my, hz)

(VZ],lz . (I)(l]) = lz AN Zi(li) =T /\li (S LOWg(r, Zi,mi,hi) i= 1/2
= heap-loc-eqg, ((m1,h1, my, hy, 11, 13))

rr,z,
(my,hy) =g, (M, hy)

Figure 2.16: Low-equivalence on memories and heaps

are related, and finally the last relation expresses that if two low locations
are related by ¢ and have data labeled at a common type T then they must
have the same heap level, and if the locations are reachable then the values
associated with this location (i.e. the codomain of 1y and p; in Heapr-Loc-
EQ-ReacH) have to be equivalent at type 1. When I"and X1, L, are irrelevant,

re.,z
we write (m, h) =4 ¢ (s,w) for (m, h) %&,,gz (s, w).

2.7.2 Noninterference for Garbage Collection

Using the definition of memory and heap low-equivalence we can formu-
late the noninterference result for the garbage collector. Our definition of
noninterference for garbage collection is possibilistic [73] in its nature. In-
tuitively, it states that for a GC-transition that takes some time there is a
GC-transition that takes as much time and yields a low-equivalent resulting
heap and memory.

Theorem 2.7.2 (Garbage collection noninterference). Assume typing environ-
ment T, level { and heap typing environments L1 and L. Consider two well-formed
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configurations (cy,pc, m, h,t) and (cz,pc,s,w,g) wrt. ', 21, and T, X, a substi-

res
tution ¢ such that (m,h) %:1),[2 (s,w). Assume pc C L. If (c1,pc, m, h,t) --»

(c1,pc, m,h',t + &) then there is w' and \p such that

<C2/ pC/ S, W, 9> -2 <C2/ pcl S/W,/ 9 + 6>

rs;s
and (m,h’) %JMZ (s,w’).

Proof sketch. Unfolding we have h = h=F¢ & h77¢ & h&, where hs° is the sub-
heap being collected. Pick

o« W = §(h),

o W = §(hE).

By definition no location in h3° is reachable, and so they are not low-reachable
either. Then (since reach-iff§, ,(Z12,m, h,s,w)) no location in W& = ¢ (h&)

must be low-reachable and since all locations in W& have heap level pc C {,4,

it follows that no location in Wé° is reachable, meaning that it is safe to GC

this part of the heap.

By definition of GC we have h™F° W h8° ~»f" h™"° and so w7 W8 ~»§ w=F¢
by the GC assumption from Section 2.5. O

A property of the state low equivalence relation is that garbage collection
when pc £ {,4y results in a state which is low equivalent to the state before
garbage collection.

Lemma 2.7.3 (High garbage collection). Assume typing environment I" and level
(. Consider configuration (c,pc, m,h,t) and assume pc Z L. If

{c,pc,m,h,t) --» (c,pc, m,h’/, ')

then (m, h) ~iq¢ (s, h/).

2.7.3 Noninterference for Programs

Formal attacker observations To simplify the technical presentation we as-
sume that the secrets in the computation are all stored in the initial memory.

We present our noninterference condition using the notion of attacker knowl-
edge [12, 36]. The attacker knowledge is the set of possible memories that
are are consistent with the memory after a sequence of program transitions.
We assume that programs start with empty heap @ and an initially low pc
level L.
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Definition 2.7.2 (Attacker knowledge at level (). Given program c, initial and
final memories m and m’, final heap W', security level £ and maximum heap size
function mx, define attacker knowledge as

ky*(c,m,m’,h) = {s

mEe s A {c,1,s,2,0) L (stop,pc’,s’,w', /)
74\ Eld) . (m/’ h/) X, (SI/W/)

Note that the larger attacker knowledge set corresponds to attacker obtain-
ing less information. Smaller knowledge sets correspond to more precise
information. Singleton knowledge set means the attacker knows the exact
initial memory with which the execution started.

Definition 2.7.3 (Set of terminating memories). Given a program c we define
M (c, m) as the set of initial {-equivalent memories that lead to a terminating
configuration when the heap is bounded by mx.

MP*(c, m) = {s

o .
m=a¢s A, L,s, 2,00 =% (stop,pc’, m’,h',t) }

Using attacker knowledge and the set of initial memories we can define the
noninterference policy [46]. Intuitively, a program satisfies noninterference
if any memory and heap produced by a terminating sequence of program
steps does not exclude any possible initial memory.

Definition 2.7.4 (Termination-Insensitive Noninterference at { for heap size
mx). Given a heap bounding function mx, a program c satisfies mx-noninter-
ference up to level ( if for all initial memories m such that

(c, L,m,@,0) mx* (stop, pc’,m’, h',t")

implies kK™ (c, m, m’, h/) D M7 (c, m).

Intuitively, this definition says that a program c satisfies termination-insen-
sitive noninterference when, given two terminating executions of the same
program with low equivalent initial memories m and s and final memories
m’ and s’, it is possible to construct a terminating execution of ¢ starting
at initial memory s which results in a final memory s’ such that s” is low
equivalent to s’.

Theorem 2.7.4 (Soundness of the enforcement). Given a program c, if T',pc - c
then c satisfies noninterference for unbounded semantics for all levels £.
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Proof sketch. Given two terminating executions of program c:

(¢, L,m,z,0) L (stop, pc;, m’, h/, ")

(c,L1,s,2,0) L (stop, pc,, 8™ Lw*, g’

(call these executions A and B resp.) our goal is to construct an alternative
run (call this execution C)

(c,1,s,2,0) mx* (stop, pcy, s, W', t')

where (m/, h') is =-equivalent to (s’, w’).

To show this, we start by defining an auxiliary “bridge” relation on pairs
of configurations. The relation records that starting from some configura-
tion Cq, the execution “steps over” a number of intermediate steps, that
do not modify the low parts of the memory or the heap, or terminates, re-
sulting in configuration C,. Each of the A and B executions can be broken
down into a sequence of consecutive “bridging” steps. We construct the
execution C one bridge-step at a time, starting from the initial configura-
tions. The key invariant used in the proof is that bridging configurations in
C execution are low-equivalent with the respective configurations in A and
“taint”-equivalent with the respective configurations in B. Our workhorse
bridge noninterference shows that whenever a pair of related configurations
in A and B can take a bridge step, it is possible to construct a matching
bridge step in C that “mimics the timing behavior” of A. i.e., it generates
the same events and takes the same execution time as A. This is proved by
induction on the number of the intermediate steps, followed by an induction
over the structure of command c. In order to show the termination of the
high commands constructed in C run, we observe that the taint equivalence
of B and C configurations implies that they agree on the control flow, and
one can further construct high GC steps in C to match the high GC steps in
B.

O]

2.8 Connections to Real Time Garbage Collection

Wadler [132] defined the term real time garbage collection as any garbage col-
lection system guaranteeing that the execution is not suspended for long
periods of time. Many such collectors have been presented previously [44,
58, 102, 121], and they are a crucial part of building real time systems in
managed languages [48]. As the main goal of real time garbage collectors
is to reduce the amount of time the garbage collector suspends the program



2.9. RELATED WORK 67

execution, such collectors could be seen as an effective mitigation against
the attacks presented in Section 2.3.

While we have not performed experiments against existing real time garbage
collectors at this point, we expect that real time garbage collectors are not
sufficient for mitigating these attacks. To see this, consider the second pro-
gram from Section 2.5.1 that illustrates the danger of collecting H in L. An
“eager” real-time garbage collector may manifest the behavior that this ex-
ample warned against. Additionally, if a practical implementation of real-
time garbage collection algorithm occasionally stops the world for collection,
this allows attacks similar to the first example in Section 2.5.1.

2.9 Related Work

Conceptually, this work fits into the framework introduced by Zhang et al.
[143], where the interaction between the language semantics and the un-
derlying abstract runtime happens via security labels. The work by Zhang
et al. does not however consider automatic memory management.

Many modern programming language features can be used to create tim-
ing channels, and programming language designers must secure the entire
execution stack. Buiras and Russo [25] show that a programming language
with lazy evaluation leak information because of sharing. Buiras and Russo
[25] break the information flow control of the Haskell library LIO by lever-
aging the way thunks are shared between threads. They present a method
for leaking one bit of information, along with a technique to amplify the at-
tack. As a solution, they propose a restriction on sharing of thunks between
threads, but do not prove noninterference.

Secure-multi-execution [35] guarantees timing-sensitive noninterference by
running multiple copies of the program, at the cost of changing the seman-
tics of insecure programs. In order for the secure-multi-execution to provide
guarantees against leakage via memory management it must be necessary to
run each copy with a separate collector, effectively enforcing the constraints
of Section 2.5. Without such isolation, the shared GC is likely to represent a
source of timing channels.

The idea of partitioning heaps based on security levels appears in the work
on Relational Hoare Type Theory (RHTT) by Nanevski et al. [88] that pro-
vides two different allocation primitives: lalloc for public allocations and
alloc for secret ones. Locations obtained by different primitives return dis-
joint values, which is necessary for defining heap low-equivalence, in many
ways similar to our work. However, Nanevski et al. [88] do not consider
neither automatic collection nor timing-sensitivity.
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The idea of the runtime pc-level is related to the floating label concept in
Haskell LIO library [115] that relies on lightweight threads to eliminate in-
ternal timing leaks in applications. It is not clear how to combine secure
scheduling necessary for concurrent information flow with restrictions on
garbage collection that we present here.

Recent years have seen a surge of efforts on verification of garbage collector
algorithms and implementations [45, 72]. While these project focus on basic
safety properties, they may provide a foundation for design of implementa-
tions that would satisfy our security requirements.

2.10 Conclusion

This paper presents a series of examples that demonstrate feasibility of in-
formation leaks via garbage collection. To effectively control such leaks, a
tight integration between runtime and the source-level language is needed.
We observe that even despite drastic simplifications in the design of the
language to simplify aspects such as direct timing attacks, closing leaks via
garbage collector requires strong assumptions from the language implemen-
tors.
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Abstract

Underneath every modern programming language is a runtime
environment (RTE) that handles features such as automatic mem-
ory management and thread scheduling. In the information-
flow control (IFC) literature, the RTE is often part of the trusted
computing base (TCB), and there has been little focus on apply-
ing IFC to the implementation of the RTE itself. In this paper
we address this problem by designing an IFC language, Zee, for
implementing secure RTEs, thereby removing the RTE from the
TCB. We implement Zee and design and implement secure ver-
sions of garbage collectors and thread schedulers using Zee. We
also prove that a faithful calculus of Zee satisfies a strong variant
of timing-sensitive noninterference.

3.1 Introduction

Modern programming languages offer many abstraction mechanisms to sim-
plify the development of programs, increase their throughput, or reduce
their resource consumption at runtime. Such abstractions are often imple-
mented by compiler writers in a specialized program called the runtime

69
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environment (RTE). A runtime environment is a program (possibly written
in a different language) that is running alongside programs written by the
user, and may use knowledge about the implementation details of the lan-
guage to perform its tasks. Examples of features commonly associated with
the RTE include thread scheduling and automatic memory management.
For a user of the language, implementing such functionality is difficult as it
often requires breaking abstractions enforced by the language designer, and
careful reasoning must be done by the developers of the runtime environ-
ment to ensure that the guarantees offered by the language are not violated
by the runtime environment. For instance, a garbage collector must deter-
mine which heap allocations are reachable by following pointers through the
heap, starting from a set of root pointers. Root pointers typically include the
local variables stored on the call stack, and thus the RTE must traverse every
stack frame currently stored on the call stack, potentially breaking local state
encapsulation [113]. Even worse is the situation from a security perspective,
where operations carried out by an RTE might reveal confidential informa-
tion about the data handled by the user-written programs through storage-
or timing channels [92, 109, 116, 127].

Language-based information-flow control (IFC) is a popular approach to
solve the problem of ensuring integrity and confidentiality of data [107].
This approach uses programming language techniques to analyze informa-
tion flows in potentially untrusted programs before and/or during their ex-
ecution, and verifies that the execution will not leak sensitive information.

In this paper we design and implement Zee: an IFC programming language
for implementing secure runtime environments. Zee supports secure and
type-safe programming on heterogeneous data (e.g., data at multiple secu-
rity levels). We also define a faithful calculus of Zee and prove that well-
typed programs satisfy timing-sensitive noninterference.

The calculus, and its implementation, is defined over an abstract instantia-
tion language, which allows for Zee to be extended with additional features
without redoing many of the formal proofs. Instead, each instantiation must
only prove that a certain semantic interface is satisfied.

In summary, this paper makes the following contributions:

e It identifies access to the call stack and runtime type analysis as core
features necessary for a practical language for programming runtime
environments.

¢ It presents the design and implementation of Zee: an extensible lan-
guage for implementing RTEs, and proves that the combination of
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Zee’s type system and runtime semantics enforces timing-sensitive
noninterference.

¢ It uses Zee’s extensible semantics to design and implement a secure
garbage collector, and a secure thread scheduler.

The rest of the paper is structured as follows: Section 3.2 gives an introduc-
tion to Zee through examples, and Section 3.3 formally defines the syntax
and semantics of Zee. Section 3.4 formalizes the attacker model and the
security guarantees enforced by Zee’s type system. Section 3.5 presents two
case studies on how Zee can be used to implement well-typed (and hence se-
cure) garbage collectors and thread schedulers. Section 3.6 describes the im-
plementation of Zee, and Section 3.7 discusses related work. The Appendix
contains full definitions and the accompanying technical report contains full
proofs.

3.2 Programming in Zee

This section introduces Zee using three example programs. The first ex-
ample demonstrates how Zee uses existentially quantified type variables to
compute securely on values with different security levels located in the same
data structure.! The second example demonstrates how a similar technique
can be used to securely inspect the call-stack at runtime. Finally, the third
example demonstrates how Zee uses implicit revocation of expired pointers
to prevent reuse of invalidated memory.

3.21 Computing on Heterogeneous Values

The first example uses a simple two-point lattice consisting of two elements
L and H with the partial order L C H, and LUL = L and ¢{; U{; = H
otherwise. We call L the “public” level and H the “secret” level. We use a
level-partitioned heap [92] and so, in the two-point lattice, the heap consists
of two partitions which we denote as the L partition and the H partition. As
is standard for type systems for security, types are augmented with security
levels, i.e., the type intH is the type of integers at security level H.

The type system also tracks which partitions pointers point into. The type
(€1 — s) £, describes pointers that point into the {; section, containing data
of type s, and where the size of the allocation depends on information up to
level (5.

I This example uses a specific instantiation language defined in Section 3.5.1.
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Zee uses existential types [124] and runtime type analysis [53] for secure
handling of heterogeneous data. Traditional existential types are written as
Jo : type. s, and a value of type Jx : type. s is a pair (1,v) where T is
a runtime representation of a type,? and v is a value of type s[t/aJ. That
is, v is of type s, but where the free type variable « has been replaced by
T. A value of an existential type can be introduced using the expression
pack (s,e) as Joc : type. s, which evaluates s to T and e to v before returning
a pair (7,v). Dually, given an expression e of type Jx : type. s, it can be elim-
inated using the command let (« : type,x : s) := e in ¢, that brings the type
variable «, and the variable x into scope for the evaluation of command c.
For information-flow control, the existential type is augmented with security
levels, and a value (7,v) is of type (3 : type {1. s) {, if T depends only on in-
formation up to level £;. Introduction and elimination rules are augmented
accordingly as pack (s, e) as 3 : type (1. s, and let («x : typely,x:s):=einc
respectively. We call the latter command an unpacking command.

Figure 3.1 shows a Zee function compute that, given an array xs with ele-
ments of different security types, computes the sum of all the public inte-
gers in the array, revealing no information about the secret values in xs. The
array xs is annotated with the type (L — (3o : type L. «) L) L, representing
an array of heterogeneous data in the L partition of public length.

Function compute also specifies two additional labels (both of which are L in
this example): the bottom label is a lower bound on the program counter la-
bel, which is classic in IFC literature [83]. The top label is novel: it represents
an upper bound on the sensitivity of the information that can be learned by
knowing the type of a local variable in the current activation frame. We
defer the discussion of this label until Section 3.3.3.

On lines 5 to 9, function compute loops over the elements of xs, and on
lines 6 and 7 it extracts the witness « and the value of type «. On line 8 the
code performs runtime type analysis on the value of «, and it matches the
pattern int L (i.e., the type of public integers), the value y is known to be of
type intL on line 8, and can be added to the public variable sum, without
leaking sensitive information. Finally, if « is of any other type, this value is
omitted from the final sum.

This example demonstrates how Zee securely computes on heterogeneous
values using existential types and runtime type analysis. In the next exam-
ple, we extend such use of existential types to access the call stack while
guaranteeing type-safety and security. We do this by treating the frame
pointer as a pointer to an array of existentially quantified types, similar to

2The value 7 is often called the witness of the type s.
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1 compute(xs : (L—(3o:type L . o) L) L) =k

2 letn : int L := length xs in

3 leti:intLl :=0 in

4 let sum : int L := 0 in

5 while i < n do

6 let x : (Jo:type L . ) L := *(xs + i) in
7 let (x : type L, v : «) := unpack x in

8 match « with int L = sum := sum + y

9 | _ = skip;

0

1 i:=1+1

Figure 3.1: Zee program demonstrating computations on heterogeneous val-
ues.

the type of xs in Figure 3.1. For the remaining examples in the paper we
elide some type annotations, but all of the missing type annotations are
inferred by our prototype implementation of Zee.

3.2.2 Computing with the Call-Stack

Zee allows fine-grained reasoning about the call stack, which is important
for operations such as stack traversal for many garbage collection algo-
rithms, or unwinding the stack to handle exceptions. Figure 3.2 shows the
structure of the call stack during an execution with two activation frames
belonging to functions g and f respectively. Function g pushes two argu-
ments on the stack: a value of type (H — intH) H, and a value of type intH,
and then invokes f. Function f then establishes a new frame by pushing
the value of the old frame pointer onto the stack, so that the previous frame
can be restored upon returning from f. Furthermore, f modifies the frame
pointer to point to its local variables, and modifies the stack pointer to point
to the next free address on the stack. Finally, f allocates its local variables
and proceeds with computation in the newly established activation frame.

As Zee features runtime type analysis, which is crucial for the implementa-
tion of many useful programming language features, the types themselves
must be protected using security labels. To accomplish this, we introduce
the notion of a frame label fr, which represents an upper bound on the sen-
sitivity of the information that can be learned by knowing the type of a local
variable in the current frame.

In Zee the expression FP returns a pointer to the beginning of the current
activation frame. The type assigned to FP is a recursive type,® that reflects

3We will explain the precise typing of the frame pointer in detail in Section 3.3.3.
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1 f(p : (H—int HYH, h : int H) :IIf
2 let a : int L := 0 in
3 let b : (L—~int H) L := null in
4 let ¢ : int H := h in skip
5 gO = ...; f(null, 42);
6
Stack pointer
Frame pointer
- int H
it Local
ks g f —~intH variables
£ 5 int L
E=RY)
g é F g Y T,p(---) Old frame pointer
@ \\ intH Function
¥ H—intH parameters

Figure 3.2: Top: two functions g and f. Bottom: the structure of the call
stack just before executing skip in f.

the layout of the stack (cf. Figure 3.2) and contains the types of the function
parameters and local variables.

To understand the need for the frame label, consider the program in Fig-
ure 3.3, showing a function inspect that inspects its own frame. Unlike the
compute function, the inspect function is parameterized by a secret label «,
which the caller provides when invoking inspect. In this example, the first
element of the frame layout consists of an integer x with the security label
K, as declared on line 2. Using the FP construct on line 3, the type variable
Xargs is assigned a tuple type representing the types of the arguments passed
to inspect,* and on line 4, ®jocals iS assigned the types of the local variables
of inspect.

As no arguments has been passed to inspect, the value of x,rgs during exe-
cution is the unit type e. The value of Xjocals is intl’ - Ty, where €/ is the
value of « that has been provided when inspect was called, and T, is the
rest of the frame layout. After obtaining the type of the local variables, line
5 performs a pattern match on xjocas, and if the pattern int{ - _ matches the
value of oocals, it follows that £’ is equal to £, which is information classified
at H. So to track the indirect flow from the label k to the match command,

“The unroll expression is needed as Zee uses isorecursive types to represent the type
isomorphism between o : type. s and s[u o : type. s/«] (i.e., between a recursive type and
its unrolling). We will omit unroll expressions throughout the paper.
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Stack pointer —»

Local
variables

intk

Direction of
stack growth

Frame pointer —

T (...) Old frame pointer

[

1 inspect(k:level H)() : =}

2 let x : int k := 42 in

3 let (Xargs, @) := unpack (unroll FP) in

4 let (®ocalss —) := unpack e in

5 match qgcas With int £ * _ = ... // k=!(
6 | _ = skip

Figure 3.3: Bottom: Indirect information flow from k to oecals When inspect
inspects its own stack frame. Top: The activation frame for function inspect.

we introduce the frame label fr, which assigns oecals the security level fr
(which is equal to H as declared by the inspect function), properly tracking
the dependency of k in Xjocals.

3.2.3 Fail-Stop Revocation of Expired Pointers

This section demonstrates how Zee uses a dynamic enforcement technique
to prevent the reuse of pointers that point to “expired” data. Expired data
include local variables of functions that has returned control to its caller,
or heap data that has been reclaimed by a garbage collector. To do this we
introduce a technique similar to identifier-based temporal checking [87] (and
the mechanism proposed by Tsampas et al. [123] for the CHERI architecture
[134]) that we simply refer to as versioning. At runtime, every pointer is
assigned natural number v called the version number. Similarly, every stack
frame is assigned a version number. When a pointer to a local variable on
a stack frame is created, the pointer is assigned the version number of that
stack frame. When reading data pointed to by a pointer with version v,
the system checks that the stack frame, which is read from, has a version
number vy such that vy < v, ensuring that this stack frame was “live”® when
the pointer was created, and a similar check is done for writes through
pointers.

Figure 3.4 demonstrates how an illegal flow could be constructed without
versioning: on line 6, x is allocated on the stack and initialized to null.®

5A live stack frame refers to a frame of a computation that is still ongoing.
For now the type @ s can be read as “pointer to a value of type s”, but we will define a
more general version of this type in Section 3.3.
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1 f(px : (@@ int L) L) L) =F

2 lety :intL :=0 in *px := &y

3 g(z : (@int L) L) =f

4 let h : int H := secret in

5 1let low : int L := *z in skip

6 let x : (@ int L) L := null in £(&x); gx)

Function “g”
Function “f” low it L Local
y int L h int H } variables
T (.- T (.- Old frame pointer
px||(@@intL)L)L z (@intL) L Function parameters
X (@int L) L X (@intL) L Local variables

Figure 3.4: Attempting to read x in function g will fail: the pointer has been
implicitly revoked when f no longer was live.

Then, function f is called and writes the address of its local variable y into
x through the passed pointer px on line 2. When f returns, the value of x is
a pointer, pointing to the local variable y from the “dead” stack frame of f.
Then, when g is called, the value of secret is stored in h, which might be
located in the same offset from the base pointer as y was in function f (cf.
bottom of Figure 3.4). So when g reads x, the value of secret is stored in
low, violating the type ascribed to the variable.

Versioning prevents this leak by assigning a version number v € IN to x and
the stack frame allocated on line 6. The stack frames of f and g are assigned
versions v + 1 and v + 2 respectively. When g reads from x, this variable
has version v + 1, while the data it points to is located on g’s stack frame,
which has version v + 2. This violates the version check and execution stops,
successfully preventing the leak.

3.3 Language

This section presents a formalization of Zee. We assume a lattice £ of secu-
rity levels with a least element L and let { range over the elements of £.

3.3.1 Syntax

Figure 3.5 defines the grammar for Zee. We give an informal description of
each syntactic category, and delay the formal semantics until Section 3.3.2.



3.3. LANGUAGE 77

Commands

Commands c include standard constructs for imperative languages. Non-
standard commands include commands *e := e and x := x*e that respectively
write to, and read from, a location on the stack. Command at k with bound
e do c raises the program counter label for command c during type check-
ing, and also provides lightweight” predictive mitigation [14, 142, 143]. The
match command allows for runtime type analysis [1, 53], which is crucial
for implementing many useful tasks associated with the RTE. We call the «
being matched on the scrutinee, and the patterns are defined in the syntactic
category pat. These include integer type patterns (int k), stack pointer type
patterns ((pat @ pat) k), heap pointer type patterns ((k — pat) ), product
type patterns (pat) and a “catch all” pattern that names the type value (o).
To facilitate traversing the stack at runtime, the language exposes the frame
pointer, which can be obtained using the x := fp command. A function
can be invoked by supplying the function name with label® parameters k,
type parameters 5, and expression parameters e. Finally, both existentially
quantified labels and types can be eliminated using the unpacking com-
mands let (x : Xk,x : s) := e in ¢ for X € {type,level}. While the language
does not include an assignment command, this can be encoded using the
“address-of” operator & and the command *e := e for writing to the stack.
For readability we assume the presence of an assignment operator in our
example programs.

Expressions

The meta-variable e ranges over expressions which include numbers, vari-
ables, binary operations, a special pointer value null, and pack expressions
for introducing existentially quantified labels and types. We include recur-
sive types to give the language type-safe access to the call stack, and expres-
sions unroll e and roll e allow for simple (i.e., isorecursive) typing rules for
recursive types [101]. The size of a type can be calculated using the expres-
sion sizeof s, which is also used to facilitate stack traversal. Finally, given a
variable x the address of x on the stack can be obtained as &x.

Security Labels and Types

The meta-variable k ranges over security labels. As labels can be existentially
and universally quantified, the category includes variables k. Finally, one

7In particular, the predicted time for mitigation commands is given by the programmer,
nor is it not automatically updated by the semantics.

8We distinguish between levels (i.e., elements of £) and labels (i.e., expressions that
evaluate to elements of £)
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¢ == skip|letx:s:=einc]if ethencelsec|whileedoc|c;c
| xe:=e]|x:=xelatkwith bound edoc|if (kC k) then c else ¢
| match a with pat = ¢ | x == fp | f(k)(5)(€)
| let (oc:typek,x:s):=einc|let (k:levelk,x:s):=einc

e = n|x|edelnull|unroll e|roll e| pack (s, e) as J : type k. s
| sizeof s | pack (k,e) as Ik :level k. s | &x

k = 0|kx|kUk|kMk

s == tk|als

t = int|k—s|s@s|Jx:typek.s|dk:level k. s|p :typek.s
| size[s]

pat == int«k | (pat @ pat) k| (x — pat) « | pat | «

Figure 3.5: The syntax of Zee.

can form the join Ll or meet M of two security labels, representing the least
upper bound, or greatest lower bound of two labels respectively.

The meta-variable s ranges over security types and include base types t
with a security label k, written t k, type variables «, or product types s. Base
types are integers, heap pointers (k — s) representing a pointer into the heap
partition associated with label k [92], stack pointers (s; @ s,) representing
pointers to a value of type s, that, on the stack, are located “above” a value
of type s7 [6, 99]. Base types also include the type of existentially quan-
tified security types and labels, recursive types and singleton types [118]
size[s] describing the size of the type s. A function definition is given as

f(k : level kq) (o : type k) (X7 s) :j;rc ¢ that defines a function f with label pa-
rameters K, type parameters «, and value parameters Xx. Label parameter k;
can depend on the previous label parameters k;, ..., ki_1, and type parame-
ter o; can depend on all label parameters and type parameters «1,..., ;1.
Finally, the types s for the expression parameters can depend on all label
and type parameters. Furthermore, pc is a lower bound on the side effects
produced by f, and fr is an upper bound on the type of any local variable
declaration. We revisit this label in Section 3.3.3.

3.3.2 Semantics

The semantics of Zee is given by a small-step relation — on configurations
C of the form (c, M, P, q),,. We first define each component of the configu-
ration before describing the small-step relation.
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Qtargs Type and level
variables

Kocals

1let x:int L :=0 in

Stack pointer —»

2 let (otargs, e) := unpack FP in 4 y
3 let (Xocalss D) := unpack e in 4 p Local
4 lety : int H := 0 in 4 e ([ variables
5 skip Frame pointer —» int L X
Ty --) Old frame pointer
Function parameters

Figure 3.6: Left: the value of oocals contains three nonsense type values,
corresponding to the three variables e, p and y that has yet to enter the
scope upon evaluating FP on line 2. Right: the stack layout when FP is
evaluated.

Values

Figure 3.7 describes the syntax of values. A value v is either a number n, an
address a with a version number v € IN, a pair consisting of either a level and
a value (£,v), or a security type value and a value (1,v). The meta-variable t
ranges over security type values and is either a base type value 7 with a
security level {, or a product of security type values.

Security type values also include a nonsense [79] type value ;. To motivate
the need for nonsense type values, consider the program in Figure 3.6. When
evaluating FP on line 2, the variable x with value 0 is in scope, but none of
the variables e, p or y have entered the scope, and their value on the stack
are “garbage” values. S0 X|ocais is @ product type intL - 4 - 4 - 4 containing
three nonsense type values 4 as the variables e, p and y have yet to enter the
scope and be assigned a value. The type variables aargs and otjocais live on a
different stack (cf. top right of Figure 3.6) where extracting type-information
is not possible, and therefore technically do not need a nonsense type value,
as we do not track “the type of type variables” at runtime.

The meta variable 7t ranges over base type values, and contain the same
constructs as the base types, but where security labels not under binders 3
and p are fully evaluated, and labels on types and labels are erased (as they
are only needed for type checking).

Exposed and Private Stack Frames

An exposed stack frame m is a triple (I, |m/|, v) where |[m|: I — v is a partial
function from a nonempty interval I C IN to values, and a frame version
v € IN. We call min (I) the frame pointer, written fp(m), and max (I) + 1 the
stack pointer, written sp(m). Intuitively, fp(m) is the minimum address in
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v 1= nlay | (V)] (T,v)
T o= 7l|7T|{
n o= int|{{—T|T@7T|Jx:type.s

|  Jk:level. s |p o:type. s | size[T]

Figure 3.7: Values in Zee.

the stack frame, corresponding to the usual notion of a frame pointer, and
similarly sp(m) is the address of the next available stack location. Given an
exposed stack frame m = (I, |m|, v) we write m[a — V] to mean (I, |m/[a —
v],v), and m(a) to mean |m|(a). We call a list of exposed stack frames an
exposed stack M.

A private stack frame p is a triple of partial functions (pvar, Parg, Plocal) Where
Pvar : Var = LUT and Parg, Plocal : Var — 1. Function pyar maps label-
and type variables to levels and type values, p,z maps function arguments
to their security type, and pjocal maps local variable names to their security
type. The name “private” refers to the fact that this stack cannot be traversed
and inspected at runtime (unlike the exposed stack). Finally, a private stack
P is a list of private stack frames. We call a pair of a exposed and private
stacks (M, P) a stack.

We distinguish between exposed and private stacks because Zee allows type-
safe traversal of the exposed stack, but does not directly expose the private
stack to programs.

As exposed stack frames include mappings from (subsets of) natural num-
bers, a translation from local variable names to addresses is needed. This
translation is usually performed by a compiler, and many techniques exist
for such translations [7]. We abstract away the specifics of such translations
by assuming a global mapping 6 : Var — IN from variables names to offsets.
Figure 3.8 demonstrates how a compiler might generate a mapping 6 that
maps variable names to activation frame offsets. At the moment we assume
that the compiler does not coalesce stack locations when the lifetimes of two
variables do not overlap. So given two local variables x # y it holds that
d(x) # 8(y). That is, different variables are stored at different locations on
the stack. The expression &(x) + fp(m) computes the address of the local
variable x in the stack frame fp(m).
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1 fib(m : int L, r : (@ int L) L) =}
2 ifn<=1 then *r := n

3 elseletr; : intL :=0 in

4 let ry : int L := 0 in

5 fib(n-1, &rj); fib(n-2, &ry);
6 *r 1= r| + 1)

Stack pointer
%Frame pointer

2 ifx=ry )
. & o int L Local
if x =14 : | D ; :
2 o intL variables
S(x) =< —1 ifx=r | m
& Tyl Old frame pointer
—2 ifx=n E 0 int L Function
=1
1 otherwise 8 - int L parameters
9]
=

Figure 3.8: Top: an implementation of a function fib for computing a public
Fibonacci number given a public input. Bottom right: the stack frame layout
for fib. Bottom left: the mapping & between local variable names and stack
frame offsets.

Model of Time

We represent time as a number q € IN that counts the number of operational
steps in the computation. This simple model is sufficient to demonstrate that
runtime environment tasks can be computed in a timing-sensitive security
setting. Naturally, a realistic implementation would need to soundly relate
the operational steps with the wall-clock, but that is outside of the scope of
the current work.

Version Counter

Finally, the configuration contains a version counter that keeps track of the
next free version number. This is needed when constructing new stack
frames, as each new frame is given a fresh version number.

Big-Step Evaluation for Expressions

The big-step evaluation for expressions is defined on configurations of the
form (e, m,p), where m is an exposed stack frame and p is a private stack
frame. The evaluation of expressions need both the exposed, and the pri-
vate stack frame, as both expression variables and type- and level variables
might appear in expressions. Figure 3.9 shows excerpts of the big-step eval-
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E-VARr
E-Num m(8(x) + fp(m)) = v
(n,m,p) I n
<X/ m’ p> ‘U’ A%
E-Pack-Ty

(s,p) btype T (e, m,p) Iv
(pack (s, e) as Ja : type k. s’,m,p) || (T, v)

Figure 3.9: Excerpts of the big-step evaluation of expressions.

uation semantics for expressions. Rule E-Num evaluates a literal, and E-Var
evaluates a variable by looking up its value on the stack using the global
mapping d. Finally, rule E-PAck-TY evaluates a pack expression containing a
security type s and an expression e to a pair (T,v). The remaining rules are
found in the technical appendix [97].

Small-Step Relation for Commands

Figure 3.10 shows an excerpt of the small-step relation, and the full seman-
tics is in Figure A.4 in the Appendix. Rule S-AsGN evaluates an expression e
and inserts the resulting value v in the memory at offset 5(x) of the current
frame pointer. Rule S-FP stores the frame pointer in the variable x. In addi-
tion to the value of the frame pointer fp(m), the value v contains the the list
of types cod(p.arg) of the arguments passed to the current function, and the
list of types cod(p.local) of the local variables. Rule S-LET declares a new lo-
cal variable x and (1) updates the stack location to contain the initial value of
x, and (2) updates the private stack frame to contain type information about
the type of x. This causes the type value of the variable x to be updated from
a nonsense type value 4 to a meaningful type value T, which is the result of
evaluating the type s. After executing ¢, a command unscope(x) removes the
type information of x from the private stack p.” Rule S-Unrack-Ty unpacks
an existential value containing a security type value and a regular value.
Several maps are updated: the private stack frame is updated to contain the
security type value and the type information about the newly allocated local
variable. Finally, the exposed stack frame is updated to contain the regular
value. Rule S-MATcH evaluates the scrutinee « to a security type value and
performs type analysis according to a list of patterns pat using the relation
T 3 pat containing rules such as int{ < int k and T 2 «!¥ (i.e,, integer pat-
terns matches integer types, and name patterns matches any security type

9The semantics of unscope is defined in the Appendix.
10The complete definition of matching is found in the Appendix.
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value). Upon finding the first (due to argmin) matching pattern the private
stack frame is updated by binding relevant parts of the security type value to
type variables, and execution proceeds with the command associated with
the pattern.

Rule S-ReAD reads from a stack location a,,. The version number vy is used
to prevent attacks based on pointer reuse as was described in Section 3.2.3.
Dually, S-WRITE writes a value v to an address a, requiring the same relation
between the versions of the target stack frame and the address being read
from.

Rules S-At and S-DEeLAY implement simple predictive mitigation of direct
timing channels, i.e., channels represented directly in the control-flow of the
program: S-At reduces to the underlying command c, but ensures that the
command terminates in exactly n steps, where n is the result of evaluating
expression e, by delaying further commands until the command delay n has
terminated.

3.3.3 Type System

We now describe a type system for Zee, which we will show ensures secure
information-flow in Section 3.4. The type system integrates previous work
on type safety in stack-based languages [6, 99] with dynamic security labels
[145] and existential types for information-flow control [124] into a single
language that is able to express complex indirect data dependencies. The
typing judgment for commands has the form T, TT, ¢, pc, fr - ¢, and the typ-
ing judgment for expressions has the form I',TT,$ F e : s. We explain each
component of the judgment before presenting the judgment rules.

Function I' : Var — s maps regular variable names to security types, and
similarly IT: Var — {type, level} x k maps type variables to type k and label
variables to level k. Formula ¢ is a finite conjunction of (possibly negated)
flow relations such as kj Uk T k3 /A k3 Z k4. These formulas are gathered
during type-checking in such a way that the constructed formulae always
represents flows that will be true at runtime. Adding such formulae to
the typing relation improves the expressiveness of static information-flow
control in the presence of dynamic security labels [69, 144, 145]. Finally,
the type system tracks two labels: the program counter label pc and the
frame label fr. We now explain the typing judgments involved in typing Zee
programs.
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S-FP
v = (cod(p.arg), (cod(p.local), fp(m)+))
m = (I, m/,v) m’ =m[8(x) + fp(m) V]

<X = fp,m-M,P‘P:q>v - <st0p,m’-M,p-P,C|+1>v

S-LET
(s,p) Jtype T (e, m,p) |} v ¢’ = c; unscope(x)
m’ = m[S(X) + fp(m) = V] p/ = p[plocal = plocal[x — 1]

(letx:s:=einc,m-M,p-P,q), — <c',m/-M,p’-P,q+1>V

S-UNnrack-Ty
<€, m/P> li (’tl/VZ) <S/p,> utype T
p’ = plvar — p.var[x — 11]]
p” = p'[local — p’.local[x + 1]
m’ = m[8(x) + fp(m) — v5]

(let (o :typek,x:s):=einc,m-M,p-P,q),
— (c;unscope(x), m’-M,p’-P,q+1)

S-READ
mi = (I, myl,vi) em-M acl vi <Y
(e, m,P) | ay m’ = m[5(x) + fp(m) — my(a)]

<X = *e,m'M/P/q>v - <St0p,m/-M,P,q+1>v

S-WRITE
m; = (I, [myl, v) M =M;- -mi-M; acl vi<y
(e1, M,P) |} ay (e, M,P) | v m! = mila— V]

(xe1:=e3,M,P,q), — <stop, M;-m{-My,P,q+ 1>V

S-AT S-DELAY
(e, M,P) I n n<q
(at k with bound e do ¢, M, P, q), — (delay n, M, P, q), —
(c;delay n, M, P, q+ 1), (stop, M, P,n+1),
S-MATCH
argmin(T N Pati) =) (o, P) Jtype T [[pat]-]] (p,T) = p/
i=1,...n

(match o with (pat; = ci)i—1,..n, M,p- P, q),
- <C)',M,p/ : qu + 1>V

Figure 3.10: Semantics of Zee: commands.
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T-Num T-Var
II,dFn:int L I, b Fx:T(x)
T-Pack-Ty
ﬂ/ d) I_type S2 r/ I—[/ (b Fe: SZ[S] /X] T-S1zEOF
T, & Feype S1 1 K1 t=dx:typekq. s, IT, ¢ Feype s 1 Kk
[T, b - pack (s1,e) ast:t L I',TT, | sizeof s : size[s] k
T-BinOr

I, e;:si s1[®])s2 —s
ITI,bFHe dey:s

Figure 3.11: Excerpts of the typing rules for expressions.

Typing Judgment for Expressions

Figure 3.11 shows excerpts of the typing rules for expressions. Rules T-Num
and T-VAR are standard rules for literals and variables, and T-PAck-Ty is the
standard rule for introducing an existentially quantified type [124]. Finally,
rule T-S1zeOF assigns a singleton-type size[s] to an expression sizeof s, repre-
senting that the expression will evaluate to the size of the type s at runtime.
Such expressions are crucial for secure and type-safe operations in a lan-
guage with heterogeneous data like in Zee: they allow the type system to
track how pointer arithmetic changes the type of the pointer. This becomes
clear in rule T-BINOp, which assigns types to the result of binary expres-
sions using the relation s; [®] s, — s. This states that applying operator &
to expressions of type s; and s; results in an expression of type s. The full
judgment is shown in the Appendix, and excerpts of this relation include

intkq [[@]] intk, — int (k7 Uk>) (3.1)
(s1 @s-sy) kg [+] size[s] ky — (s1-s @s2) (k1 Uky) (3.2)
(s1-s@sy) kg [—]size[s|ky — (s1 @s-s3) (ki k) (3.3)

In words, performing a binary operation on two integers results in an integer
labeled with the join of the two labels (3.1), adding the size of a type s to a
pointer pointing to a value of type s; @ s - s, results in a pointer to a value
of type s1-s @ s;, and the labels are raised accordingly. Dually, one can
subtract the size of a type s from a pointer of type s1 -s @ s;, and obtain a
value of type s1 @ s - s3.
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Typing Judgment for Commands

Figure 3.12 shows excerpts of the typing rules for commands. Rule T-LeT
states that a variable declaration let x : s := e in ¢ is well-typed if the type of e
is a subtype of s. The subtype relation is standard for imperative languages
for information-flow [83]. To prevent implicit flows, the program counter
label should also flow to s. Finally, x is added to the typing context I', and
the frame label fr is raised to reflect the fact that the frame layout has been
influenced by the variable declaration.

Rule T-IF states that a command if e then c; else c; is well-typed when e is an
expression of type intpc, and both branches can be shown to be well-typed.
Readers familiar with IFC type systems may wonder why it is necessary to
restrict the label on the type of e to be pc. This is done to facilitate predictive
mitigation of direct timing channels: the pc must be explicitly raised using
an at command. Rule T-Ar states that a command at k with bound e do ¢
is well-typed when the label k and the computation time e only depends
on information up to pc. Furthermore, the command must not lower the
program counter label, and the command ¢ must be well-typed under the
raised program counter label k.

The command x := fp is well-typed when x is a subtype of the type T (pc, fr, k),
which abbreviates the type

(1 oc: typek. (3B : type fr. (Fy : type fr. (B-a@y)pc) L) L) L

This type reflects the layout of the stack at runtime (cf. Figure 3.2). Each
frame consists of some type 3 representing the type of the arguments given
to the function, followed by a pointer to the previous stack frame (which
is represented as the recursive type variable «), and finally the type y rep-
resenting the types of the local variables. By assigning each existentially
quantified type the label fr we ensure that no type leaks information, as
fr represents the upper bound of the information that can be learned from
knowing the value of the types.

Rule T-MATCH states when a command match « with pat = ¢ is well-typed.
First, « must be a type variable with a label that flows to pc, as the di-
rect timing channels must be controlled using at commands. Judgment
IT = pat; ~ TI; : s; generates a type variable environment TT; for type-
checking the command for the i’th pattern, and the type s; to assign o in
the command. Furthermore, any type and label variable bound by the new
typing type variable environment TT; is bound to the label k. Most of the
rules of this judgment are of the form

ITH int kK ~ TT[k — level k] : intk
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which expresses that, in environment IT, when the pattern is int k and the
scrutinee depends on information up to label k, the environment is updated
to TT[k — level k] and the type of the scrutinee can be assumed to have type
intk in the command guarded by the pattern int k. The full judgment can
be found in the technical report. Finally, each command c; is type-checked
in the generated type- and variable environment.

Rule T-Unprack-Ty states when an elimination of an existentially quantified
type is well-typed. The rule follows previous work on existential types for
security-typed languages [124]: the type 1, in which « may appear free,
must be a subtype of the declared type s, and to prevent implicit flows the
program counter label must also flow to the label on s. Furthermore, the
frame label is raised to reflect that two new variables, each of which has a
type that may depend on sensitive information, is now part of the frame
layout. Finally, the command is type-checked in the updated environments
with the raised frame label. Rule T-FLowsTo branches on the runtime re-
lation between the two labels ki and k;. Each command is checked in the
extended formula capturing whether k; C k; holds at runtime.

Typing Judgment for Types and Labels

The typing judgments for security types and labels are straightforward. Fig-
ure 3.13 shows an excerpt of the typing judgment for security types, and the
judgment for labels is similar. Rule T-INT says that, if the label k depends
on information up to label k’ then intk depends on information up to label
k” as well. Rule T-Mu states that a recursive type (i « : typeks. s) k, de-
pends on information up to label k if, assuming « depends on information
up to label k, the type s can be shown to depend on information up to k and
finally, both ky and k; must also not depend on information above k.

3.3.4 An Extensible Language

To allow the specification of additional operations in Zee, we include a hole
[-] command:

C:|[]

We call the language without the hole construct the base language, and the
additional commands the instantiation language. We let c range over com-
mands in the instantiation language, and write € for the set of commands in
the base language. Given an instantiation language D we write C[D] for the
set containing commands from both the base language and the instantiation
language.!!

HSection 3.4.2 formally defines the notion of an instantiation language.
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T-LET T-At
NT,dokFe:r I, ¢ Fype stk b1 < s IT; & Fiab k2 pe I, ¢ F e:intpc
fr' =fruk Tx = sl, T, ¢,pe,fr' Fc dFpcCk I, b,k fric
[T, d,pc,fr-letx:s:=einc I, TT, &, pc, fr - at k with bound e do ¢
T-Ir T-FP
I, ¢ = e:intpc I Fiab fr: k
I, ¢, pe,frEcii=1,2 ¢ Tse(pe, fr, k)PC < T(x)
I, TT, &, pe, fr = if e then ¢y else c; T, &, pe, fr=x = fp
T-MaTcH
M«) = typek dFKCpc TTE pat, ~ Ty @ sy
Isi/ad, ilsi/od, b, pe, fr = cilsi/al
I, TT, &, pc, fr = match o with pat = ¢
T-UNnrACK-TY
I, ¢ e (Jo: type k1. 1) pc o <s
I =Tx > s] m’ = TTa — typey ] T, & Feype T k2
fr' =fruks Uky I, 1, d,pc,fr' Fc
I,TT, &, pe, fr - let (o : typeky,x:s) :=einc
T-FLowsTo

IT; & Fap ki : pe T, Akt C ko, pe, frcy I, 0 Aky L ko, pe, fr=c2
I,TT, &, pe, fr = if (k1 C k2) then cq else c;

Figure 3.12: Excerpts of the typing rules for commands.

T-Mu
dFKkiCk
T-INT Mo — typekl; & Flap st k
T b Fiap kK I b Fap k1t k I ¢ Fap k2t k
TT, § Feype intk : kK’

T, d Feype (L x:typeky. s) ko k

Figure 3.13: Excerpts of the typing relation for security types.
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S-LiFT
(¢, M,P,q), = (c',m/,P",q")_,

(¢, M,P,h,q), — {(c/,m,P",h,q")

-v/

S-INST T-INsT
(¢, M,P,h,q), — (c/,M,P",h',q")_, I, T, &, pe,fri-c
(¢, M,P,h,q), — <c’,M’,P’,h’,q'>v, I, T, &, pe, fr=c

Figure 3.14: Extending Zee with rules for modular extensions of the reduc-
tion semantics and the typing judgment.

We add a heap to the configuration, which can be modified by the instanti-
ation language. A heap is a partial mapping h : A — v from addresses to
values. We write dom(h) for the set of addresses currently allocated in h.
We add an additional rule, S-L1FT, that lifts the semantics of base commands
to configurations that include a heap.

Finally, we add a rule for specifying semantics of commands in C[D]: rule
S-INsT delegates reduction steps to the small-step semantics of the instan-
tiation language. The new rules are shown in Figure 3.14. We extend the
typing judgment with an additional rule T-INsT that delegates typing to the
typing relation for the instantiation language using the typing judgment -
provided by the instantiation language.

3.4 Security Guarantees

In this section we formalize the security guarantees obtained by adhering
to the type system described in Section 3.3.3. Section 3.4.1 defines the at-
tacker model, and Section 3.4.2 specifies the semantic interface that each
instantiation language must satisfy. Finally, Section 3.4.3 defines termination-
insensitive timing-sensitive noninterference (TINI) [46, 92] and shows that well-
typed programs satisfy TINIL

3.4.1 Attacker Model

To precisely define the security condition we introduce an augmented se-
mantics that adds observable events to the reduction rules. We associate the
attacker with a fixed level A € £, and now define what an attacker at level
A can observe and which values A can distinguish.



CHAPTER 3. STATIC ENFORCEMENT OF SECURITY IN RUNTIME
90 SYSTEMS

ev = elrd(x v, q)|[]
| unp({,x:Tt<+v,q)|let(x: T+ Vv,q)

Figure 3.15: Grammar for events.

Events and Event Semantics

The grammar of events is shown in Figure 3.15. We assume that only com-
mands that modify the stack generates an event, but nothing fundamental
prevents adding a more fine-grained syntax of events. Event rd(x < v, q)
describes obtaining a value v from the stack by reading a pointer, and as-
signing the value to variable x at time q. Event unp({,x : T < v,q) de-
scribes an unpack command that declares a type (or level) variable at secu-
rity level £, and a variable of type T with the initial value v at time q. Event
let(x : q < v, q) describes the declaration of a regular variable x of type
with initial value v at time q.

As our events capture the time at which the events are emitted, our def-
inition of noninterference is timing-sensitive. Finally, like commands, the
language of events can be extended with instantiation events using a hole
construct [-], and we write the events of the instantiation language as ev.

We denote by ev an event tuple of the form (ev,T', P) where T is the typing
environment and P is the private stack, and we define an event semantics

= over configurations that emits event tuples. Finally, we write * for the
reflexive, transitive closure of the event semantics relation that concatenates
all event tuples into a trace t.

Attacker Observability

Given some level A € £ we say that T{ is observable to A if { T A, and
invisible to A otherwise. We lift observability to events as follows: given
an event ev we write I',P - ev T A if A can observe event ev given typing
environment I' and private stack P. We write ev C A if ev = (ev, T, P) and
I'P = ev T A. Section 3.4.2 places restrictions on the instantiation events
which are necessary for the nonintereference theorem to hold.

Attacker Equivalence

We say two values v; : T; for i = 1,2 are A-equivalent given private stacks
frames py and py, written py,p2 F vi =4 V2 : T1 X Ty, if an attacker A is
unable to distinguish them.
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. v - |t v C A
le|a=¢ G tfq =@ A
|t]a otherwise
Figure 3.16: A-projected trace.

We lift A-equivalence of values to A-equivalence of events and write I |
P1,P2 - ev1 =4 evy when events evq and ev, are A-equivalent. The typing
environment I is needed in the judgment to associate a type with the vari-
able x in the case of an assignment event asgn(x < v, q). All judgments are
spelled out in the technical appendix.

Given a trace t, Figure 3.16 defines the A-projected trace |t] 4 containing only
A-observable events. We say two traces t; and t, are A-equivalent, written
t1 =4 t2, if [t1]4 and |t2] 4 are pairwise A-equivalent. Finally, given two
pairs of exposed and private stack frames (pi, mi) we write I' - (p1, m1) =4
(p2, m2) when an attacker A is unable to distinguish their content.

We extend this judgment pointwise and obtain an A-equivalence on exposed
and private stacks, which we write as I' = (P1, M) =4 (P2, M2).

3.4.2 Specification of an Instantiation Language

In this section we describe the specification that an instantiation language
must satisfy. To define the requirements of the instantiation language, we
define an augmented small-step semantics

O, b, pe,fr=C— C' T, T, &', pc’, fr'

This relation specifies that C steps to C’ and updates the typing environ-
ments T, TI, constraints ¢ and labels pc and fr to T, TI’, ¢/, pc’ and fr’
respectively. We lift this relation to the event semantics relation and write

ML ¢, pe,fr - C 5 C 2 T7,T1, ¢/, pc’, fr' when event tuple v is emitted
when evaluating T, TT, &, pc, fr = C — C': T/, Tl, ¢', pc’fr’. A wellformedness
relation I', TT, ¢ F C in the technical report formalizes wellformed configura-
tions, and given a private stack P and a constraint formula ¢ relation P F ¢
specifying that ¢ is true when evaluating all labels in ¢ in the private stack
P.

Formally, an instantiation language D is a tuple 6-tuple (¢, —,F,ev, =4, )
where c is a set of syntactically valid commands, relation — is a small-
step relation on configurations, and - is a typing judgment. The set cv
contains syntactically valid events, and relations I' | p1,p2 & ev; =4 evs
and ¢,P F ev C A defines when two events ¢v; and ev, are considered
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equivalent by an attacker at level A, and when an event is observable to a A
respectively.

For the following properties, let ¢ be a command c such that I', TT, ¢, pc, fr - c,
and let (M, P) and h be a stack and a heap such that I',TT, ¢ F (c, M, h, P, q),,
and P = ¢. The following three properties must then be satisfied:

Property 3.4.1 (Single-run reduction properties). If

I, o, pe, fr=(c, M,h,P,q), —
(c/,M', W,P",q") , T, T, &', pc’, fr’

it holds that T C T/, T C TI', v < v/, and ¢’ = . Finally it holds that
r,m,¢" &= (c/,M/,W,P,q"),, P Ed and ', T, &', pc’, fr' ¢’

Property 3.4.1 formalizes the type-safety requirements of the instantiation
language. Intuitively, the semantics of the instantiation language should pre-
serve wellformedness of configurations (i.e., I',T1’,¢" E (c/,M’,h/,P’,q"),/).
Furthermore, the semantics should not prevent future use of variables that
are already in scope by removing them from the typing environments I'’ or
MM’ (ie., T CT"and IT C TT'). To prevent the possibility of reusing version
numbers the version counter v’ should not decrease (i.e., v < v’), and finally
the semantics must not weaken the constraint formula ¢’ (¢’ = ¢), but
should also not strengthen the formula to the point where it is not guaran-
teed to hold at runtime (i.e., P’ F ¢’).

Property 3.4.2 (Single-step noninterference). If ' = (P1,M1) =4 (P2, M3)
and ¢ - pc C A and
I—‘/ n/ d)rpclfr F <C/ Mi/ hil Pi/ q>y Q)

(c{,M{,h{,P{,q") , : T, TV, &', pc’ fr'
fori=1,2thenT{ =T;, Ty =TI5, T{ F (P{,M}) =4 (P53, M3), q; = q5 and
[7 | PL P F ety =4 c0n.

Property 3.4.2 ensures that a command c in A-equivalent environments re-

sults in A-equivalent observations for a single-step.

Property 3.4.3 (Confinement). If ¢ - pc £ A and

I,T, ¢, pc, fr = (c, M,h,P,q), £,
(c/,M" W, P, q")_, T, 11, &, pc’,fr'

then T+ (P,M) =4 (P/,M/) and ¢,P I ev £ A.
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Property 3.4.3 ensures that the semantics does not leak sensitive information
through indirect flows. That is, when the reachability of a program point
depends on sensitive information (i.e., ¢ - pc Z A), no A-observable event
is emitted, and A is unable to distinguish the environments before and after
the execution of c.

When properties 3.4.1, 3.4.2 and 3.4.3 are satisfied we say that the instantia-
tion language (c, —,F,ev, =4, L) is a well-formed instantiation language.

3.4.3 Security Guarantees

Finally, we show that well-typed Zee programs satisfy termination-insensitive
timing-sensitive noninterference. This definition permits attackers to learn

information by observing the termination-behavior of the program, but it

does not permit an attacker to learn information due to the timing-behavior

of terminating programs. This distinction between termination and tim-

ing is unusual compared to previous literature where timing-sensitivity im-

plies termination-sensitivity [70] but in a setting like ours, where a program

can fail to terminate in many different ways, i.e., by attempting to read

invalid memory or by non-exhaustive pattern matching, this definition is

suitable [92].

Theorem 3.4.4 (Soundness). Let D be a well-formed instantiation language and
let ¢ € C[D], and let T, T1 be typing environments. Assume T',T1 & ¢ and for all
function definitions

£k k) (o ko) (X75) =he
it holds that T¢,TT¢, T, pc, fr F c¢, where

I ={x—s} My ={k — level k1 }U{xx — typeky}.

IFT - (P, M1) =4 (P2, My) and (¢, My, P) -5* for i =1,2 then t; =4 t,.

Theorem 3.4.4 states that, if each function definition is well-typed, and the
command c is well-typed, then executing ¢ with two A-equivalent stacks
will result in A-equivalent traces t; and t;.

3.5 Case Studies

This section presents two case studies demonstrating realistic activities of
a runtime system for a modern programming language. Both case studies,
and all programs presented in the paper, are executable using our prototype
implementation.
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The first case study is an implementation of a segregated garbage collector
(GC) that splits the heap into partitions indexed by security levels from
a fixed lattice [92]. The algorithm is a modified version of a mark-and-
sweep collector [59], and to the best our knowledge, is the first GC algorithm
that implements the abstract semantics formally proven secure in [92]. The
security property obtained from the well-typedness (Theorem 3.4.4) of the
GC implementation implies that the timing behavior of the garbage collector
does not depend on the memory operations caused by handling sensitive
information.

The second case study is an implementation of a simple cooperative thread
scheduling algorithm. The security property obtained from the well-typedness
of the thread scheduler implies that the scheduling of “public threads” is
independent from the presence of threads spawned due to handling of sen-
sitive information.

The programs in the case studies use a syntax more suitable for program-
ming compared to the formal language, but it can be desugared into the
core calculus presented in Section 3.3.

3.5.1 Secure Garbage Collection

The job of a GC is to reclaim memory that will not be used in the future by
the program. This property is in general undecidable, and GC algorithms
instead only reclaim memory that is not reachable by the program. The GC
implementation is split into two phases: The marking phase and the sweep-
ing phase. The marking phase starts when the RTE decides that a GC is
needed. Our GC implementation is a stop-the-world collector: it stops the
execution of the program and marks every heap allocation that is currently
reachable by the program. Guaranteeing security and type-safety for such
an operation is nontrivial as data of different types, and with different se-
curity policies, must be traversed and handled differently depending on the
base type of the value, and its security label.

We proceed by defining the syntax of an instantiation language MS: a lan-
guage for implementing secure mark-and-sweep garbage collectors. We
then define the small-step semantics and the typing relation of MS. Finally,
we show that MS is a well-formed instantiation language (cf. Section 3.4.2).

The Instantiation Language MS

We instantiate Zee with the instantiation language MS, whose commands
are shown in Figure 3.17. We assume an operation on {-indexed partitioning
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¢ == mark e|x:=is_marked e | free e | x := length e
| x:=alloc(e,e, s,k k)| x:=start k| x := next e
|

x := read(e) | write(eq, e2)
Figure 3.17: Instantiation language for mark-and-sweep garbage collection.

of the heap and write A [ { for the set of addresses belonging to security
level ¢.

Command mark e marks a heap address, representing the information that
the address is reachable in the heap. Command x := is_marked e checks
if an address, given by the evaluation of e, has previously been marked,
and stores this information in variable x. Command free e reclaims the
memory pointed to by e, and x := alloc(et, ez, s, k1, k2) allocates e; number
of entries, all initialized to the value e, in the heap partition associated
with the security level k;, and where the label k; denotes the sensitivity of
the size of the allocation. Command x := length e stores the length of an
allocation pointed to by e in variable x. The final two commands are used
in the sweep phase, and implement an abstract notion of heap parsability
[59]: command x := start k stores a pointer to the first allocation in the heap
partition associated with the security level k in variable x, and x := next e
stores the next pointer in the same heap partition as e (i.e., the allocation
with the smallest address that is larger e) in variable x.

Figure 3.19 shows the small-step semantics for allocation in MS. A heap
allocation of size n is structured as follows:

mark | version meta data

a a+1 a+2 a+3,...,a+3+n-1

That is, the first address stores the mark of the allocation, which is used
during the marking phase of garbage collection to denote that the allocation
is reachable by the program. Next to the mark is the version entry, which
ensures that it is not possible to read stale values from the heap when ad-
dresses are reused. This is similar to the technique described in Section 3.2.3
for values stored on the exposed stack. The meta field stores type and la-
bel information using existentially quantified labels and types: Specifically,
a value of type Jk : level (. Ju : type (. intk is stored. Here, the level ¢
is the index of the partition in which the allocation is stored on the heap.
The label k stores the security label on the size of the array, which is used
during the sweep phase, and the type « stores the type information about
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1 let p : (L—intL)L := null in
2 p :=alloc(10, ®, int L, L, L);
3 free(p);

4 let q : (L~ intH)L := null in
5q := alloc(10, h, int H, L, L)

Heap

X
v

q A1
Old base pointer | 0 |V +1 | (L, int H, 10) h,...,h |

Figure 3.18: Top: a program that attempts to read the secret h through the
pointer p when the RTE decides to reuse the recently freed memory for the
allocation on line 4. Bottom: stack- and heap layout after executing line 5 of
the program.

the type of elements in the array, which is used to traverse the heap during
the marking phase, and the integer with security label k stores the length of
the allocation. Finally, the data of the array is stored at the end.

Rule S-ALLoc allocates such a data structure on the heap. First, an address
a is found such that the range a,...,a+n + 2 is free (i.e.,, not part of the
domain of the heap). A pointer to the first element of the array is then stored
in stack variable x, and the address is given a fresh version count. Finally,
the allocation structure is stored on the heap, and the version counter is
incremented.

The version number in each allocation prevents leaks caused by dangling
pointers and aliasing. To see an example of this, consider the program in
Figure 3.18. On line 2 a pointer to an allocation containing public data is
stored in p with a version number v. On line 3 the memory is freed, making
it possible for S-ALLOC to reuse the memory from the allocation on line 2.
The memory is reused on line 5, causing p to point to secret data, even
though the type of p specifies that it points to public data. However, an
updated version number v 4 1 is stored when the memory is being reused,
so any attempt to access the secret data through p will fail the version check.

Figure 3.19 also defines the typing judgment: first, the expression ey, which
denotes the size of the allocation, must be of integer type with label at most
k1. This ensures that the label argument ky correctly captures the security
of the size of the allocation at runtime. Similarly, the expression e, which
denote the initial value of the array entries, must be typeable at type s,
ensuring that the type argument s correctly captures the type information
of the array at runtime. Finally, the partition label k, must be typeable at
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S-ALLOC
a =argmin([a,...,a+n+2]Ndom(h) = @)
a€A s.t. a,...,a+n+2€A[L,
¢ =x:=alloc(eq,ez,s,k1,k2) (e1,m,p) I n
P=p-P" (e, mp) v  (5,P) dtype T
ki, p) bab & m' =m[8(x) +fp(m) — (a+3)y]
,  hla—0,a+T—v,a+2~ ({1, (t,n))]
U{fa+i+3—v|ie0,...,n—1}

(c,m-M,P,h,q), — (stop,m’-M,P,h/,q+1)

v+1

T-ALLOC
[T, ¢ - eq :intk, I, prHer:s
IT; ¢ Fiap k1 1 k2 T, & Fiype s : k2

T, b Fap kot L d)F(szS)k] Lpc <: F(X)

I,TT, &, pe, fr = x == alloc(er, e, s, k1, k2)

Figure 3.19: Static and dynamic semantics for allocation. The remaining
judgments are defined in the technical report [97].

the label L. This guarantees that no information can be learned by knowing
which partition the allocation happens in.

The events for MS is defined in the technical report, as well as the rest of the
instantiation language. We conclude this section with the following lemma
showing that MS satisfies all the requirements stated in Section 3.4.2.

Lemma 3.5.1. The instantiation language MS is well-formed.

We now describe how MS can be used to implement a secure mark-and-
sweep garbage collector. This case study is developed in a setting of the
two-point lattice L T H from Section 3.2.1.

Using the Instantiation Language

Figure 3.20 presents two functions representing the beginning of the mark-
ing phase. Function mark_frames is invoked by the gc function, which is
invoked by the runtime.
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1 gc (pc:L,fr:L)Q et
2 let (otargs, e) := unpack FP in
3 let (&iocals, P) := unpack e in
4 let (ocgrgs, ey) := unpack *(p - sizeof Ts:(pc, fr,L)) in
5 let (afyca1s» DP2) := unpack e, in
6 mark_frames(pc, fr) <cx§rgs, Focars) (P2);

Function gc starts by reading the frame pointer FP, on line 2, to obtain an
existentially quantified pointer e of type

(a(xlocals : type fr- ((Xarg cTst (PC/fT/ L) @ cxIocals) PC) L

On line 3 e is unpacked, revealing the pointer p of type

(“arg : Tst(PC;ﬁ’/ L) @ xjocals) pc

pointing to the beginning of gc’s stack frame. Lines 4 to 6 then follows the
same procedure to obtain a pointer p; to the beginning of the previous stack
frame (i.e., the function that was executing before the GC occurred). This
pointer is then passed to a recursive function mark_frames on line 7, which
traverses each stack frame. This function is shown in Figure 3.20. On line 3
the function checks if the pointer p is non-zero (i.e., we are not at the last
stack frame). It marks allocations reachable from the stack frame starting at
p using the function mark_frame on line 4, and computes the pointer to the
previous stack frame on lines 5 to 7. On line 8 the function then invokes
itself recursively to mark the previous frame starting at p>.

Function mark_£frame is also recursively defined, as it traverses each entry in
a single stack frame. On line 3 the function performs runtime type analysis
on the type oocals. If the runtime representation of the type is a product
type with a pointer type (k, — o)k at its head, lines 5 to 10 are executed.
Line 5 performs a dynamic “flows to” check!? to ensure that it is secure
to reclaim this allocation [92]. If so, the pointer is read off the stack on
line 6, and line 7 marks the pointer if it is non-null. For simplicity we elide
the code that marks objects recursively reachable from this object, but the
full implementation is available in our technical appendix, and the code is
executable using our prototype implementation of Zee.

After having marked all allocations reachable from q on line 7, mark_frame
calculates the offset n to the address of the next entry in the stack frame on
line 9, and then invokes itself recursively on line 10 with the new address
p +n as its argument.

12The expression kj = k3 is shorthand for k1 T k» Aky T Kj.
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1 mark_frames (pc:L,fr:L)(args : L, ®iocals : L)
2 (p : (Xargs * Tse(pc, fr,L) @ Xlocals)pc) :glé
3 if p then

4 mark_frame(pc, fr)(xargs, X1ocals) (P) ;

5 let (ocgrgs, e) := unpack

6 *(p - sizeof Ts(pc, fr,L)) in

7 let (&fyca1s» P2) := unpack e in

8 mark_frames(pc, fr) (ocirgs, oFocats) (P2)

9 else skip

1 mark_frame(pc : L, fr: L)(&args : L, ®10cals : L)
2 (p: (targs * Tst(pc, fr,L) @ Xlocals)pc) :If,lé
3 match ojoca1s With

4 (kp = W * B =

5 if kp = pc then

6 let q := *p in

7 if q then mark(q); ... else skip
8 else skip;

9 let n := sizeof (kp — o) in

10 mark_frame(pc, fr)(oargs, p) (P + 1)
11 | « * B =

12 let n := sizeof « in

13 mark_frame(pc, fr)(aargs, B) (P + 1)
14 | _ = skip

Figure 3.20: Snippets from the GC case study: The stack frames are traversed
(top) and each frame is traversed looking for pointers into the heap (bottom).

If Xjocals is not of the form (kp — o k- 3, but is still a product type « - 3,
lines 12 and 13 are executed. Line 12 computes the number of addresses that
must be skipped in order to skip past the current entry in the stack frame,
and line 13 then calls the function recursively with the next address p +n to
inspect. Finally, if xjoca1 is not a product type, the frame has been completely
traversed and line 14 is executed, and the function returns.

3.5.2 Secure Thread Scheduling

Once we have the possibility of allocating memory on the heap, we can use
the same instantiation language MS to implement a thread scheduler. Con-
currency has received a lot of attention in the literature on language-based
security [61, 108, 109, 114, 116, 138], especially in the context of timing-
channels. Several authors [61, 108, 116] propose special-purpose thread
schedulers designed to close such timing-channels, and in this section we
present an implementation of a secure cooperative thread scheduling algo-
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rithm. For the purpose of this case study, each function written by the user
is assumed to have been rewritten into continuation passing style (CPS),
as is standard for many compilers for functional programming languages
[7, 60], and defunctionalized into a form that contains no higher-order func-
tions, i.e., closure is an identifier followed by a heterogeneous array of local
variables. Each security level from some fixed lattice is associated with a
queue of closures, and a thread schedules a function f to be invoked by
enqueuing its closure in the queue associated with the program counter la-
bel of f. The scheduler is a function schedule that receives a queue for
each security level, and a bound for how long to run sensitive computation.
We have implemented a small security-typed queue datastructure in Zee
that supports operations such as checking if the queue is empty, as well as
queueing and dequeuing elements. We use a pseudocode-style description
of the scheduling algorithm, and refer interested readers to the implemen-
tation for a precise description.

1 schedule(n : int L,

2 schedg : (L~ (d o : type L . o) L) L,

3 schedy : (L~ (3 « : typeL . o) H) H) =
4 while nonempty(sched;) do

5 let (x, proc) := unpack dequeue(&sched;)
6 in run(L){«)(proc);

7 at H with bound n do

8 if nonempty(schedy) then

9 let (x, proc) := unpack dequeue(&schedy)
10 in run(H){«)(proc);

11 else skip

For simplicity, the initial program counter label is L, meaning that threads
with program counter L do not need a bound on their computation time, but
the scheduler can only be called when the program counter label is L. The
frame label, on the other hand, is set to H allowing any sensitive information
to flow to the types of the data, but any attempts to compute information
based on types will be assigned the label H.

The thread scheduler executes a public quanta (i.e., the execution of one clo-
sure in the sched; queue), followed by one secret quanta (i.e., the execution
of one closure in the schedy). There are positives and negative things to
point out about the design of this scheduler: on the positive side, the bound
on secret computations n only needs to bound one quanta, and the func-
tion that calls schedule does not need to consider the number of closures in
schedy. On the negative side, to guarantee timing-sensitive noninterference,
each public quanta must be followed by n steps of computation, no matter
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if there is any secret threads to execute or not. Furthermore, in order to run
secret threads, there must also be public threads available, as the while loop
terminates when the sched| queue is empty. An alternative strategy would
be a scheduler that provides a bound on the total computation time on high
threads. With this approach secret threads can run without the presence of
public threads. Having developed this prototype, we leave the design of a
more practical thread scheduler as future work.

3.6 Implementation

We have implemented a type checker and interpreter for Zee in Haskell in
about 3600 lines of code, and the case studies consists of about 500 lines
each. Providing an instantiation language corresponds to an implemen-
tation of a particular type class, and the type checking and evaluation of
instantiation language constructs is delegated to the relations provided by
the instantiation language, similar to how the judgments in the paper are
defined. The implementation can be found at: https://www.dropbox.com/
s/bl2jusn8nqukghu/zee.zip.

3.7 Related Work

Our work on securing runtime environments combines previous efforts of
memory safety for unsafe programming languages, extensible reasoning
about type systems and information-flow control. We review the relevant
literature in each of these classes separately.

3.7.1 Stack Typing and Memory Safety

The work on typed assembly languages initiated by Morrisett et al. [80]
paved the way for type systems for low-level programming languages. As
the target language was expressed in continuation-passing style, there was
no need for a stack. Morrisett et al. [79] introduced local stack variables,
but as the goal of Morrisett et al. is type preserving compilation it does
not support reasoning about stack traversal, and so the “previous frame
pointer” is not available on the stack for accessing the previous stack frames.
For this reason Morrisett et al. do not consider runtime type analysis.

Our stack typing discipline is inspired by the bunched adjacency logic of
Ahmed and Walker [6]. They use logic formulae more™™ and more™ to de-
scribe the type of an infinite sequence of locations that increases “to the left”
and “to the right” respectively, similar to our use of stack pointer types.
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Our version-based enforcement mechanism is inspired by CETS’s [87] iden-
tifier-based temporal checking. CETS is a program transformation that adds
temporal memory safety checking capable of detecting dangling pointer
dereferences and double frees errors at runtime. Our version-based enforce-
ment mechanism could be replaced with static reasoning about regions. Re-
gions were introduced by Tofte and Talpin [122] and later used to provide
memory safety for a safe dialect of C [50]. We believe the use of regions is
orthogonal to our choice of a dynamic enforcement mechanism.

3.7.2 Attacks on Runtimes

The work on observational determinism by Zdancewic and Myers [138] con-
tains a detailed collection of common scheduler-related attacks. Other parts
of the RTE that has been attacked include garbage collectors [92]. Peder-
sen and Askarov [92] present a series of attacks on the garbage collectors
of the Java virtual machine and the V8 JavaScript engine, and design a type
system and a small-step semantics for a high-level language with automatic
memory management for which they prove a noninterference result similar
to ours. Finally, Vassena et al. [127] present attacks that combine concur-
rent execution and lazy evaluation for leaking sensitive information. They
propose a new construct for Haskell called lazydup, which lazily duplicates
thunks on the heap when entering secret contexts (i.e., when the program
counter label is H, as they only consider a two-point lattice).

3.7.3 Securing Runtimes

Vassena et al. [128] present a new foundation for a dynamic information
flow control parallel runtime system. The goal of their work is securing
the execution platform of LIO [115], a dynamic information flow control
library for Haskell. Similar to our work, Vassena et al. consider a setting in
which an attacker can obtain the current global time as a natural number
counting execution steps, and (unlike our model) the current size of the
heap. They design a system for hierarchically managing space and time
resources with some amount of burden on the programmer: a parent thread
has to manually kill their child thread to reclaim resources. Their end goal is
an implementation of a modified GHC runtime system, but such a modified
runtime has yet to be implemented.

The work by Sabelfeld and Sands [108] contains an interesting observation:

Abstractly we will take a scheduler to be a mechanism for selecting threads
which itself satisfies some noninterference property, i.e., its behaviour is inde-
pendent of high data.
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This is exactly the approach we have taken: a thread scheduler is a program
written in our language, and Theorem 3.4.4 proves that, since this program
is well-typed, its public observable behavior is independent of high data.

3.7.4 Static Information-Flow Control

There is a large body of literature focusing on static information flow con-
trol, starting with the seminal work by Denning and Denning [34] and later
formulated as a type system by Volpano et al. [130]. Sabelfeld and Myers
[107] survey the different enforcement techniques and security definitions.
Zheng and Myers [145] introduce the technique of including a formulae
expressing which flows are guaranteed to hold at specific program points,
allowing for static reasoning about information flow policies that vary at
runtime. The use of existentially quantified labels is introduced by Tse and
Zdancewic [124], and we follow the same typing discipline for such values.
Dependent type systems for IFC has also been explored by Lourenco and
Caires [69], Zhang et al. [144] and Gregersen et al. [49].

3.7.5 Verified Runtimes

There has been much work on verifying runtime system components such
as garbage collectors [22, 45, 71] and thread schedulers [51] using program
logics. We view our work complementary to these efforts. The constructs
needed for implementing secure runtime environments, that we identify in
this work, may serve as guidelines when applying enforcement techniques
different from our type system. Additionally, a program logic may be used
to verify the requirements of the instantiation languages used in Zee.

3.8 Conclusion

We have shown that IFC techniques can be used to secure low-level lan-
guages with sufficient expressivity to implement runtime environments. To
do this, we have designed and implemented Zee, a language with a static
IFC type system. We have used Zee to implement two realistic case stud-
ies demonstrating the usefulness of the language, and the permissiveness of
the type system. We have proven that well-typed programs written in Zee
satisfies termination-insensitive timing-sensitive noninterference.
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Abstract

Applications that handle sensitive information need to express
and reason about the trust relationships between security prin-
cipals. Such reasoning is difficult because the trust relationships
are dynamic, and must thus be reasoned about at runtime when
discovering and reasoning about trust relationships might inad-
vertently reveal confidential information and be subject to ma-
nipulation by untrusted principals.

The Flow-Limited Authorization Model (FLAM) by Arden et al.
exactly meets these needs. However, previous attempts to use
FLAM in a programming language have not reaped the full ben-
efits of the model.

We present Flamio, an instantiation of FLAM in a language with
coarse-grained dynamic information-flow control which natu-
rally lends itself to dynamic enforcement techniques. In our im-
plementation of Flamio, the FLAM proof search rules for de-
riving trust relationships are implemented as regular Flamio
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computations: the IFC requirements for FLAM proof rules are
a natural fit with coarse-grained information-flow mechanisms.
Flamio even supports remote procedure calls, and thus seam-
lessly supports FLAM’s distributed proof search.

We have implemented Flamio as a Haskell library, and proved
that a calculus based on Flamio enforces a noninterference-based
security guarantee. We have implemented several case studies,
demonstrating the expressiveness and usefulness of Flamio in
distributed settings, as well as our novel approach to control
label creep during proof search.

4.1 Introduction

Most modern systems require some form of authorization to control access
to data. Such authorization mechanisms tend to be complex and hard to
get right, even though the correctness of such components is vital for the
security of the system and its users [42]. The behavior of such systems is
often dynamic, with access control continually changing on a per-user ba-
sis. Thus, the authorization mechanisms used in these systems also need
to be dynamic and able to securely control changes to user privileges [42]
at runtime. Furthermore, the mere existence of a trust relationship between
two principals may leak confidential information to an attacker if the trust
relationship was established based on the result of a confidential compu-
tation. Dually, if attackers can provide trust relationships that influence
otherwise high-integrity computations, they may be able to influence access
control decisions inappropriately. These issues are especially ubiquitous in
distributed systems, where nodes may not agree on the trust relationship
among principals.

The Flow-Limited Authorization Model (FLAM) [9] is an expressive secu-
rity model designed for rigorous reasoning about dynamic changes to au-
thorization policies in a distributed setting, where nodes can forward trust
checking requests to other nodes in the system. FLAM also guarantees that
no confidential information is leaked to an attacker through the trust check-
ing mechanism and that security principals cannot inappropriately influence
the trust relationships. This makes FLAM ideal for highly dynamic security
policies involving many principals with intricate trust relationships. How-
ever, currently, no programming language that builds on top of FLAM reaps
the full benefit of the authorization logic.

In this paper we introduce Flamio, which takes a coarse-grained approach
to information-flow control (IFC). Fine-grained IFC (as seen in information-
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flow aware languages like FlowCaml [103] and Jif [83]) labels individual
values with security labels. By contrast, coarse-grained IFC does not label
individual values, but instead labels the computational context in which the
program is running with a single label. Coarse-grained IFC lends itself
naturally to dynamic enforcement techniques as demonstrated by its success
in both operating systems [37, 64, 140, 141] and programming languages
[26, 27,116, 117].

We show that FLAM'’s rules for proving trust relationships have a straight-
forward encoding in the coarse-grained IFC setting of Flamio, which is in-
spired by the work on Labeled IO (LIO) [117]. As evidence of the straightfor-
ward encoding, we implement Flamio as a Haskell library [95] that encap-
sulates FLAM’s proof search for trust relationships in an information-flow
aware computational context, which ensures that the proof search itself does
not leak confidential information to, and cannot be inappropriately influ-
enced by, attackers. Leveraging FLAM’s decentralized authorization model,
Flamio supports distributed proof search of trust relationships, where nodes
can forward trust checking to other nodes in the system. To demonstrate the
usefulness of distributed proof search of trust relationships in a setting with
dynamic security policies we present three case studies involving distributed
computations with confidential information and mutually distrusting prin-
cipals that must cooperate to perform their tasks.

The case studies also demonstrate a novel technique for mitigating the prob-
lem of label creep during proof search. Label creep refers to the label of
the computational context creeping up the information-flow lattice as the
program executes. Previous work [117] mitigates label creep using the
toLabeled construct. However, we cannot use this technique to mitigate label
creep during search for proofs of trust relationships. We present a technique
that gives the programmer fine-grained control over the way proofs of trust
are derived, and how the proofs can affect the label on the computational
context, providing the programmer with the ability to control label creep
during proof search.

We also present a calculus for Flamio, which formally proves that Flamio en-
forces a noninterference-based [46] security guarantee that attackers cannot
leak or corrupt information, despite the incorporation of FLAM as an ex-
pressive, dynamic mechanism to state and reason about trust relationships.

This paper makes the following contributions.
¢ We show how the FLAM principal lattice integrates cleanly into a lan-

guage with coarse-grained dynamic information-flow control and dis-
tributed trust checking.
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* We present a formal model of Flamio and prove that the language
guarantees noninterference.

¢ We present an implementation of Flamio as a Haskell library, along
with an efficient implementation of the FLAM authorization logic to
decide trust relationships.

* We describe a novel approach to avoid the problem of label creep during
proof search.

* We present several examples of distributed information-flow problems
all of which can easily be modeled using Flamio.

The rest of the paper is structured as follows. Section 4.2 introduces the
necessary concepts from FLAM and LIO, and Section 4.3 demonstrates how
Flamio combines FLAM and LIO through several examples. Section 4.4 de-
scribes the formal calculus for Flamio and how the FLAM judgment for
deciding trust relations is modeled in a coarse-grained setting. Section 4.5
defines the attacker model we consider in this work and presents the formal
security guarantees offered by Flamio. Section 4.6 discusses the implemen-
tation in Haskell and presents three case studies demonstrating the use of
Flamio. Section 4.7 presents related work and Section 4.8 concludes.

4.2 Background on FLAM and LIO

Before discussing how FLAM and LIO fit together, we briefly introduce each
separately. We first highlight the essential parts of FLAM necessary for this
work; more details can be found in Arden et al. [9]. Similarly, we highlight
the essential parts of LIO, and additional details can be found in Stefan et al.
[117].

421 The FLAM Principal Lattice

Figure 4.1 describes the syntax of FLAM principals. The grammar is para-
metric in a set N of names representing principals like Alice and Bob. Given
a principal p, FLAM can talk about the confidentiality and integrity of p us-
ing basis projections p~ and p*~ respectively. The principal p~ represents the
authority to learn anything that p can learn, and p*~ represents the author-
ity to modify anything that p can modify. Given principals p and q, FLAM
can also represent the authority of both p and q as p /\ q or the authority
of either p or q as p V q. This forms a lattice (P, =) with a partial order >
(pronounced acts for), that represents trust: if p = q principal p is allowed
to act on behalf of g, i.e., q trusts p to act on its behalf. Principals 1 and T
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neN
pi=LITIn[pAplpVplp~IpTIp:p

Figure 4.1: Syntax of FLAM

represent the least and most trusted principals respectively, and operations
/N and V are the lattice join and meet operations respectively. The principals
in P are given by the grammar in Figure 4.1.! Besides basis projections —
and <, FLAM also defines ownership projections o:p representing the same
authority as the principal p, but where the owner o controls which princi-
pals o:p trusts. For example, the delegation Acme:Bob = Acme implies that
Bob can act for Acme, but it is not the case that Alice can act for Acme: Bob,
even if Alice acts for Bob. We will use ownership extensively in the example
presented in Section 4.6.2.

An information-flow ordering An important distinction between FLAM
and other authorization models is that FLAM unifies trust and information-
flow into a single concept. That is, in FLAM, principals denote both en-
tities with security concerns and information-flow labels that can be used
to restrict the propagation of information in a system. The acts-for order-
ing describes trust relationships between principals, and is used to define
an information-flow ordering that describes the permitted propagation of
information. Specifically, FLAM defines the operations

PCq=q Ap" =p Aq" (4.1)
pUG=(pPAqQ T APVaq" (4.2)
prg=(pEVq  NpAq"T (4.3)

That is, p C q (pronounced p flows to q) if q acts for the confidentiality of
p, and p acts for the integrity of q. So if p C ¢, information labeled with
principal p can safely be relabeled to principal q, as q is at least as confi-
dential, and has no more integrity, than p. The join of p and q, written p LI q
is defined as the principal with the authority of both p’s and q’s confiden-
tiality, and the authority of either p’s or q’s integrity. The meet of p and q,
written p 1 q is defined dually as the confidentiality of either p or q, and the
integrity of both p and q. This forms a lattice (P, C) with the partial order C,
where the bottom element I = 1= A T represents the least confidential
and most trusted principal, and the top element T_ = T /\ L represents
the most confidential and least trusted principal.?

IFormally, the principals in the lattice is the equivalence class of P modulo the relation
=wherea=b < ax=bandb = a.

2Once again, the elements is equivalence classes of P modulo the relation = defined as
a=b < aCbandbC a.
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Voice of a principal Finally, FLAM defines the voice of a principal p, de-
noted V(p), as the minimum integrity needed to influence the flow of in-
formation labeled p. Using the voice operator, FLAM defines a speaks for
relation [2, 65] between principals as “principal p speaks for principal q if
p acts for the voice of q”. Formally p speaks for q if p = V(q). Any prin-
cipal is equivalent to the conjunction of a confidentiality projection and an
integrity projection, i.e., Vp. 3q,r. p = q~ /A v*". The voice of a principal p
with normal form q= /A r< is then defined as V(p) = ¢~ A< [9].

4.2.2 Coarse-Grained Information Flow using LIO

LIO [117] is a Haskell library for dynamic information-flow control. LIO
is parametric in the label model and takes a coarse-grained approach to
information-flow using a floating label model: instead of attaching a label to
each value in the program, the computational context is protected with a single
label called the current label. Throughout the execution of the program the
current label will “float up” the information-flow lattice as more confidential
(or less trustworthy) information is brought into the computational context.
The current label restricts what data can be modified, ensuring that non-
confidential side effects do not depend on confidential information, and
dually that trusted effects do not depend on untrusted information.

The type of LIO computations gives rise to a monad [131] that encapsulates
raising the current label. The monadic structure of LIO makes programming
with it convenient in Haskell. Specifically, the operation return e embeds a
pure expression e into the LIO computational context, and the operation
e1 >= e, (pronounced bind) chains together monadic LIO operations e
and e;. Throughout the paper, we use Haskell’s do notation in examples,
which can be desugared into the calculus presented in Section 4.4.

In addition to the current label, LIO also provides a clearance label, imposing
an upper bound on the current label. The clearance label gives LIO a form
of access control by restricting which data can be observed and modified
within a computational context. For instance, given two labels £, and £gata
such that fyata £ Loy, @ computation with clearance label (., cannot access
information labeled with label {4,t, because that would require the current
label to float up to £yata, but {¢ is an upper bound on the current label and

edata Z €C|I"

Labeled values In addition to protecting every value in the computational
context by a single label £, LIO also allows computations to associate ex-
plicit labels with particular values. This allows computations to handle data
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of different labels in the same context. The type of labeled values of type a
is written in Haskell as Labeled 1 a, where 1 is the type of labels.

Labeled values are typically used to incorporate sensitive information such
as usernames and passwords into the computational context. LIO provides
three operations for working with labeled values:

label :: Label 1 => a -> 1 -> LIO 1 (Labeled 1 a)
unlabel :: Label 1 => Labeled 1 a -> LIO 1 a
labelOf :: Label 1 => Labeled 1 a > 1

Here, Label 1 is a typeclass constraint specifying that the type 1 must be
an instance of the Label typeclass, meaning that 1 must have operations
U, M and C. The operation label takes an expression e and a label ¢, and
labels e with the label {. When the value of the labeled value is needed, the
operation unlabel must be invoked, which gets back the value and raises
the current label {c,, to {c, U ¢, while checking that the new current label
flows to the clearance label ¢, of the computation.

Finally, 1abelOf extracts the label of a labeled value. This operation does not
return a value in the LIO monad, and thus no information-flow checks are
performed when invoking labelOf. In other words, the label is protected
only by the current label [117]. This fact is important when we define trust
checking using strategies in Section 4.4.3.

Preventing label creep As the program executes and confidential or un-
trusted information enters the computational context through unlabel oper-
ations, the current label continues to creep upwards, restricting the possible
side effects. To avoid unnecessary label creep LIO introduces the following
operation:

toLabeled :: Label 1 => 1 -> LIO 1 a -> LIO 1 (Labeled 1 a)

Evaluating toLabeled 1 e when the current label is {,, will evaluate e and
then reset the current label to {.,,. To remain secure, the result is labeled
with the label 1. Furthermore, LIO checks that the evaluation of e never
raises the current label above 1.

4.3 Introduction to Flamio by Example

In this section we informally introduce Flamio and the concepts needed
to combine LIO and FLAM. Section 4.4 will then formalize the intuitions
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presented in this section. We proceed by demonstrating the usefulness of
Flamio in the context of a secure, decentralized banking application, which
we also discuss in Section 4.6. The intended security policy of the bank is
that a user u can transfer money from an account only if the owner of the
account trusts wu.

Flamio incorporates FLAM into LIO by using the FLAM information-flow
lattice (P,C) as the label model of LIO. As FLAM unifies principals and
labels, this allows Flamio to also reason about trust relationships between
principals using the trust lattice (P, ’=). Given a named principal n € N (e.g.,
Alice or Bob) we call n a node when referring to the machine that executes
code on n’s behalf. We assume each named principal has a corresponding
machine executing code on its behalf. Initially, the current label of node n
is 17 A n‘ and its clearance label is n~ /A L2 The initial current label
states that the node has not observed any sensitive information and that
< is the most trusted the node can be. Dually, the clearance label states
that n™ is an upper bound on the confidentiality of the information n is
permitted to observe and that its integrity is permitted to be affected by
any information. We discuss two important aspects of Flamio: Cross node
communication using remote procedure calls (RPC), and distributed proof
search of trust relationships.

n

4.3.1 Remote Procedure Calls

Nodes in Flamio communicate by remote invocation of functions on differ-
ent machines, and functions are thus annotated with the node on which they
should be evaluated. That is, the application (A x.e) e’ denotes applying a
function 7\{,L x. e located on machine n to an argument e’, and the returned
value is labeled with principal p. The label serves a purpose similar to
tolLabeled, where labeling the value helps mitigate label creep by delaying
the effect of raising the current label until the value is needed.

Consider a login function for an online banking service. The function

1 login = }\E::te u p . if checkCredentials u p

2 then return u else return L

is evaluated on the node bank, and returns a principal labeled with the in-
tegrity of the bank, which represents an access token. The expression login

Alice "password" evaluates to a value Alice labeled with the principal bank™
if Alice’s password is “password”, and L labeled with bank®™ otherwise. As

3We follow previous conventions [9] and omit projections of the L principal in the re-
mainder of the paper.
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the principal Alice™ (i.e., the current label of node Alice) does not satisfy
Alice™ C bank™, Alice cannot grant herself access because the semantics
does not allow her to label values with the principal bank". However, Alice
can unlabel the returned access token, as it holds that bank™™ C Alice™ (i.e.,
the clearance label of node Alice). So while Alice cannot forge new access
tokens, she is free to inspect whether the token grants her access to the bank.

4.3.2 Proof Search

In many practical scenarios, proving trust relationships of the form p = q
requires distributed knowledge spread across multiple nodes. In this sec-
tion, we will see examples of this, as well as how distributed proof search
of trust relationships in Flamio is implemented. The three most important
aspects of the proof search are using delegations, managing delegations us-
ing strategies and forwarding trust checking to other nodes. After discussing
these concepts, we apply them in the context of the decentralized banking
application. We keep the discussion informal and defer precise formulations
of the concepts until Section 4.4.

Delegations A delegation is of the form p = q @r (pronounced r says that
p acts for q); we call r the label of the delegation, or say that the delegation
is labeled with principal r, and we call p = q the body of the delegation.
The terminology is the result of delegations being implemented in Flamio as
pairs (p, q) labeled with r, and are subject to similar runtime checks. Thus
both the confidentiality (i.e., who can observe the presence of the delegation)
and the integrity (i.e., who influenced the delegation) are captured by r. In
particular, a delegation can be used by a proof search on a node n when
T C n. This requirement enforces the policy that the label of the delegation
flows to the clearance of node n, meaning that n can observe the presence
of a delegation only if the delegation’s label flows to n’s clearance label.

Strategies As delegations are implemented as labeled values, using a dele-
gation in a proof search raises the current label by the label of the delegation,
similar to how LIO unlabels labeled values. This makes fine-grained control
of how delegations are used important to avoid unnecessary label creep.
One approach to such control could be to always unlabel all delegations
whose label flows to the clearance label of the node performing the proof
search. This would be correct and secure (because all delegations whose
label flows to the node’s clearance label are used in the proof search), but it
may raise the current label unnecessarily (i.e., the proof search may examine
more delegations than it needs to). In particular, if a delegation is examined,
the current label must be raised, even if the delegation is not ultimately used



CHAPTER 4. PROGRAMMING WITH FLOW-LIMITED
114 AUTHORIZATION: COARSER IS BETTER

in the proof. Thus if a node has a delegation labeled with a very restrictive
label, then all proof searches would be tainted by that label. An alterna-
tive approach would be a proof search algorithm that unlabels just the right
delegations to prove the query. However, as delegations are labeled values,
the body of the delegation cannot be inspected without unlabeling the value
and raising the current label. So an algorithm has to decide whether to un-
label a delegation by inspecting only the label of the delegation and not its
body.

For these reasons Flamio uses strategies, which are lists of principals, to
specify which delegations are used in a proof search, and in which order.
For instance, if the delegation p = q @ is stored on a node that evaluates
the expression withStrategy [s, r, t] (p = @) the node first searches for
delegations with a label that flows to s. Assuming we cannot prove the
query p = q using only these delegations, then delegations with a label
that flows to r are used, and the delegation p = q @r can now be used to
complete the proof search. This example demonstrates how programmers
can use strategies to control how Flamio performs fine-grained proof search
with specialized strategies for handling delegations. The choice of which
strategy to use is application specific, but a reasonable default strategy is
[cur, clr], where cur and clr are the current label and clearance labels of the
node respectively. That is, proof search will first try to find a proof for
a delegation query without raising the current label at all; if that is not
successful, it will then try to use all available delegations.

Forwarding In Flamio, nodes can forward trust checks to other nodes that
might have local information (i.e., delegations) about particular trust rela-
tionships. Forwarding queries is straightforward as a query p = ¢ is simply
a monadic expression returning a boolean, and such a query can be for-
warded to other nodes in Flamio using remote procedure calls. A node n
can forward trust checking to a node m only if n’s current label flows to
m~ (i.e., the clearance of m). This restriction ensures that m is allowed to
learn about the information that caused n to initiate the query; a similar
restriction is used to prevent the invocation of other remote procedure calls
revealing information inappropriately. The following snippet demonstrates
how a leak can be constructed if we did not perform the check:

1 ()\ﬁ”gga . do h <- unlabel aliceSecret

2 if h then p = q else return 0) O

If aliceSecret is labeled with Alice™, the unlabel operation will raise the cur-
rent label {,, to {c, LI Alice™ tracking the fact that the computation context
contains information at level at most {,, LI Alice”. Upon forwarding the
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transfer = )\T"k tok Ufom Uto N . doO
u <- unlabel tok
withStrategy [bank™ Auf_ 1]
(if u > ufom then transfer# ufom Uto N
else return ())

g~ W N =

Figure 4.2: Secure transfer of n dollars from Ufom to Uy, using access token
tok.

query p = q to another node m, Alice reveals that aliceSecret contained a
non-zero value. Checking that Alice’s current label flows to m™ ensures
that the forwarding of the query occurs only if m is allowed to learn this
information.

Returning to the secure banking application, consider the implementation of
transfer in Figure 4.2, which transfers n dollars from user ugom to U, using
access token tok.

First, the access token tok acquired by login is unlabeled, revealing the iden-
tity of the caller. Then, a check is done to ensure that the caller can act on
behalf of the user from which money is being transferred. For this exam-
ple the bank requires the trust relationship to be observable by the bank,
and having integrity of the principal from which the money is transferred,
which is reflected in the strategy specifying that only delegations at level
bank™ A uf_ . or below (i.e., weaker confidentiality and stronger integrity)
are used. Finally, a primitive function transfer# performs the actual trans-
fer of money, or if the trust relationship cannot be established, the function
returns a unit value. Figure 4.3 demonstrates how Bob can transfer money
from Alice if she grants Bob the appropriate trust. First, Alice adds a delega-
tion specifying that Bob can act on behalf of Alice and that this information
has the integrity of Alice. Then, Bob performs an RPC to the login function,
which returns an access token. Finally, he transfers 50 dollars from Alice’s
account to his own account. Note that the use of the strategy [bank™ A uf_ |
in transfer ensures not only that the bank uses only delegations it is al-
lowed to observe, but also that the bank does not use a delegation provided
by an inappropriate principal such as Bob, as Bob cannot add a delegation
labeled with the principal Alice™ (unless Alice first delegates trust to Bob).

44 A Calculus for Flamio

This section introduces a formalization of the Flamio language. We first
introduce the syntax and semantics of the language and afterward present
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1 (Mle _ . do assume Bob = Alice @ Alice™
2 (?\JB_C’b _ . do tok <- login Bob "password"

transfer tok Alice Bob 50) () O

Figure 4.3: Alice grants Bob access to perform transfers on her behalf.

the judgment for deriving trust between principals in the language. Finally,
this section presents a standard type system for Flamio that guarantees basic
type safety.

4.4.1 Syntax

Figure 4.4 shows the syntax of Flamio. The meta-variable v ranges over val-
ues, which include boolean literals, the unit value, runtime representations
of principals, locations and variables, abstractions A, x. e (which are pa-
rameterized over the node n on which to evaluate the expression e, and the
principal p representing the label on the value returned from invoking the
abstraction, and s: the type of e), and products. We will omit the type anno-
tation on abstractions in examples. Finally, the language includes lists using

nil and :: (pronounced cons) to express strategies.

Expressions are ranged over by the meta-variable e and include terms, ap-
plications, projections, elimination of booleans and lists, recursive functions,
monadic expressions using return and >>=, allocation, reading and writing
of references. Following LIO, the language supports operations for labeling
and unlabeling expressions, and the operation tolLabeled for controlling la-
bel creep. The operations getLabel and getClearance returns the current label
and clearance of the computational context respectively, and labelOf returns
the label of a labeled value. The operation withScope e creates a new scope
for delegations. The scoping for delegations have dynamic extent [77], i.e.,
the delegations added during the evaluation of e are visible until evaluation
of e finishes. However, unlike traditional dynamic scoping, the delegation
is removed once the evaluation of e terminates. This helps ensure safe and
correct use of delegations.

Strategies are introduced using the withStrategy es ot € operation, which in-
troduces a new strategy et for the evaluation of e. Similar to the scoping
of delegations, strategies have dynamic extent, and the current strategy can
be obtained using getStrategy. Finally, delegations can be added, and trust
relationships can be queried. The shaded regions describe syntax that is
not part of the surface language but rather constructs used during evalu-
ation. We explain these constructs as we describe the evaluation rules for
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v = true | false | () Ipla\xlk?@px.el (e,e)|exe

[nil | e@p | (e)°
ex=v|ee|mel|ifetheneelsee|caseeof ee|fixe

|returne|e>==¢e|neweel|!e|e:=e|labelee

| unlabel e | toLabeled e e | getLabel | getClearance

| labelOf e | withScope e | e = e | withStrategy e e

| assume (e = e) @ e | getStrategy | wait(s)

| toLabeled,, q e | resetStrategyy(e) | resetScope, (e)
s == Bool | Unit | s — s | [s] | (s,s) | Principal | Labeled s
| LIOs | Refyy s

Figure 4.4: The Flamio language

expressions in Section 4.4.2.

Finally, types are ranged over by the meta-variable s and include standard
types like the boolean type; the unit type; as well as function-, list- and
product types. Non-standard types include the type of FLAM principals
(Principal), the type of labeled values (Labeled s), the type of LIO computa-
tions LIO s, as well as location-aware reference types Ref,, s where location
n refers to the node on which the reference is allocated.

4.4.2 Semantics

The semantics of Flamio is split into two judgments: local reduction rules,
which evaluate an expression on a specific node; and global reduction rules,
which perform remote procedure calls (RPCs) and returns. We first present
the local reduction rules.

Local semantics A structured operational semantics defines the local re-
duction rules with evaluation contexts [39]. We elide the definition of eval-
uation contexts, as this is mostly standard for a call-by-name calculus.

We further split the local reduction rules into two categories: pure reduction
and monadic reduction. Pure reduction rules e — e’ reduce expressions
independently of the store and of which node is evaluating the expression.
They are given in Figure 4.5. Pure reductions include injecting terms into
monadic contexts, monadically binding terms, recursive applications, pro-
jecting pairs, eliminating booleans and lists and obtaining the label of a
labeled value.



CHAPTER 4. PROGRAMMING WITH FLOW-LIMITED

118 AUTHORIZATION: COARSER IS BETTER
return v —s (v)HO WO >=e—ev fix e — e (fix e)
T (61, 62) — €4 if b then Ctrue else €false — €p
case nil of e1 e2 — e case (epq i ey) of e1 e2 —> €2 eng €y
e — e’

labelOf (e@p) — p e St

Figure 4.5: Pure reductions for Flamio.

The remaining local reductions all depend either on the store or on the iden-
tity of the node that evaluates the expression. We denote these as monadic
reductions.

Before introducing the monadic small-step local reduction, we introduce the
remaining necessary concepts: first, a store ¢ : Loc — v is a partial map-
ping from locations to terms, and we write the empty store as @. A local
configuration is a pair (¢ | es) consisting of a store ¢ and a stack of expres-
sions es. We use stacks of expressions to handle incoming remote procedure
calls which “interrupts” the current computation to evaluate the RPC, and
write the empty stack of expressions as e. A global environment £ : N — o
is a mapping from names to local environments o. A local environment
(Ibl, A, strat) contains the current label (Ibl), the set of delegations local to the
node (A) and the current strategy of the node (strat). We use record notation
for these and write o.Ibl, 0.A and o.strat respectively. We let @ denote the
initial global environment satisfying @(n) = (L™ A n*", nil, nil). That is, the
initial global environment maps each name n to an initial local environment
with a current label 1L~ /A n‘", the empty list of delegations and the empty
strategy.

The monadic small-step relation is defined by the judgment:
LIk (ples)— (d'|es’): o

It is read as “the global environment is £ and node n performs a single re-
duction and updates its local environment to ¢”. Figure 4.6 and 4.7 show
the local monadic reduction rules. Many of the rules verify some trust rela-
tionship between principals, written n; Z = p = q : { and is read as “node n
proves that p acts for q using delegations labeled up to {”. We discuss this
judgment in Section 4.4.3.
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Rule E-Lir1-PURE lifts pure reductions to monadic reductions. Only the ex-
pression at the top of the expression stack can reduce. Rule E-Arp applies a
function to an argument and labels the resulting value with the given prin-
cipal p. Labeling the result of function applications allows us to combine
local function application and RPC into the same typing rule, which sim-
plifies the calculus and its proofs. However, it is straightforward to have
different syntactic constructions for local and remote function application.

Rules E-New, E-Reap, E-WRritE, E-LABEL and E-UNLABEL are all equiva-
lent to the ones presented in LIO [117], but now also take into account the
possible information-flows arising via deriving trust relationships [9]. Rule
E-ToLABELED-1 saves the current label X(n).lbl, and evaluates e using the
E-Ctx rule. Once e has evaluated to a value E-TOLABELED-2 restores the cur-
rent label and labels the value with the given label q. This presentation of
toLabeled is different from the original formulation of LIO [117] and avoids
interleaving small-step and big-step operations.

Rules E-Acts-FOor-TRUE and E-AcTs-FOr-FALSE query the trust relationship
between two given principals using the trust judgment, which we explain
in Section 4.4.3. The result depends on which delegations are in scope,
and on the current strategy. A new scope for delegations is created using E-
WitH-Score which evaluates an expression e in a new scope, and once e has
reduced to a value, rule E-RESET-ScOPE eliminates the scope. Similarly, rule
E-WITH-STRATEGY introduces a new strategy and evaluates an expression in
the scope of the new strategy. Once the expression has reduced to a value,
rule E-RESET-STRATEGY resets the strategy back to its previous value. Finally,
E-AssuME adds a new delegation. The rule uses the operator V defined in
Section 4.2 to ensure that the computational context has sufficient integrity
to delegate trust on behalf of q.

Figure 4.8 demonstrates the usefulness of delegation scoping with dynamic
extent: On line 2, Alice invokes a function on Bob’s node that, on line 5,
grants another function (given as an argument) the authority to read Bob’s
confidential information. In addition, on line 9, Bob enforces the policy that
the function is only called once. Due to the use of withScope on line 4, the
additional authority is given only to the function passed as an argument
and only when it is invoked at that point. Any other function cannot read
Bob’s confidential information.

Global semantics A global configuration is a triple (ns, L, S) consisting of
a stack of nodes ns € N* representing the RPC call-stack, a global environ-
ment ¥, and a mapping S from nodes to local configurations. Figure 4.9
presents the reduction rules for global configurations. Rule G-Ster-LocaL
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E-Lirr-PURE
es — es’

NIk (ples) — (d|es’):Z(n)

E-GET-LABEL
{=ZX(n).lbl

mn; X F (¢ | getlabel) — (¢ | return £) : Z(n)

E-Arr
nLIFEIM)bbICEpEn™ ¢
e’ =erler/x] >=Ax.x@p
nIFZm)blueEn™
o = Z(n)[Ibl = Z(n).Ibl LU

LI (d ] (Agpx-e1) ea) — (dle): 0o

E-ReaD
dla)=e@p nIEEIMm)blUpEn™: ¢
nIEZ(m)blUpUlCn™
o=X(n)[lbl— X(n).IblUp L]
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E-Ctx
nIk(ple) — (d'|e):0o

n Ik (p|Ele]) — (¢'|Ele']) : 0

E-GET-CLEARANCE
n; L+ (b | getClearance) —» (¢ | return n™) : Z(n)

E-New
a ¢ dom(d) nLIFIM)LbIEpCEn™: ¢
nIFZ(Mm)blULCEn™ ¢ =dlar— e@p]
o = 2(n) [Ibl s L(n).Ibl L {]

NIk (p|newpe) — (¢’ |returna): o

E-WRITE
dla)=e@p nIFEIM)bbICpEn™: ¢
nIEI(Mm)blueC n™ ¢’ =d[a—e @p]
oc=2X(n)llbl = X(n).Ibl L {]

nmIE(d|!a) — (¢ |returne): o

E-LABEL
nIFEIM)bbIEpEn™: ¢
I IMm)blueC n~
o=2X(n)[Z(n).Ibl— Z(n).lblL{]

nIF(pla=e') — (¢'|return () : 0

E-UNLABEL
nIEIMm)blUupEn™ ¢
nIFEIMm)blupUlEn™
o=ZX(n)[lbl— Z(n).IblUp L]

mn Ik (P |labelpe) — (d | return (e@p)): o

E-ToLABELED-1
q=ZX(n).lbl e’ =tolabeled,pe

n; X (¢ | unlabel (e@p)) — (P | returne) : o

E-ToLABELED-2
o= X(n)[lbl = p]

n;Z - (¢ | toLabeled p e) — (p | e) : Z(n)

n; L F (¢ | toLabeled, g v) — (¢ [label qv): o

Figure 4.6: Monadic reductions for Flamio.



4.4. A CALCULUS FOR FLAMIO

E-Acts-FOrR-TRUE
nIkpi=q:d nIEZn)blutCn™
o=2x(n)[lbl = Z(n).Ibl L]

nmEIE(P|p=q) — (b |return true) : o

E-WiITH-SCOPE
e’ = resetScopey () al€)

n; L+ (¢ | withScope e) — (¢ | e’):

2(n)

E-WITH-STRATEGY
/
e =

resetStrategys crat(€)

o0 = Z(n) [strat — P]

121

E-Acts-For-FALSE
nZEpi=q:fail

(=n" I_I|_|s

s€X(m).strat

Z(n)[lbl — Z(n).IblLig]
n Xk <(1) |p=q) — (| return false) : o

E-RESET-SCOPE
o=2(n)[A— A']

n;, X F (b | resetScopen/(v)) —

(¢lv):0

E-RESET-STRATEGY
o0 = X(n) [strat — P]

n; X+ (¢ | withStrategy pe) — (b le’): 0

E-AssuME
nIEZM)IblICr:{

n,ZFX(n).lbl

n; L (¢ | resetStrategy(v)) —

= Vi(q): L2

nIEZn)blut U En™
o=X(Mn)[A— (p,q)@r:LA),Ibl— Z(n).IblU€; LUL;]

mn, X F (b | assume (p

q)@r) —

(p | return () : o

Figure 4.7: Monadic reductions for Flamio (cont).

()\Allce . [ ]
let g = (7\B°b f . do
bref
withScope (do

assume Alice™
Alice

bref

© 00 N O O~ W N

=
= O

in g bobSecret) ()

return (ANmee X .
b <- !bref
:= false
if b then f x else false)))
aliceCode

:= new Bob® true

= Bob™ @ Bob*"

do

Figure 4.8: Bob grants a function, supplied by Alice, authority to read Bob’s

confidential information once.

(plv):0
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G-StEP-LOCAL
n-ESn) —s:o

(n-ns,X,S) = (n-ns,Ln— o], S+ sl)

G-STEP-APP
¢, =2X(n).lbl =X (m).Ibl S(m) = (bm | esm)
MTE Uy Cm= () — (bn | E[(AGep x- en) enl)

n-(canE[walt( 0 ol = Z(m) Il 6 U]
m = (dm | (toLabeled, p (enle;,/x]));esm)
(n-ns,L,8) = (m-n-ns,Z[m—op],S[nesy,m—si])

G-STEP-RET
S(n) = <d>n|Ewait( M) S(m) = (dm | v;esm)
=(pn |ENM]) sl = (bm | esm)

(]m-n-ns,Z,S[) (n-ns,Z,S[ne s, mesi])

Figure 4.9: Semantics of global steps

lifts a local reduction to a global reduction, and rules G-Ster-Arr and G-
SteEP-RET handle remote procedure calls and returns respectively. When
node n sends an RPC to node m, we call n the source node and m the target
node. The global reduction rule is written as (ns,X,S) = (ns’,Z’,S’) and
can be read as “the first node in ns updates the environment X to L', updates
the local configurations S to S/, and modifies the call-stack to ns’”. We write
the reflexive, transitive closure of = as =*.

We now explain how to express RPC. Rule G-Ster-Arr transfers control to
the target node, and the computation is wrapped in a toLabeled construct at
the top of the execution stack on the target node to prevent the evaluation
of the expression from raising the current label. The rule ensures that m’s
new current label ¢, U{,,, flows to m’s clearance label m~. This check
ensures that the clearance always upper bounds the current label. Finally,
the evaluation on the source node is suspended using expression wait(s),
which waits for a value of type s. Second, Rule G-STEP-RET returns control
to a suspended source node when the top of the execution stack on the
target node has reduced to a term.

Note that although computation is distributed, the semantics is determin-
istic: only one expression is reducible at any point. Determinism excludes
internal timing leaks and other attacks usually found in concurrent systems
[81, 114], while still allowing multiple nodes to share computation.
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Acts-For-Cons-2

Acts-For-Cons-1 H;m; L Fspn— P 2= q - fail Acts-For-NiL

H;mZ bsrmo p = q: & HnZhepi=q: 0

H;m s P = q: L Hon L e = q: U C bl P 3= q : fail
Acts-For

ss = X(n).strat Hon;Xbhspi=q:t
H,nZkEpi=q:t

Figure 4.10: Top-level judgment for proving authorization queries in Flamio.
The meta-variable C abbreviates H;n; X.

4.4.3 Deriving Trust Relationship in Flamio

Flamio allows, in the style of FLAM, the trust relationship between princi-
pals to be changed and queried dynamically throughout the evaluation of a
program. We show how the ideas from FLAM on how to provide guarantees
of confidentiality and integrity can be incorporated into the floating-label
model of LIO.

Rule Acts-For in Figure 4.10 formalizes the top-level judgment for deriving
trust, which iterates through the strategy principals in the current strategy
and attempts to prove the trust relationship at each strategy principal in the
list. We write ¢° to mean either a label {, or a failure value fail meaning that
the trust relationship could not be established. Rule AcTts-FOr-Cons-1 states
that, if we can prove the trust relationship limiting our use of delegations to
those bounded above by strategy principal s then the query succeeds. Rule
Acts-For-Cons-2 states that, if we cannot prove the trust relationship using
delegations bounded above by strategy principal s (C Fsrn— p = q : fail),
then the search continues with the tail ss of the strategy. In both rules the
strategy principal s is attenuated with the clearance of the node (n™) to
ensure that the node does not attempt to use delegations above its clearance
label. Finally, in Rule Acts-For-Nit, if we have tried all strategy principals
and have not proved the trust relationship, when the proof search fails.

Figure 4.11 shows how the judgment J;n;% = p = q : { derives trust re-
lationships between principals using the strategy principal s. The judgment
means that node n proves that that q trusts p in the global environment X
using delegations with labels that are upper bounded by {, and assuming
that r acts for s for all (r,s) € 3. We call H the assumptions of the query,
and write r = s for the assumption (v, s). We write

nIkspi=q:¢
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Bor ] Tor ] REFL ] A(S;U;/I Pq) c K
Chsp=L1:1 Chs T =p: Lt Chsp=p: L -
Chspi=q: L5
Own-1
Projy ProrR Chkso=0":1{4
Chksp=q:¢{ ROJ Chsp=p':t
P=q Chopsp™: I° p /P/ 2
Chsp™=q™: ¢ Chso:p=o:p': ULy
OwN-2 Cony-L
Chsoi e1 jef{1,2}
Chsp=o0":p' : L2 Chspj=p:t
Chso:p=o':p : 1 UL, Chspr Ap2i=p: 1
Cony-R Disy-L
Chspi=p1:4 Chspr=p:4
Chspi=p2:b2 Chsp2zp:l2
Chsp = p1/\p2 4 U, Cl—sp]\/pz %p:hl_lﬂz
DEL
Disj-R TRANS P=q @/l c Z(TL)A
je{1,2} Chsp=q: 0 Hp=qmZhslTs:l’
Chspi=pj:t Chsqi=1:42 H,p=qmlr/Cs: It
Chsp=p1 Vp2:t Chsp=r:iliUly H,nZkspi=q:t
Fwp
(= X(n).lbl om = X(m) [lbl — €n ULm]
lm = Z(m).Ibl Hn b b Ul T m™ 1
H,m,Zme— omlbsp = q: 132

ok p ,q.(’q L€y

Figure 4.11: Acts for judgment of Flamio. The meta-variable C abbreviates
H;n; x.
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to mean @;n; L = p = q : { That is, the judgment holds with no assump-
tions. We also write H;n;Z s p = q to mean I . F;n, X H p = g L.
Finally, guided by (4.1) we write

HmZkspCqg:t

to mean H;n;Z Hs g7 A pT =p~7 /A q° : { and use similar abbreviations
as above.

Many rules translate directly from FLAM, except for using delegations and
querying remote nodes for trust relationships. This discrepancy is because
the upper bound on the label of usable delegations in FLAM is given as “in-
put” to the judgment, while in Flamio the upper bound is an “output” of the
judgment.? This relieves the programmer from having to manually annotate
trust queries (and operations that perform trust queries) with explicit upper
bounds for delegation labels.

Rule Assumr states that any assumptions can be used to derive trust with-
out raising the current label any further. This use of assumptions is an
instance of a checked endorsement [11, 29], and is discussed later in this
section. Rules OWN-1 and OwN-2 derives trust between ownership projec-
tions. First, OWN-1 shows that trust between principals imply trust between
owned principals, and OwN-2 states that, if an ownership projection o’:p’
trusts a principal p and owner o’ trusts o then another ownership principal
o:p also trusts o’:p’. Rule FWD expresses how a node n can query another
node m for a trust relationship, but only if n allows the information that
caused n to contact m to be learned by m (i.e., {, T m™, which is implied
by the premise {,, U{, T m™). Furthermore, when forwarding a query,
node m must raise its current label to {,, U £, to propagate the sensitivity
of the computational context of node n. Finally, when node n forwards the
query to m, the strategy principal used by n is also used by m as other-
wise, local reasoning about trust relationship queries would be impossible
without knowing the strategies of every node in the system.

Finally, rule DeL expresses how delegations are used to derive trust. First,
a delegation that proves the trust relationship must be present (p = q@1{ €
Z(n).A), then, the label on the delegation must flow to the strategy princi-
pal s that is currently bounding how much the current label can be raised
(H,p = ¢;n; Z F € C s: (). However, the fact that ¢ is bounded by s could
also be used to leak information, so £’ should also be bounded by s. This
checking could potentially continue ad infinitum, so we apply a pragmatic
approach and require this check not to use any delegations labeled higher

“4That the upper bound on the delegation labels is an “input” to the judgment can be seen
in the FA calculus [10] where delegation labels appear in the surface syntax of expressions.
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than 5. Section 4.6 motivates this decision, which shows several interest-
ing examples that can all be implemented using this simplified checking
mechanism.

When checking if a delegation can be used in the rule DEL, the assumptions
H is extended to include the trust relationship that is being checked. This
usage of assumptions is a form of checked endorsement which was also
noted to be a useful extension to the Jif programming language [29]. To see
the effect of this style of reasoning, consider the query n; X Fp C q : { where
IMm)=Mm",A[ql) and A ={(q7” A p“ =p~ A q7)@p}. This query is
equivalent to ;X F g7 A p~ = p~ A q7 : {, so applying DEL the goal
reduces to proving p C q;1; Z - p C q: ¢/ for some ¢/, which (ignoring the
assumption) is the exact same query we started out with! However, we now
have the assumption p C ¢, and the goal follows by applying Assump. If
no assumption was added when checking that the label on the delegation
p C qg@p flows to the strategy principal q, this trust relationship could
not be proven in any finite derivation. While this situation might appear
artificial, Section 4.6 presents a use case where this problem arises naturally.

For technical reasons we assume that the delegation p > q@{ in £(n).A is
picked in some deterministic way (e.g., it is the first delegation in Z(n).A
that satisfies the other premises).

We end this section with an example of a query that morally should hold,
but which cannot be justified using our pragmatic trust judgment. Given
the following four delegation sets:

Al ={ax=b@ 15}
A ={ax=b@c,cCl@ 15}
As={ax=b@c,cCl{@d dCl{@ 15}
Ay ={axzb@c,cCl@d,dCl{@e,eC{@ |5}
and the environments 2;(n) = (n", Ay, [{]), the query n; X + a = b : £ holds

for i € {1, 2,3}, but does not hold for i = 4. To see why, consider proving the
query using DEL. We must prove that

ax=b@ce Ay (4.4)
{a=bnXstpcCl:d (4.5)
{a=bkn; Iy dT L A5 (4.6)

Condition (4.4) holds by definition of A4, and (4.5) holds by applying DEL.
But (4.6) does not hold: we can only show {a = b;n;Z4 - d C {: e and
{a = bkn; X4 - e C £: 15, but this does not imply (4.6). That is, Flamio
cannot prove that the label on the information “the label on the required
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delegation flows to the current strategy principal” is 1. We have not found
a realistic scenario where this presents a problem, and we leave lifting this
restriction as future work.

444 A Type System for Flamio.

Since Flamio controls information-flows via dynamic checks, the type sys-
tem for Flamio is straightforward. We write n;I" - e : s when expression e
can be given type s in a global type environment I' : N — (Vart Loc — s)
on node n. Note that the typing environment maps both variables and lo-
cations to types. Figure 4.12 shows excerpts of this judgment. Rule T-ABs
states that a function has a function type and that, the typing environment
for node m is used when checking the type of the body, where m is the target
node. Rule T-LAB states that labeled expressions have labeled types. Rules
T-RETURN and T-BIND are standard typing rules for monadic expressions.
Rule T-To-LABELED states that an expression tolLabeled e e; is well-typed
when e is a principal, and that the expression has type Labeled s if e, has
type s. We say a location a belongs to node n if a € dom(T%,). Rule T-NEw
states that when a reference is allocated on a node n the type of the location
returned belongs to n, and T-READ states that a reference can only be read
on a node to which the location belongs. Finally, T-WAIT states that the type
attached to a waiting expression is the type of the expression.

Given a global typing environment I' we write n;I" = ¢ if, for all a such
that $(a) = e@p and I, (a) = Refy, s it holds that n;T" + e : s. We write
nmIhE (d|es):tsifes =ej---eqp and ;T F ¢ and n;T - e @ s; for
i=1,...,nand ts = s7...sn. We lift this definition to global configurations
and write I' -, (0, Z, S)) @ ts if for all n” € N there exists a type ts’ such that
n’;T + S,/ : ts’, and furthermore, when n’ = m we have ts’ = s.

4.5 Security Guarantees

In this section, we define the attacker model and show the security guaran-
tees given by Flamio. Specifically, we show that Flamio executions satisfy
termination-insensitive noninterference (TINI) [12]. Formally, an attacker is
some principal A. Note that this principal might be a conjunction of named
principals nq /\ - - - /Any representing a set of k colluding principals. In the
sections that follow, we denote a N-indexed set of memories as a function
®: N — (Loc —v).
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T-PRINCIPAL T-VArR T-REeF
Mx)=s M(a) = Refy s
n; T F p : Principal nlEx:s n,'F a:Refys
T-ABs T-LAB
m;,x:s1Fe:LIOs; nl'Fes:s
s =s1 — LIO (Labeled s5) n; " F e : Principal
n;l“l—)\'s";@px.e:s n;TF e, @eq : Labeled s
T-BinD
T-RETURN n,Fe;:LIOs;
nlFe:s n,M-ey:sy — LIOs;
I returne: LIOs nN-e; >=e,:LIOs,
T-To-LABELED T-New
n; T ey : Principal n; '+ ey : Principal
n,TFe;:LIOs T-READ nIFer:s
s’ = LIO (Labeled s) n;TFe:Refys s’ = LIO (Refy, s)
n; T F toLabeled eq €5 : s’ nTHle:LIOs nTHneweyes:s'
T-Wair

s’ = LIO (Labeled s)

n; T F wait(s) : s’

Figure 4.12: Typing judgment for Flamio.

4.5.1 Trace Semantics

We express the attacker model in terms of a trace semantics, in which certain
operations in the language emit events which may or may not be observable
by A. The grammar for events is given in Figure 4.13. A non-empty event
(a, Z,n) contains the type of the event «, the current environment when
the event was emitted X, and the node n that emitted the event. The types
of events include: write events write(qa, e), emitted when a node writes an
expression e to reference a; allocation events new(a, e), emitted when a node
allocates a new reference a, initialized to e; call events call(e, m), emitted
when a node invokes an RPC e on node m; and return events ret(v, m),
emitted when a node finishes an RPC, returning value v to the caller node
m. In addition, we have release events release, explained below. Finally, the
empty event ¢ is emitted by operations that do not emit some other event.
We call a sequence of events a trace. We write the concatenation of traces as
t1 - t2 and we write the empty trace as «.
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evi=(a,Z,n) e
o = write(a, e) | new(a, e) | call(e,n)
| ret(v,n) | release(p, q,1)

Figure 4.13: The syntax of events.

G-STEP-RET-EV

E-WriTE-Ev S(n) = (¢n [ Elwait(s)])  S(m) = (dm [v;esm)
[..] ev = (write(a,e’), Z,n) ev = (ret(v,n), <, m)
LIk (p|la=e') = (¢ |retun ()): 0o (m-m-ns,L,S) == (n-ns, LS [nrsp,messh])

G-StEP-LOCAL-EV
nIkFSm) Ls:o

(n-ns,Z,8) = (n-ns,ZMn — ol,SMm— s])

E-AssuMme-Ev
... ev = (release(p, q,1),Z,n)

n; I (¢ |assume (p = q) @1) =5 (¢ | return () : o
Figure 4.14: Augmented semantics emitting events.

Release events Flamio is a very expressive language that permits down-
grading, i.e., intentionally relaxing information-flow restrictions on data
[83]. To define noninterference, we are concerned only with executions that
do not downgrade information to A (or, more precisely, from p to q where
p £ A and q C A). We expect generalizations of noninterference, like robust
declassification [85, 137] and nonmalleable information-flow [28] to hold for
Flamio, but in this work we consider only the case where no node down-
grades information to A. To capture this intuition, we introduce the notion
of a bad release event. Intuitively, when no bad release events are emitted
nothing is being downgraded to A.

Bad release events We call downgrading of confidentiality labels declas-
sification, and downgrading of integrity labels endorsement. As Flamio per-
mits both declassification and endorsement using delegations, a bad event
should capture both cases. We call a release event ev = (release(p, q,7), X, n)
bad, written A I~ bad(ev), if n; Z - r C A and one of the following conditions
hold:
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L. IFpCA 7 andnZ-qZA™
2 m,EIFAS Cpand ;X AT L g

The condition n; X - r C A captures that a release event can be bad only if A
can observe the delegation. Condition 1 captures bad declassifications: the
new delegation gives A the authority to observe values labeled as q since
A can already observe values labeled as p. Similarly, condition 2 captures
bad endorsements: the new delegation gives A the authority to write values
labeled as q since A can already write values labeled as p.

Examples of bad release events The release event
ev = (release(A, Alice™, 15), L, n)

generated by the local step n; Z = (¢ | assume (A = Alice™) @ 1) BN (|
e) : o (i.e., a declassification from Alice™ to A) is bad since n; £ - 1= C A (i.e.,
A can observe the delegation), ;L - A T A7 (i.e., it is a declassification
to a principal that A can observe), and n; X + Alice” Z A~ (ie, itis a
declassification from a principal that A previously could not observe).

The release event ev = (release(A, Bob*™, I5), L, n) generated by the local step
mn;Z F (¢ | assume (A = Bob™) @ 15) = (| () : o (ie., an endorsement
from A to Bob*") is bad since n; Z - 1= C A (i.e., A can observe the delega-
tion), n; Z - A< C A (i.e, it is an endorsement from a principal that A can
modify), and n; £ = A% [Z Bob® (i.e, it is an endorsement to a principal
that A previously could not modify).

Finally, the release event ev = (release(A, Charlie, I5), X, n) is bad as it corre-
sponds to both a declassification and an endorsement, as both condition 1
and condition 2 holds.

When a release event is not bad, we say that it is good, and we extend the
definition of good release events to traces: a trace t is good, written A F
good(t), if t does not contain any bad release events. Our noninterference
result, presented at the end of this section, is quantified over good traces
only, and we leave the problem of extending this result to more relaxed
notions of noninterference as future work.

A-equivalence Given a trace t the A-observable trace of t is the trace t [ A,
defined as

(e, Z,m)-(tTA) mIZIFEIM)bICA

(((X/ Z,Tl) : t) [‘A = {t r‘A otherwise
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We augment the semantics from Section 4.4 with events. Figure 4.14 shows
an excerpt of the augmented semantics (we use [...] to elide the premises
presented in Section 4.4). Except for the emitted event these rules corre-

spond exactly to the rules in Figures 4.6, 4.7 and 4.9. We write (ns, Z, SD:t>*
when there exists a configuration (ns’, £’, S’) such that (ns, Z, S)=*(ns’,£’,5)

and S’(n) = (¢ | o) for all n. We also write (ns, £, S[)g;* when (ns, Z, S[):t>*
andt’' =t | A.

We define an A-equivalence relation that makes explicit which traces and
memories an attacker A can distinguish. As they both contain expressions,
we define an A-equivalence on expressions, and Figure 4.15 shows an ex-
cerpt of this judgment. Intuitively, two expressions ej and e, are considered
A-equivalent if the current label on each context does not flow to A, or if
the label on each context flows to A and e; and e, are equal “up to labeled
values with a label that does not flow to A”. Figure 4.15 formalizes this
intuition: rule EQ-HIGH states that two expressions are A-equivalent in en-
vironments where the current label does not flow to A, and the remaining
rules state that two expressions are A-equivalent if the current label of each
environment flows to A, and the expressions are equal up to labeled values
that A cannot observe.

For most cases C I e ~% e, recursively inspects the subexpressions of each
expression, but a few cases need special care: to relate dynamically allocated
locations we use a partial bijection [17, 104] © : Loc — Loc in EQ-ADDR. The
most important rules are EQ-LABELED-1 (that makes explicit the notion that
an attacker cannot distinguish two terms labeled with a principal which
does not flow to A), and EQ-LABELED-2 (that states that A can “look inside”
terms labeled with principals that flow to A). When 0 is not important we
write n; 1,22 ey >~ ex tomeann; 29,2, ey :?4 ey for some bijection
0.

The A-equivalence relation on expressions induces an A-equivalence re-
lation on events, and A-equivalence of traces are defined as pairwise A-
equivalence of the events in the trace. We write t; ~9 t, for A-equivalence
on traces, and t; ~4 t, to mean t; ~9 t, for some bijection 6.

Finally, Figure 4.16 shows A-equivalence on memories. Rule STORE-EQ-
Emprry states that two empty memories are A-equivalent, and rule STORE-Eq-
Low states that extending two memories with A-equivalent expressions pre-
serves A-equivalence. Lastly, rules SToRE-EQ-HiGH-1 and Store-EQ-HiGH-
2 states that both memories can be extended with terms labeled with a
principal that does not flow to A without the attacker being able to dis-
tinguish the memories. We extend the notion of A-equivalence on memo-
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Eo-Hicu EQ-ADpDR
i:],z 6(a1):a2
n Ik Zi(n)bl Z A Ik Si(m)blCA i=1,2
n;Z1;}._.2|—e1 2?462 Tl,‘Z1,‘Zz|—C11 Z% az

EQ-LABELED-1
LI FpiZA  mIiFIin)blCA i=1,2

Tl;>:1,‘Z2 H €1 @p1 221 (] @pz

EQ-LABELED-2
nIiFqCA  mIiFLi(n)blCA i=1,2
nIni ke~ e

nLIiniFer@q~f es@q
Figure 4.15: A-equivalence for terms and expressions.

STORE-EQ-Low

O(a;) =ay Chkeg :% e
CiFqC A i=1,2
StoRE-EQ-EMPTY CH oy 2% (0)]
$i = dilag— (ey@q)]
Cro~f o CF ¢} ~8 o5
Store-EQ-HigH-1 Store-EQ-HigH-2
CiFqZA CoFqIZA
CH o1 =5 b2 Ckér=f b,
Ck¢rla—e@ql > d, Ck ¢~ dpala— e@q]

Figure 4.16: A-equivalence for memories. The meta-variable C abbreviates
n;Zq;%,,and C; =n; L.

ries to N-indexed sets of memories and write m;X1;Z, - @ 2?4 Y when
vneN. mIy; 5 - On) ~§ Y(n).

To simplify the statement of our end-to-end security guarantee note that, for
any n,m € N we have n; ;@ - ¢ ~, VP if and only if m; @, - ¢ ~ , .
Thus, we write ¢ ~4 ) to mean n; &; @ - ¢ ~ 4 P for some n.

Attacker knowledge We present our noninterference result using the no-
tion of attacker knowledge [12, 13]. The attacker knowledge is the set of
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initial memories that could lead to a given observable trace, and a larger
knowledge set corresponds to more uncertainty about the initial memory.
Formally, attacker knowledge, given a trace t produced by expression e, is
the set k7 (e, t).

K% (e,t) = {\y‘ (n, @, )28 Aty t’}

where S(m) = (W(n) | [e]n(m)) and

e (m) = {e ifn = m

e otherwise
ensures that expression e is initially evaluated on node n, and the remaining
nodes start with an empty list of expressions. As is standard for termination-
insensitive noninterference (TINI), the policy [46] is defined as all A-equivalent
terminating memories, which we denote by qun (D,e).

KM@, e) = (YD =4 YA (n,2,S)=")}

where S(m) = (Y(n) | [e]n(m)). TINI can now be stated for Flamio as a
guarantee that two traces, generated by two evaluations of a well-typed ex-
pression e starting with A-equivalent memories @ and ¥, are A-equivalent.
Using attacker knowledge, we can succinctly write this as the inclusion of
qu“(q),e) in k7 (e, t): all A-equivalent terminating memories generate A-
observable traces.

Theorem 4.5.1 (Noninterference). Let e satisfy n;T' e :s. If (n, @, S[)A:M}* for
S(m) = (@(m) | [e]n(m)) such that A - good(t) then k% (e, t) D k" (D, e).

The technical report [94] contains a complete proof of Theorem 4.5.1. The
theorem shows that we have securely integrated FLAM into an LIO-like
setting with a floating label, where proofs of trust relationships do not in-
appropriately reveal confidential information, nor are they inappropriately
affected by untrusted information.

4.6 Implementation and Case Studies

We have implemented Flamio as a monadic library in Haskell [95]. The
code is approximately 2,100 lines of code in total, and uses FLAM'’s efficient
query resolution algorithm for authorization queries [9]. Proof search for
trust relationships is implemented as computations in the Flamio monad,
ensuring that delegations are not used inappropriately. The case studies
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demonstrate how application-specific search strategies are used to prevent
label creep during proof search.

Along with the efficient query resolution algorithm, we cache query results
to avoid repeated network communication.” To simplify the implementa-
tion, we differ from the calculus in the following ways:

1. An RPC does not send the function that should be called across the
network. Instead, the receiver of the RPC has a table mapping identi-
fiers to functions, and the caller sends this identifier along with the list
of arguments.

2. Since query results obtained via network communication are cached
on a per-query basis, no two identical queries are sent to the same
node.

First, 1) does not lead to loss of expressivity: as shown by Cooper and
Wadler [32], a program in a calculus similar to that of Section 4.4 can be
translated by performing defunctionalization to a Haskell program (which
can then use the Flamio implementation).

Second, 2) significantly reduces network communication but means that
the implementation is unsound if the trust relationship between principals
changes during query resolution. Orthogonal work on query isolation [67]
can provide transactional behavior for distributed systems like Flamio.

Using this implementation, we have constructed three use cases for Flamio
consisting of roughly 500 lines of code. The first use case is a distributed
bank, which was already presented in Section 4.3. The banking example
shows how users can perform remote procedure calls to handle transactions
across accounts between different users. A user u can authorize user u’ to
transfer money on behalf of u by adding a delegation u’ = u@bank™ A u*
locally on u’s node. This delegation is read as “u trusts u’, and this infor-
mation is confidential to bank and has the integrity of u”. When bank wishes
to prove the trust relationship between u and u’ to authorize a transfer of
money, a proof search is issued, and using the Fwp rule, is forwarded to
node u. Node u then proves the trust relationship using the local delegation
u' =u@bank™ Aut.

In addition to the banking example, we construct a secure social jukebox ser-
vice where people schedule music during social gatherings. The third use

5We do not consider side channel attacks introduced by caching queries, such as external
timing attacks, in this work.
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case is a secure database containing confidential information about govern-
ment agencies. The third example also demonstrates how the Assumr rule
prevents infinite derivation trees in authorization queries, and how such
queries can show up in practical use cases.

4.6.1 Secure Social Jukebox Service

Suppose a group of principals N is gathered at a party and want to vote
on which songs should be played at the party, but do not want their votes
leaked to unauthorized principals, nor do they want unauthorized princi-
pals to vote on their behalf. For instance, if Alice votes for “Taylor Swift -
Shake It Off”, she wants to ensure that only principals she trusts can learn
her vote for this song. Furthermore, only principals that Alice trusts should
be able to vote for a song on her behalf.

We assume a distinguished principal ] € N (for jukebox) representing a node
on which two functions exist:

get : LIO ((String, [Labeled String]))
put : (String, [Labeled String]) — LIO Unit

Function get returns a pair (s, Iss) containing the current song being played
s, and a list of labeled strings Iss such that s’ @p € Iss represents that p
voted for s’. So if Alice wants to vote for “Taylor Swift - Shake It Off”,
she appends a labeled string "Taylor Swift - Shake It Off" @Alice using
put. By labeling her vote with the principal Alice, she knows that only
principals p such that Alice™ flows to p~ can learn her vote (i.e., by E-
UNLABEL it must be the case that Alice flows to p~). Furthermore, since the
integrity of the label on the vote is Alice™, she knows that any vote of the
form s @ Alice for some song s must be placed by a principal p such that
Alice”™ trusts p*~ (i.e., by E-LABEL it must be the case that p’s current label
flows to Alice).

Figure 4.17 shows an example of Alice voting for “Shake it Off” by Taylor
Swift. First, Alice adds a delegation that allows ] to read Alice’s labeled vote.
She then labels her vote and inserts it into the list of labeled songs. When ]
then unlabels the labeled song title, a proof search will be issued checking
J< U Alice flows to ], which is equivalent to checking that Alice™ trusts
J7 A (] V Alice)*". This trust relationship holds by the delegation that Alice
placed in Figure 4.17.

4.6.2 Government Agency Records

As a final example demonstrating the usefulness of Flamio, we show how
confidential delegations can be used to keep government agency records.
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1 (M. _ . do

2 assume |7 = Alice” @ (L7 A Alice™)

3 1ls <- label Alice "Taylor Swift - Shake It Off"

4 (curSong, votedSongs) <- get

5 put (curSong, ls :: votedSongs)) (O

Figure 4.17: Alice places a secret vote for Taylor Swift.

Suppose the CIA hires a subset of N as agents. This information should
visible only to other CIA agents, not to the general public. Furthermore,
only the CIA should be able to hire agents.

We implement an enforcement mechanism for this security policy as follows:
when CIA € N hires an agent n € N, two delegations are created: first, trust
is delegated from CIA to CIA:n. By the properties of ownership projections
[9], this delegation can be read as “CIA trusts n, but CIA controls which
principals can act for n”% To satisfy the security policy, this delegation
should be visible only to other agents, and CIA should be able to trust that
any such delegation could have been placed only by the CIA. This directly
translates into the label (CIA: AgentDB)~ A CIA* on the delegation.

Second, any agent n should be able to check if a given principal m is an
agent. To achieve this, (CIA: AgentDB)™ delegates trust to n™, meaning
that n can learn information labeled as CIA: AgentDB. To satisfy the security
policy, this delegation should also be labeled as (CIA: AgentDB)~ A CIA*.

Figure 4.18 shows how Alice can verify that Bob is also a secret agent. On
line 4, Alice and Bob are both hired as secret agents using the function hire
defined on lines 1-3.

At some point, Alice meets Bob “in the field” and wants to verify his claim
that he is a secret agent. In order for Alice to verify this claim she checks
if the principal CIA delegates to CIA:Bob. Using the strategy [Alice™ A
CIA*], Alice states that she is only interested in using delegations that have
confidentiality at most Alice, and any delegation must have been placed by
a principal that CIA trusts.

For Alice to prove this trust relationship she uses the Fwp rule and delegates
the proof search to CIA. By Fwp, she must check that Alice™ (i.e., the current
label of Alice) flows to CIA™ (i.e., the clearance label of CIA), which holds
by Bor. Applying DEL, CIA must now check that (CIA: AgentDB)™ trusts
Alice™. Applying DEL again, this reduces to showing that (CIA: AgentDB)~

®The use of ownership principals prevent delegation loopholes [9].
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isAgent <- CIA:Bob > CIA
if isAgent then [...] else [...]1)) O

1 let hire = A{A« n . do

2 assume CIA:n = CIA @ (CIA:AgentDB)™ A CIA®

3 assume n— = (CIA:AgentDB)™ @ (CIA:AgentDB)™ A CIA®
4 in (A\§A< _ . do hire Alice; hire Bob) ()

5 [...]

6 (Mgl _ . withStrategy [Alice” A CIA“] (do

7

8

Figure 4.18: Alice verifies that Bob is a secret agent for the CIA.

trusts Alice™ under the assumption that (CIA: AgentDB) ™ trusts Alice™, and
so the trust relationship is established using Assumr.

Notice that without the Assumr rule, we would not be able to prove that
(CIA: AgentDB) ™ trusts Alice™ (or, equivalently, that CIA: AgentDB can learn
information labeled as Alice): we would keep applying DEL without a way
of terminating the derivation. But, intuitively, this relationship should hold
as we have a delegation of trust from (CIA: AgentDB)™ to Alice”. Rule
Assumr allows the proof search to assume the delegation when proving
that it is secure to use the delegation, effectively expressing that “it is secure
to use the delegation because the delegation says so”: a form of checked
endorsement [11, 29].

4.7 Related Work

471 FLAM

The FLAM technical report [10] presents a security-typed language FA in
which policies are FLAM principals. Much like Flamio, FA can delegate
trust during evaluation and allows querying of trust relationships. How-
ever, the decision of whether or not to allow downgrading (i.e., adding new
trust relationships) must be performed statically using a relatively simple
type system. By contrast, in Flamio all decisions about whether to allow
downgrading are done during evaluation, meaning that Flamio can poten-
tially allow more downgrading and remain secure. As FA is a language with
fine-grained IFC the programmer is also burdened with more label annota-
tions than would be expected in similar Flamio programs.

FLAC [8] is a calculus for flow-limited authorization that allows static rea-
soning about mechanisms such as commitment schemes or bearer creden-
tials that require dynamic authorization. FLAC builds a sophisticated type
system on top of FLAM that provides noninterference and robust declassifi-
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cation guarantees. Although FLAC offers many high-level features to build
practical authorization mechanisms, it uses a limited subset of FLAM, e.g.,
it does not have distributed trust checking (corresponding to FLAM’s Fwp
rule).

Hyperflow [43] is a new processor architecture for nonmalleable timing-
sensitive IFC that uses FLAM principals encoded as bit vectors as the label
model. This encoding offers efficient computation of joins, meets, and pro-
jections. Hyperflow extends the RISC-V processor with IFC instructions and
limits how information flows through registers and memory pages. The
hardware is programmed in a new hardware-description language, Chis-
elFlow, embedded in Scala. Much like Flamio, each process in a Hyper-
flow processor contains a current label and a clearance label, but unlike our
model, Hyperflow requires the programmer to raise the current label ex-
plicitly. This decision avoids the possible side-channel caused by raising the
current label depending on sensitive information (a channel that we close
in Flamio), at the cost of putting the burden of raising the label on the pro-
grammer.

4.7.2 LIO and Coarse-Grained Information Flow

Coarse-grained IFC has traditionally been applied mostly in operating sys-
tem security [64, 140] by associating a single label with a process. LIO [117]
implements coarse-grained IFC as a monadic Haskell library using a cur-
rent label that can float up to the computation’s clearance label, similar to
Flamio.

Recent work [104, 128] on the expressiveness of fine-grained versus coarse-
grained IFC shows that they have the same expressive power. Rajani and
Garg [104] encourage the use of coarse-grained IFC as it places less annota-
tion burden on the programmer. Based on our experience with Flamio, we
agree with this observation.

4.7.3 RPCs and Distributed Computation

Our semantics for remote procedure calls is inspired by the Location-aware
Simple Abstract Machine (LSAM) [89]. A global LSAM configuration is a set
of local LSAM configurations indexed by names, and remote procedure calls
are performed by suspending the computation and transferring control to
another local LSAM configuration. Whereas LSAM considers a first-order
language (useful as a target language for compiling other languages for
distributed computation), our semantics handles higher-order functions in
the style of the source language in [32], and LSAM would be a natural
compilation target for our work.



4.8. CONCLUSION 139

Much work has been devoted to information-flow programming languages
for distributed systems. Both SIF [30] and Swift [29] are based on Jif [83],
and target web applications by tracking confidentiality and integrity of data
sent between a server and a client. Fabric [67] extends Jif with remote pro-
cedure calls and transactions, and enforces security by using a combination
of static and dynamic enforcement mechanisms. Fabric and Flamio share
many features: Both have trust orderings on principals that can be queried
and modified at runtime, and remote nodes communicate via RPC. On the
other hand, Fabric and Flamio differ in many ways: Fabric is a language
with fine-grained IFC, while Flamio is a coarse-grained system build as a
library directly on top of LIO, which in itself is a library in Haskell.

Fabric prevents information leakage from read channels (i.e., if node n ac-
cesses data on node m depending on information confidential to n, node
m learns about n’s confidential information) using access labels, but unlike
Flamio does not protect against read channels arising from authorization
queries [9].

4.8 Conclusion

This paper demonstrates the usefulness of the FLAM authorization logic for
a language with coarse-grained dynamic information-flow control, in the
style of the floating label model of LIO. The paper shows that the two sys-
tems can be combined to obtain a provably strong noninterference result
for a language with distributed computation and decentralized trust. The
language has been implemented as a monadic library in Haskell, and the us-
ability of the system has been validated via three use cases involving secure,
distributed access to shared resources.
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Chapter 5

Conclusion and Future Work

This dissertation demonstrates how secure runtime systems for modern pro-
gramming languages can be implemented, and shown to satisfy strong guar-
antees about confidentiality and integrity.

To support this conclusion, two artifacts have been presented:

¢ Pedersen and Askarov [92] presented a formal semantics for a modern
programming language with automatic memory management, and a
mechanized proof of timing-sensitive security guarantees.

* Pedersen and Askarov [93] presented a programming language for
implementing modern programming language runtime systems, and a
type system for which any well-typed program satisfies a strong no-
tion of timing-sensitive security. The language can implement secure
variants of common garbage collection algorithms, as well as secure
variants of cooperative thread schedulers.

Many questions are still open. One interesting question is regarding the
process of compiling a high-level language to Zee, the language presented
in Chapter 3. In particular, what are the semantic security guarantees one
would like from such a compilation process, and how does it relate to exist-
ing notions of secure compilation [4]?

The dissertation also shows how a complex label model, the Flow-Limited
Authorization Model, can be used to reason about confidentiality and in-
tegrity during program execution. The experience obtained from imple-
menting the language presented in [96], as well as developing the case stud-
ies, supports the conclusions made by Rajani and Garg [104] (and again by
[128]):
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[...] there seems to be some merit to preferring coarse-grained IFC type systems
over fine-grained ones in general.

A number of interesting research directions is also possible for Flamio, the
language presented in Chapter 4. The restrictions put on the DEL rule (i.e.,
the rule for proving trust relationships using delegations) can possible be
relaxed using the concept of label chains, as recently proposed by Kozyri
et al. [63]. A label chain O = {5, ... is a (possibly infinite) sequence of labels
such that {,, 1 represents the sensitivity of the label {,,. If Flamio is ex-
tended such that label chains could be used to label a delegation p = q, the
delegation rule DEL can be generalized to remove the seemingly arbitrary
restriction that sensitivity of the knowledge that the sensitivity of the informa-
tion required to prove that the label on the delegation flows to the current strategy
principal must be fully public and fully trusted information.
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Appendix A

Static Enforcement of Security
in Runtime Systems

A1 Syntax of Zee

The meta-variable ¢ ranges over commands, and e ranges over expressions.
Figure A.1 shows the syntax of commands and expressions. The commands
in the gray box refers to commands not present in the surface syntax, but
only used during evaluation. The figure also shows the syntax of security
labels, ranged over by the meta-variable k, security- and base types, ranged
over by the meta-variables s and t, respectively. Finally, the figure also shows
the syntax of patterns, ranged over by the meta-variable pat for runtime type
analysis.

As Zee allows for type variables to appear at the source level (i.e., from
universal or existential quantification), the syntax of security types include
a type variable «. This type variable includes a security label k to properly
capture the notion of raising a security type to the label of a security label.
The syntax of base types include a construct sizeof s, representing the size
of a value of type s at runtime.

Figure A.2 shows the syntax of function definitions and complete programs
in Zee. A function specifies a list of label variables, type variables, and reg-
ular variables. Similar to previous work on type systems for IFC, a function
also declares a lower bound on the program counter label (i.e., the pc label)
and, novel to our work, an upper bound on the frame label (i.e., the fr label).
A program P is a list of function definitions f follows by a command c.

Finally, the set of values are ranged over by the meta-variable v. The syntax
of values is defined in Figure A.3. Values include numbers n, addresses with
a version number v, and pairs consisting of a security level, or type, and a
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¢ == skip|letx:s:=einc]if ethencelsec|whileedoc|c;c
| xe:=e]|x:=xelatkwith bound edoc|if (kC k) then c else ¢
| match a with pat = ¢ | x == fp | f(k)(5)(€)
| let (oc:typek,x:s):=einc|let (k:levelk,x:s):=einc
| delay n | unscope(x) | epilogue

e == n|x|edelnull|unroll e]roll e|pack (s, e) as Joc: type k. s
| pack (k,e) as Ik : level k. s | sizeof s | &x

k == {|k|kUk]|kMk

s = tk|ak|s

t u= int|k—s|s@s|Jx:typek.s|Ik:level k.s|p «:typek.s
| sizels]

pat = int k| (pat @ pat) k| (k — pat) | pat | «

Figure A.1: The syntax of Zee. We write « to mean o

F = f(k:levelky)(o: type kz)(m) :]:’VC ¢

P = Fc

Figure A.2: Syntax of function definitions and programs in Zee.

v == nlay|({V)](T,v)
T o= 7l|7T|4
nm = int|[{—7T|[T@71|Jx:type.s|Ix:level. s|p :type.s

Figure A.3: Values in Zee.

value. This represents values of existential types. Runtime representations
of security types include a nonsense type value 4 representing the value of
a type of a variable that is not yet in scope. Not that the security labels on 3
and p types have been erased: they are not needed to guarantee our security

policy.

A.2 Semantics of Zee

Figures A.4 and A.5 defines the small-step evaluation judgment. The judg-
ment is written (¢, M,P,q), — (c/,M’,P’,q’),, and expresses that com-
mand c steps to ¢’ in a single step, and updates the stack (M, P) to (M, P/)
consuming q’ — q execution units.
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As the first component, M, of a stack (M, P) is a mapping from addresses to
values, there must be translation from variable names to stack locations. In
practice, this is usually done by a compiler and we abstract away from the
exact translation technique by assuming a translation function 6 that maps
variable names to a natural numbers representing the position in the stack
frame. We assume that  is injective. That is, if (x) = 6(y) then x =y. This
assumption rules out optimizations such as coalescing register allocation
that stores different variables, with non-overlapping live ranges, at the same
stack location.

Relation T 3 pat specifies that the type value T matches the pattern pat, and
is defined in Figure A.6. This relation is needed to define the semantics of
pattern matching. We write Ty, .. n, for the type value tn,, Tn,4+1,..., Tn,,
where T =14,...,Tn.

When a type value T matches a pattern pat, the semantics assigns the free
variables in pat with values obtained by scrutinizing T. The interpretation
of pat, written [pat], is a function that receives the store, the frame, and the
matched type, and returns an updated store and an updated frame. The
frame is updated to keep the type information in the frame up-to-date with
the local variables in pat.

The semantics needs to compute the size of a runtime representation of a
time, which is computed using the function |-| : T — IN |, that optionally
returns an undefined value L when invoked on nonsense types 4.

Evaluation of an expression e is given by the big-step judgment (e, m,p) | v,
expressing that e evaluates to v when giving the stack (m, p).

Similarly, Figure A.10 defines the evaluation judgment for security types
and security labels.

Finally, Figure A.11 defines the evaluation judgment for evaluation of base
types.
A.3 A Type System for Zee

We now describe the type system of Zee. Throughout this section we use
the following abbreviation to define the type of the frame pointer:

Tst(pe, fr,k) = (1 oc: typek. (3P : type fr. (y s typefr. (B-a@y)pc) L) L) L

Figure A.13 describes the typing relation, written I',TT, &, pc, fr I ¢, stating
that command c is well-typed under typing environments I and TT assuming
the flow relations in ¢ and with a program counter- and frame label pc and
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S-Is-T S-Ir-F S-WHILE-F
(e, M,P) I n n#o0 (e, M,P) |} O (e, M,P) |} O
(if e then cq else c2, M, P, q),, (if e then cq else c2, M, P, q),, (while e do ¢, M, P, q),,
— (c1,M,P,q+1), — (c2, M,P,q+1), — (stop, M, P,q+1),,
S-WHILE-T S-Skir
(e, M,P) In n#0
(while e do ¢, M, P, q), — (skip, M, P,q), — (stop, M,P,q+ 1),

(c;whileedoc,M,P,q+1),

S-AsGN
(e, m-M,P) | v m’ = m[8(x) + fp(m) — V]

(X =e,m- M,P/q>v - <St0p,m/ ’ M’P’q +1>V

S-WRITE
mi = (mg,vi) eM ael  vi<y
<61,M,P> ilay <62,M,P>UV

(xe1 :=e2,M,P,q), — (stop, M[a — V],P,q+ 1),

S-READ
M=m-M’ mi = (mg,vi) eM acl vi<y S-AT
(e, M,P) || ay m’ = m[5(x) + fp(m) — M(n)] (e, m,P) | n
(x :=xe,m-M,P,q), = (stop,m’-M',P,q+1) (at k with bound e do ¢, m, P, q),, —
(c;delay n,m,P,q+ 1),
S-FP
S-DELAY V= (COd (parg)/ (COd(plocal)/fp(m)v))
n<q m = (my,Vv) m’ = m[5(x) + fp(m) — V]
(delay n,m, P, q), — (x:=fp,m-M,p-P,q), = (stop,m’-M,p-P,q+ 1>V
(delay n,m,P,n+1),,
S-LET
M=m M’ (8, P) type T (e, m,p) v
m’ =m[5(x) +fp(m) =Vl P’ =PPiocal = Plocallx — ]

(letx:s:=einc,M,p-P,q), — (c;unscope(x), m"-M’,p"-P,q+1)

S-UNSCOPE
" = pllocal + p.locallx — 4]]

P
(unscope(x), M, p - P,q), — (stop, M,p"-P,q+ 1>V

Figure A.4: Small-step relation for commands.
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S-UNPACK-LEV
P:p-P/ <S,p/> U’typeT <€/m/P>U(€1,V2)
P/ = p[pvar — pvar[K — €1]/p|oca| = plocal[X — ]
M=m M’ m’ = m[§(x) + fp(m) — v3]
(let (k:levelk,x:s):=einc,M,P,q),
— <c; unscope(x),m’-M’,p’-P’,q+ 1>V

S-Unrack-Ty
P=p P (s,p") bype T (e, m,p) | (T1,V2)
p/ = p[Pvar — pvar[fx — T1]/ Plocal plocal[X — 7]
M=m-M" m' =m[8(x)+fp(m) — v3]
(let (: typek,x:s):=einc,M,P,q),
— (c;unscope(x), m’"-M’,p"- P/, q+1)

S-EPILOGUE

(epilogue, (1, [mq[,v1) - (I3, Im2l,v2) -M,p-P,q),
— (stop, (I3, |m2|, max(vy,v2) +1)-M,P,q+1),

S-MATCH
argmin(t 3 pat;) = j (%, p) Vtype T [pat;](p, ) = p’
i=1,...n
(match « with (pat; = ¢i)i=1,..n, M,p-P,q), — (¢;, M,p'-P,q+1),
S-CaLL
IF(f) = <K], .

co k(@ ) (X1 587, .., X8 ) =¢C
(ki, P) diab (51, P) Jtype Ti (ei, M, P) J vi S-SEQ-CONT
<5{/P/> btype Til M=m-M' m’ = (]Ilr |ml|/ V) C{ 75 stop
P = (pvarrpargSrplocal) P’ p/ = (pCarlp;rglpI/ocal) <C1/m/ P, q>y — <01/m// PI/ q,>vr
Poar ={ki—= G li=1,...,JU{ =T |i=1,...,m}
Pag =i =T li=1,...,1

p|/0c3| = {X — 1 | X E c} <C1;C2'm’P’q>v - <C€;C2,m/,P/, q/>v/
I — {6(x) +sp(m) |i=1,...,71} S-Se0-Stop
U{sp(m)}U{8(z) +sp(m) | z € ¢}
|ml| _ {sp(m) — (COd(parg), (CO'd(‘p|oca|),fp(m)v))}
U{8(xi) +sp(m) = vi |i=1,...,7}

<f<k1/-..,kn><51/---rsm>(e11--'/eT)/M’P’q>V
— (c;epilogue, m"-M,p’-P,q+1)

(c1,m,P,q), — (stop,m’,P’,q")_,
(c1;¢2,m,P,q), = (ca,m’,P’,q")_,

S-INsT
v+1

(¢, m,P,h,q), — (c/,m', P ,h,q") ,
<C1m/ Plhl q>\, — <C//m,/P,/h,/q,> ’

Figure A.5: Small-step relation for commands (cont).
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T 3 pat Ty Jpat;i=1,2
intf < int k (€1 — 1) €2 2 (k1 = pat) k2 (T1 @ 12) € 3 (pat, @ pat,) k
T=n |patl=m m<n

vie{l,..., m—1}. 71 3 pat; Tm..n 3 pat,,

T T 3 pat

Figure A.6: Semantics for pattern matching.

"

[pat,](p,t1) =p"  [pat,](p’,2) =P
l(pat, @ pat,) <] (p, (t1 @ 12) €) = P"[x — {]

[int «](p,int{) = p[k — {]

/

[pat](p,©) =p
p” =p'lki = b, k2 — 0]

[(x1 = pat) 2] (p, (&1 — 1) €2) =Pp

i [«](p, T) = plot = 7]

TM=n |patl=m m<n po=p
Vie{l,...,m—1}. [pat](pi—1,Ti) =Ppi
[[Patmﬂ (pm—hTm...n) = P/
WH(@T) :p/

Figure A.7: Semantics for closing the free variables in a pattern.

|t =1
n
|T1/"-/TTI| :Z|Ti|
i=1
4= 1

where L +n=n+ 1 =1 foralln € IN.

Figure A.8: Computing the size of a runtime representation of a type.
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E-N E-VAr E-BinOr E-NuLL
<- UM . m(8(x) +fp(m)) = v ey, m,p) I vi ViBvy =v v = VERSION(m)
n,m, n
P (x,m,p) Jv (e1 ®ex,m,p) v (null, m,p) | 0y
E-S1zeOF E-Pack-Ty E-Pack-Lev
(s,P) dtype T (s,P) bype T (e,m,p) | v kp)habt  (e,mp) v
(sizeof s, m,p) | || (pack (s,e) as _,m,p) | (T,v) (pack (k,e) as _,m,p) | (¢Vv)
E-UNROLL E-RoLL E-ADpDROF E-S1zeOF
(e, m,p) v (e, m,p) yv v = VERSION(m) (s,P) Utype T

(unroll e, m,p) | v (roll e,m,p) |} v (&x, m,p) | (8(x)+fp(m))y (sizeof s, m,p) | ||

Figure A.9: Semantics for expression evaluation.

E-SECTY-SECTY E-SecTy-ProD E-SECTY-VAR E-LEV-VAR
tp)dm (k,p) ab € (si,P) bype 11 i=1,...,m pla) =71 p(k) = ¢
(tk, p) Utype Tl (5,7) lhiype T (0, p) Jeype T o p) ths €
E-LEv-Jorn E-LEV-MEET
ki, P) biab & ki, P) biab & Ee-LEV-LIT e
(k1 Uka,p) hab &1 UL (k1 Mka,p) hab € M€ &, p) biab

Figure A.10: Semantics for security type evaluation.

E-Ty-INT E-Ty-PtrR E-Ty-SPTR
(int,p) | int () hab € (s, P) Utype T (si,P) dype Ti 1=1,2
P (ks s,p)l =T (s1 @s2,p) L T1 @1y
E-Ty-Ex-Ty E-Ty-Ex-LEv
(Ja : type k. s, p) J Joc: type. s (Ik :level k. s, p) | Ik : level. s
E-Ty-S1zeOF

E-Ty-Rec

/ T
(Lo typek. s, p) L o type. s (s,P) Yype

(size[s],p) | int

Figure A.11: Semantics for base type evaluation.
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(tkq)*2 =t (ki Ukz)

(s1,...,s0)% =S87,.-+,5n
(o(k])kz — (xk1ukz

Figure A.12: Raising the sensitivity of a security type by a label.

fr, respectively. Figure A.12 defines an operation on security types for raising
the sensitivity of the security type with a label. This is most often used to
capture the requirement that one security type s’ has to be more sensitive
than another security type s, but also be more sensitive than the program
counter label or frame label, i.e., sP° <:s’.

Relation TT = pat ~» T’ : s defined in Figure A.14 is used to extend the
typing environment when type checking commands executed after match
command. The relation specifies that a scrutinee can safely be assigned
type s if the runtime value matches the pattern pat assuming environment
IT is updated to TT’. Finally, the label k represents an upper bound on the
information that influences the type of s.

Relation s7 [®]s2 — s, given in Figure A.15, computes the type s of the
result of evaluating a binary expression @ on two expressions of type s;
and s, respectively.

Figure A.16 defines the typing relation for expressions. Relation I',TI, ¢
e : s specifies that expression e has type s in the typing environment I' and
assuming the constraints ¢.

Relations TT, d Fiype s 0 Kk, T, b Fyype t 0 k, and T Fiap k @ k/, defined
in Figure A.17, defines well-formedness rules for security types, base types
and security labels.

A.4 Semantic Well-Formedness

Relation P I k1 C k; specifies that £1 T {; holds, where k; evaluates to ¢; in
stack frame P.

E] Efz (’,1 Zfz
(ki) P) bap & 1=1,2 ki, P) b & 1=1,2 PEd; i=1,2
PEk Eka PEK Zk PEd;Ads
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T-LeT
NI, dFe:r T, Feype st k b1t < s
fr' =fruk Mx = sl, T, ¢, pe, fr' ¢
ILTL, &, pc,fr-letx:s:=einc

T-AT
¢ Fib k:pe LT, ¢ Fe:intpe bFpcCk LI, ¢,k frc
I, TT, &, pc, fr - at k with bound e do ¢

T-Ir T-FP

ﬂ; (1) l_labﬁ’ :k
¢ F Tselpe, fr, k)PC < T(x)
I, &, pe, fr = x == fp

I, ¢ - e:intpc
L, pe,frcii=1,2
I, TT, &, pc, fr = if e then ¢y else c;

T-MarcH

M) = typek bFKCpc ITE pat; ~ Tl @ s¢
Flsi/od, Milsi/od, g, pe, fr = cilsi/o
I, T, &, pc, fr - match « with pat = ¢

T-UNrACK-TY
I, ¢Fe:(3x:type ky. 1) pc G <s
I =T+ s] T = Tlex — type, ] T, & Feype T k2
frf=frukiuky T, ¢,pcfr' e
I,TL, &, pe, fr = let (o : typeky, x:s):=einc

T-UNPACK-LEV
I, ¢ Fe: (3k:level ky. 1) pc b1 <s
I =T[x — s] M =T[k — levely, ] T, & Feype T2 k2
fr/ :f}’l_lk] Liky F’,ﬂ’, (]),pc,ﬁ‘/ Fc
I, &, pe, fr = let (k :level ki, x:s) :=einc

T-FLowsTo
T, & Fiab ki« pe
r/”/d)/\k1 E kZIPC,fV H C1
T, 0 Ak L ko, pe,fri=co
I, T, &, pe, fr = if (k1 C k2) then ¢ else ¢z

T-InsT-C
I, &, pe, fri-c

I, T, &, pe, fr-c

T-WHILE T-SEqQ

I, ¢Fe:intpc  T,T, @, pe fri-c ML ¢, pefric i=1,2
I, TT, &, pe, fr = while e do ¢ T, &, pe, fr = ci;ca

T-CALL
F(f) = (kq :k],...,Kn:li(oq :k%,...,ocm:k%lﬂ)q :181,.
T & b ki 2 & (ki1 /kiz1, .0, ke /K]
TT, & Fiype St : kflkn/Kn, ..., k1 /k1l[si—1/ct1,...,51/q]
I, b ei:silkn/Kn, ..., K1/K1llSm/%m, ..., 81/1]
d)kac[kn/Knl---rk]/K]] = pc (b'_frgkfr[kn/Knr---/k1/K1]
I, ¢, pe, fr=f(ki, ..., kn){(s1,...,sm)(e1,.

K
e Xr 1 Sy) —>km 1

.. er)

Figure A.13: Typing relation for commands.
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ITH int kK ~ Tk — level k] : intk IME o~y Mo — type, ] : «

T+ paty ~ TTy @ 89 Iy Fpaty, ~ Tz 0 s

T E (pat, @ pat,) k ~ T [k — level,] : (s1 @) k

T pat ~ T 0 s
TTE (k1 + pat) k2 ~x T [k = levely, k2 — level k] : (kg — s) k2

Mo =TT
ﬂi_] Fpati'\»kﬂi:si 121,...,T1

MEp1,..,Pn~k Tn:81,...,5n

Figure A.14: Generating typing environments.

intky [@]intk,; — int (kg Uky)
(s1 @s-sy) kg [+] size[s] ky — (s1-s @s2) (k1 Uka)
(s1-s@sy) kg [—]size[slky — (s1 @s-s2) (k1 Uky)
(k= s)ky [+]intky — (k— s) (k1 Uka)
(k= s)ky [-]intky — (k— s) (k1 Uk2)

Figure A.15: Relation specifying the type of the result of a binary operation
when given the type of the two operands.

Figure A.18 describes well-formedness for configurations, which uses well-
formedness of values. This relation is in defined in Figure A.19.

A.5 Attacker Model

In this section, we define the attacker model we consider.

We define a semantics augmented with events, given by the following gram-

mar:
ev == elrd(x<+v,q)

| unp({,x:Tt<+v,q)|let(x:T<+v,q)]|ev

We extend the small-step operational semantics, defined in Figure A.4, with

events, and write the augmented semantics as (¢, m, P, h, q),, 2/, m',P" W, q")

-vl.

We write p1,p2 F vi =% vz : T1 X T2, when an attacker at level A cannot
distinguish values vy and v;. This judgment is defined in Figure A.20.
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T-Pack-Ty
T-Num T-VAR TT, d Fiype S2 I, ¢ - e:salsy/x]
IT, & Fiype s1 1 kg t =dx : type k1. s2
ILI,oFn:int L I, b Fx:T(x) I'TI,b - pack (s1,e) ast:tL
T-BinOp
T-S1zeOF IT, ¢ = eptsy T-UNROLL
I, $ Feype st k s1[®]s2 —s I, oFe: (na:typeks. s) ks
I',TT, & | sizeof s : size[s] k I,bFes ®ex:s I, T, ¢ Funroll e : s[(p1 o : typeky. s) k2/al k2
T-NuLL-Hear
T-RoLr T, & Fype s T-NuLL-STACK
LI, o Fe:s[(po:typeks. s)ka/al ks T, & Fiab k T, Fype si 1=1,2
I, dFrolle: (pa:typeks.s)kaUks I, oFnull: (k—s)L LI, b Enull:(s1@s,) L
T-PAck-LEv
IT, & Fiype s I, ¢ Fe:slk/k] T-ApDROF T-Sus
¢ Fap k: K/ t =3k :level k. s MNx) =s LT, b Fe: sy dFsy<isy
T, F pack (k,e) ast:t L NToF&x:(@s) L IMT,bkEe:sy

Figure A.16: Typing relation for expressions.

As both security types and security labels have a runtime representation, we
need to specify which security type values and levels an attacker considers
equivalent. Figure A.21 formalizes these notions.

Finally, Figure A.22 defines A-equivalence for events. This relation is writ-
ten I' | p1,p2 F ev =4 ev. Figure A.23 defines A-observability of events,
specifying when an attacker A can observe the event ev. This relation uses
observability on security type values, which we define as

TLCA2I(C A

Note that a neither a product security type, nor a nonsense security type, is
ever observable. This is due to the fact that no variable will ever be typed
with these constructors.

Given a trace t we write [t]|4 for the trace containing only A-observable
events. It is defined inductively as follows:

leja=c¢

L(ev, T, p) - t]a = {(ev’ Fp)-ltla TprenEA

|t]a otherwise
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T-SEC-TYPE
T, d Frype t: kg T-SEC-VAR T-SEc-PrOD
T & Fap ki ko M) = typekq I, Fap k: ko M Fypesitki i=1,...,n
T, ¢ l_type tk:kyUk2 T, ¢ |_type (Xk:kJ ko IT, ¢ l_type S1,+++,8n tUi=1,..n ki
T-Sec-SuB T-BASE-INT T-BASE-SPTR
IT, ¢ Feype s : kg ¢ Fki Ekp ) T, d Frype si: ki
IT, ¢ Feype int: L
T, d l_type s:ky T, d l_type S1@sy:kyUky
T-Base-Ex-Ty
T-Base-PTrR ¢ Fiab k: kg
T, & Fiap kKt kg T, d Feype s : k2 Mo — typek], & Fype s : k2
I, & Feype k= s 1k LUkp T, & Feype Jx : type k. s : kq LUkp
T-Base-Mu
T-Base-Ex-Lev ¢+ ki CK
I ¢ Fiab k kg K & FV(k2) TTloc — type k/]} ¢ Fap s 34 T-BASE-S1zE
Mk — level k], ¢ Fiype s : k2 ;¢ Fiap k1 1 K/ T, ¢ Feype s 1 k
T, & Fiype Ik : type k. s : k1 Lk, TT, ¢ Feype (1 @ typek. s) : k/ T, & Feype sizels] : k
T-Base-Sus TLabL T-LAB-VAR T-LAB-JoIN
M dFypes:ki  dFk Cka ﬂdﬁ IT@‘J_ M(k) =levelk  ThdpFapkizk{ i=1,2
T, ¢ Feype s © k2 /b Ty Kik T Fap kg Uka K] LK)
T-LaB-MEET T-LaB-Sus
b kitki i=1,2 bk Eka I & Fiap k: kg
T, & Fap kg Mka : kj UK, T, b Fap k: ko

Figure A.17: Well-formedness relation for security types, base types and
security labels.
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NI, ¢ E (¢, M,P,h,q), =TT, = (M,P,h)

I, ¢ E(m,p,h) IT,¢ F (M,P,h)
I, E (g,¢,h) I, o E (m-M,p-P,h)

I, ¢ kE (m,ph) £
(Vx. T(x) = s Am(d(x) +fp(m)) =vA(s,p) bype T = T, T, 0 EMPR Y0 A
(V. () = typek A x € dom(p) = Ft.p(a) =7) A
)

(Vk. TT(k) =level k Ak € dom(p) = L. p(k) =1¢)

ML g EMPRy r 292 TTT ,:IZ\A,P,h VT

Figure A.18: Well-formedness of configurations.

NI oENMPMvr NI EMPMnrinte T T,¢ FEMYPM s sizelt] ¢

M=M;-m-M; m(a) =v = F,ﬂ,dﬂ:QA'P'hv:Tz
ML G EXPM (a—m))

ML g EMPR o (1) @ 1) ¢

ML oM ay o (6, — )¢ (s[/x],P) Yype T T, T, EMPHy - gl
I, & EMP R ay s (e, 1)L ML g EMPR (0v) 1 (3k: level. s) ¢/[z]

(s[t/ad, P) Jtype T’ M ¢ EMPR 7't

I, ¢ EMPR (1,v) 0 (Fa: type. s) ¢

(sl(p o : type. s) €/a, P) Jeype T I, ¢ #ygf'h v:T
I, ¢ |=’Z\/1'P'h v:i(po:type. s)t

Figure A.19: Well-formedness of values.
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EQ-VAL-0 Eo-INT-Low Eo-INT-HIiGH
(CA LZA i=1,2
P1,P2 F Vi :?4\12:11 X T2 P1,p2Fn =% n:int{ x intl P1,p2 Fny =4 nytintdy x intd,
EQ-SPTR-LOow EQ-SPTrR-HiGcH
(CA GLZA
Pi,p2Fay =% av:(m1 @)l x (11 @T12)( PLP2Fay =4 ay: (T @ 1Y) & x (T @T3) L
EQ-PTrR-Low EqQ-PTr-HicH
'CA Uz A
P,P2Fay =4 av: =T x (=Tl pr,p2Fay =5 ay: (b — 1)l x (L2 —712) 8
EQ-Ex-Ty-Low Eo-Ex-Ty-Hicu
(silti/od, pi) dype Ti' P, P2 VI =H Va1 x Ty LIZA i=1,2
LCA  1f=Ca:typell.si)l i=1,2 ) = Ga:typell.si)l; i=1,2
p1,‘p2|—’f1 :ﬁTzzﬂ{xﬂé 'p1,‘p2f—T1 :A’Q:E{X%
P, P2k (T1,v1) =7 (12,v2) 1 11 X 15 P P2k (T1,v1) =5 (12,v2) 1 1) X 15
EQ-Ex-LEv-Low EoQ-Ex-LEv-HicH
(sil6i/K], pi) Viype TV P, P2tV =4 vt x 1Y UZA i=1,2
LCA  ti=(Ik:level {.s:)¢ i=1,2 Tl = (Ik:level {{. s) ¢! i=1,2
€1:f4€2:€1><€£ €1:A€2:€{X€£
prp2k (€,vi) =7 (€2,v2) 1 T] X T) prp2t (G,vi) =7 (€2,v2) i) X T)
Eo-REC

€1:A€2:f]><€2 p1,p2|—€€:A€£281X€£
(sil(n oc: typeli. si) U/, pi) Uype Ti  P1,P2 VI =% ' v2:iT1 X T2
P1,P2FVvi =% va: (Lo typely. s1) 0y x (Lo typels. s2) €5

Figure A.20: A-equivalence for values.

U'CA (CA (CA
p1,'p2|—’7t€:A7T€:£/><e/ P1,p2FT=aT:{x1 P1,P2F ¢ =44 :Lx?
GLIZA i=1,2 U'CA UZA i=1,2
p1,p2|—T1:AT2:€]X€2 EZAEZE/XBI B]ZA€2:€€X€£

Figure A.21: A-equivalence for security types and levels.
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<F(X)1pi> Utype T i=1,2
P1,P2bEVIi=aVv2:iTi X T2

IFp1,p2be=ac¢ I p1,p2 - asgn(x <= v1,q) =4 asgn(x < v2,q)

<F(x),pi> U’type Ti i= 112
P, P2EVI =4 Vv2:iT1 X T2
I p1,p2Frd(x < vy, q) =4 rd(x < v2,q)

by =4 €: 0 x{; PL,P2EVI =4 Vv2:iT1 X T2
Il p1,p2 Funp(ly,y:T1 < Vvi1,q) =4 unp(l2,y : 12 <~ v2,q)

PLP2FVI=4Vv2:iTI X T2 I p1,p2tevr =4 ev
I p1,p2tlet(x:ty < Vvi,q) =4 let(x: 12 < Vv2,q) I p1,p2evy =4 ev2

Figure A.22: A-equivalence for events.

Ev-OBs-Rp Ev-OBs-Unpr-1 Ev-OBs-UnpP-2
(F'(x),P) Jtype T TC A (CA TC A
MNpFrdix<v,qCA LpFunpll,y:t+v,q)CA LpFunplly:t+v,q)CA
Ev-OBs-DecL Ev-OBs-INsT
TC A INPevC A
Npkletx:t+v,q)CA NPFRevC A

Figure A.23: A-observability for events.

Given two traces t1, t, we say they are A-equivalent, written t; =4 t2, when
([t1]a)i =a ([t2]w)i fori=1,...,n where n =|[t; |4l = [[t2] 4l

We write (c, m,P,h, q), At (c/,m’,P’,q"),, when (c, m,P, h,q), A (c’,m',P’',q")

and t =4 t'.

V/
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Finally, we define a notion of A-equivalent stack frames:

vx, 1. (T(x),pi) Uf;,m T AMi(8(x) +fp(my)) =vi = pr,p2FVvi=aVv2:T

4y

(53
X Tz

I (p1,m1) =4 (p2, m2)

pcC A  TE(p1,m)=xa(p2,m2) TE (P, M) =a (P2, M2)se;
IME(p1-Pr,my - Ma)pepe; =4 (P2 P2, m2 - M2)peie;

pc’ ZA  TH (P, M), =a (P2, M2)pe;
ME(P1, Mi)pe; =a (p2- P2, m2 - M3)

pe’-pey

pc’ ZA  TH (P, Mi)g; =a (P2, M2)pg
Ik (p1 ~P1,m1 'Ml)pc”ﬁ =A (Pz, Mz)m ' (S,E)g =A (8, 8)5

A.6 Required Properties of the Instantiation
Languages

Obviously, not all languages are valid instantiation languages. For instance,
a bad instantiation language could leak sensitive information through a di-
rect/explicit flow (i.e.,, an assignment low := h). To filter out these bad
instantiation languages we require the following three properties about the
semantics of the instantiation language.

First, the execution must be safe with respect to the well-formedness defini-
tions (i.e., Definition A.18).

Property A.6.1 (Single-run reduction safety). If

T, ¢, pe fr (¢, M,h, P, q), — (c/,M', W, P/, q") ,:T", 11", &', pc’ fr'
it holds that T C T/, T C TI', v < v/, and ¢’ = . Finally it holds that
r,m,¢" & (c',M’,h/,P’,q"),, P'EG and T',TU, ', pc’, fr' I ¢’.

Second, the execution semantics of the instantiation language must satisfy
a single-step noninterference property. This property guarantees that A-
equivalence of memories and traces and preserved during execution.

Property A.6.2 (Single-step noninterference). If I' + (P1,M1) =4 (P2, M3)
and ¢+ pc C A and

ML &, pe,fr (¢, Mi, ha, Py a)y, = (e{, M{ WG P a”) o T T b, e, fr

fori=1,2thenT{ =T;, T =TI5, T{ F (P{,M}) =4 (P53, M}), q; = q5 and
[/ | Pl Py - 0y =4 cOo.
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Finally, the semantics must satisfy a confinement [66] property.

Property A.6.3 (Confinement). If ¢ - pc £ A and

T, &, pe fri= (¢, M,h, P, q), = (c/,M/,h/, P, q")_,: T, T, &', pc’, fr'

thenT' = (P,M) =4 (P/,M’) and ¢',P' Fev [Z A.

A.7 Noninterference for Zee

We write (¢, m,P,h, q), —* when there exists a configuration C with com-
mand stop such that (c, m,P,h,q), —* C, and we use similar notation for
the event semantics.

Given a trace t, the attacker’s knowledge k4 (c,t) is the set of stacks such
that the execution of ¢ produces an A-equivalent trace:

kalc,t) = {(M,P) ‘ (¢, M, P) M}

Note that a larger knowledge set corresponds to an attacker obtaining less
information, and smaller sets correspond to a more precise knowledge. To
define termination-insensitive noninterference, we define M 4 r(c, M1, P7)
as the set containing A-equivalent stacks that generates a terminating exe-
cution of c.

M c, Mq1,P1) =< (M5,P
Aa,rlc,Mq,Pq) {( 2,P2) Al My, Py} *

I'=(P1,M1) =4 (P2, Mz)}

Using attacker knowledge and the set of terminating memories, we can de-
fine the noninterference policy as follows.

Definition A.7.1 (Termination-insensitive noninterference). A program c sat-
isfies termination-insensitive interference wrt. typing environment T if, for all M

and P it holds that (c, M, P) At implies k4 (c,t) D M4 r(c, M, P).

The soundness of our type-based enforcement mechanism is now formal-
ized by the following theorem:

Theorem A.7.1 (Soundness). If I' - ¢ then c satisfies Definition A.7.1
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To prove this, we define a semantics that bridges over high events as follows.

BriDGE-STOP
evlZ A stop(C’)
r’n’d)’pc’fr l_ C ﬂ) C, : r/lnll (b/;PC/,fV/

T, T, b, pc,fr=CAy C T, T, ¢/, pc’, fr!

BripGe-Low
evC A

T, é,pe,fr - C 5 €T/, ¢/, pe! fr
T, T, &, pe, fri= C m‘g’ C':T, T, ¢, pc’, fr'

BRIDGE-TRANS
oA
ML, pe fr= C 5 Pl T, ¢ pe !
r/,”/’d)/,pc/,fr/ l_ C/ mi] C// . r//,ﬂ//,d)//,pcll,ﬁ’//
I, T, &, pe,fri=C mefﬁ,rn c’.r,m’, ", pc”, fr"

We write {s for a list of levels (.

Lemma A.7.2 (Confinement). If T',T1, &, pc, fr = ¢ and €yc Z A and

OILT T (6, MU P, q | e - Uspe), A% (!, M/, 1/, P, q" | ts”)

-V/

then T+ (P,M) =4 (P/,M’) and ev I A.
Proof. Induction in n, using Property A.6.3 the case of ¢ = c. O

We write pcs for a list of labels (i.e., pcs = pc). The soundness theorem is
now proven by proving a stronger theorem:

Theorem A.7.3. If

1. T,TL, &, pc,fr-c
2. pFpcC A
3. T+ (P, My )pcs1 =4 (P2, MZ)pcsz

4. T,TL, ¢, pe,frt (¢, M1,P1, 0, q | pesy ), ~mi (ef, Mf, Pl Ry, qf [pelf),,
LTI 1 et )

5. T,TL, ¢, pe,fr = {c,M2,P2,ha,q2 | pcsz>y ~R2 {ch, M5, Ps RS, g | pcs§>y, :
3,5, &3, pes, fra
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then

1. T{ =T and 11} =TT} (call these T and T1')

2. evq =4 €0y

3. T/ F (P1, M} )pes; =a (P5, M) et
4 91 =4

5. ¢y =c}

Proof. Induction in ny. For n = 0, assumption 4 must be either an instance
of BRIDGE-STOP, or BRIDGE-Low. Proceed by induction in c. For n > 0,
assumption 4 must be an instance of BRIDGE-TRANS. Proceed by induction
in c. For the case of ¢ = at k with bound e do ¢’ we apply Lemma A.7.2 when
(k,P) {1ap ¢ and € Z A. For ¢ = c the result follows by case analysis on
Hypothesis 5 and Property A.6.2. O

Finally, we can relate the traditional semantics with the bridge step seman-
tics using the following Lemma.

n
Lemma A.7.4 (Adequacy of bridge steps). If C — C” then either k = 0 or
, n—k—1
there exists C', ev and t’ such that t = ev - t" and C N C’ N c”.

Proof. Induction in n. O

Theorem A.7.1 now follows by picking pc = L in Theorem A.7.3 and re-
peated applications of Lemma A.7.4.






Appendix B

Programming with
Flow-Limited Authorization:
Coarser is Better

B.1 Syntax

The syntax of FLAM principals is shown in Figure B.1. The meta-variable
p range over FLAM principals, which include the bottom principal, the top
principal, named principals, the conjunction and disjunction of two princi-
pals, basic projections of principals for obtaining the integrity or confiden-
tiality part of a principal, and owned principals.

The syntax of Flamio is shown in Figure B.2. The meta-variable v ranges over
values, which include boolean literals, the unit value, principals, addresses,
variable names, abstractions living on the machine belonging to node n,
pairs, lists, and two special constructs used during evaluation.

The meta-variable e ranges over expressions, which include standard con-
structs such as values, applications, projections, conditionals, elimination of
lists, fixpoints, monadic operations, allocation of, reading from, and writing
to references. The language embeds LIO like constructs such as labeling,
unlabeling, mitigation of label creep, operations for obtaining the current
floating label, the clearance, and the current strategy, obtaining the label of
an expression, evaluating an expression in a new delegation scope, dynam-

neN
pu=L|TIn[pAplpVplp™IpT Ip:p

Figure B.1: Syntax of FLAM

165
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v u=true|false | () | p | alxl?\TT‘@px.el (e,e)|exe
Inil | e@p | (e)°
ex=v|ee|mel|ifetheneelsee|caseeof ee|fixe
|returne|e>=¢e|neweel!ele:=e|labelee
| unlabel e | toLabeled e e | getLabel | getClearance
| labelOf e | withScope e | e = e | withStrategy e e

| assume (e 3= e) @ e | getStrategy | wait(T)

| toLabeled,, q e | resetStrategyy(e) | resetScopey (e)
T = Bool | Unit | T — T [t] | (T,T) | Principal | Labeled T
| LIOT | Refy T

Figure B.2: The Flamio language

ically checking authority, evaluating an expression with a new strategy, and
modifying the trust relationship between principals.

The meta-variable T ranges over types and include the type of booleans, the
unit type, functions types, lists types, products, the type of principals, and
the type of labeled values, the monadic type that evaluates to a value of type
7, and finally the type of references on node n pointing to values of type 7.

Figure B.3 describes the syntax of evaluation contexts, ranged over by the
meta-variable E. The syntax corresponds to a call-by-name evaluation se-
mantics, similar to that of LIO.

Ei:=[]|Ee|mE|ifEtheneelsee|caseEof ee|returnE|E >=c¢
|new Ee|!E|E:=e|label E e | unlabel E | toLabeled E e | labelOf E
| withStrategy E e | assume (p = E) @ q | assume (E = e) @ q | assume (e = e) @ E
[Exelp=ElEe

Figure B.3: Evaluation context for Flamio.

B.2 Local Semantics

The semantics is split into several layers: a reduction relation es — es’ for

pure expressions is given in Figure B.4. This forms the bottom layer of the
semantics.
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return v — (v)4° WO >=e—ev

i (e1,€2) — e

case (epq :ey) of e1 e2 — €2 eng €y

if b then ei,e else efse — €p

167

fix e — e (fix e)
case nil of e1 e2 — e

e—e'

labelOf (e @ S
abelOf {e@p) = p Ele] — Ele']

Figure B.4: Pure reductions for Flamio.

E-L1irT-PURE
es — es’

nIE(ples) = (b|es):Z(n)

E-GET-LABEL
{=ZX(n).lbl

n, X F (| getLabel) — (¢ | return £) : X(n)

E-Arpr
nLIFEIM)bICpCEn™: ¢
e’ =eiler/x] >=Ax.x@p
nIFZm)blueCn™
o = £(n) [Ibl = £(n).Ibl LI {]

IE (| (Afgpx.e1)e2) = (dle'):o

E-ReaDp
dla) =e@p
nIFEEIMm)blupULEn™
o=ZX(n)[lbl— Z(n).Iblup (]

nIEEIMm)blUpEn™ ¢

E-Crx
nIkE(ple) = (d'|e):o

nmEIE ()| Elel) = (b’ |Ele]): 0

E-GET-CLEARANCE
n; L+ (¢ | getClearance) — (¢ | returnn™) : £(n)

E-New
a ¢ dom(¢) nIEIMn)bICpCn™: ¢

nIkFXZ(n)blUlCn™ ¢’ ' =dla— e@p]
o = 5 (n) bl = Z(n).Ibl L

Ik (p|newpe)— (b’ [returna): o

E-WRITE
b(a) =e@p nIFEIM)LbIEpEn™: ¢
nIEEZn)blueCn™ "'=¢[a— e @p]
o=2x(n)[lbl = X(n).Ibl ¢

nmEIE(d|!'a)— (b|returne): o

nIF{(pla=¢e')—= (d'|return()): 0

Figure B.5: Monadic reductions for Flamio.

At the next layer in the semantics is the monadic local reduction steps n; Z -
(b ]es) — (¢'|es’): o performed by a node n. The semantics of monadic

local reduction steps is given in Figure B.5, B.6 and B.7.
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E-LABEL E-UNLABEL
nLIFIM)LbbIEpCEn™:( nIFEIM)blUpEn™ ¢
nIEZ(n)bluttn™ nIEEMm)blUpuUlCn™
o=2X(n)[X(n).Ibl — X(n).lblLI¢] o=2X(n) bl — X(n).IblUp L]

nXZE (P |label pe) — (¢ | return (e@p)): o mn; 2 (¢ |unlabel (e@p)) — (| returne) : o

E-ToLABELED-1 E-TOLABELED-2
q=ZX(n)lbl e’ =tolabeled,pe o=ZXZ(n)[Ibl — p]
n;ZF (P |toLabeledpe) — (p|e’): Z(n) n; L F (¢ | toLabeled,, g v) — (¢ |label qv): 0

Figure B.6: Monadic reductions for Flamio (cont).

E-Acts-For-FALSE

E-AcTs-FOR-TRUE nXEp = q:fail (=n—"T1 |_| s
nEIEp=q:l nIFI(m).blueCn™ SEX(n).strat
o= (n)[Ibl = Z(n).blL ¢ o= Z(n) [Ibl = Z(n).Ibl ¢
I (b |p=q)— (b return true) : o nmIZE{(d|p=q)— (b | return false) : o
E-WITH-SCOPE E-RESET-SCOPE
e’ = resetScopey () al€) o=2(n)[A— A]
n; L+ (b | withScope e) — (¢ | e’) : Z(n) n; X F (¢ | resetScopep/(v)) = (b |v): 0
E-WITH-STRATEGY E-RESET-STRATEGY
e’ = resetStrategys cat(€) o0 = X(n) [strat — P] 0 = Z(n) [strat — P]
n; - (¢ | withStrategy pe) — (¢ |e'): o nmIk(d] resetStrategyf,—(vD —(d|v):0o
E-AssuME

nIFIMbICT: 6 mEFEn)bl = V(q): b
nIFZ(n)blué U CEn™
=) [A (p,q)@r:L.A), bl — Z(n).blL e L]

mXE (b |assume (pi=q)@r) — (d|return () : o

Figure B.7: Monadic reductions for Flamio (cont).
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Acts-For-Cons-2

Acts-For-Cons-1 H;m; L Fspn— P 2= q - fail Acts-For-NiL

H;mZ bsrmo p = q: & HnZhepi=q: 0

H;m s P = q: L Hon L e = q: U C bl P 3= q : fail
Acts-For

ss = X(n).strat Hon;Xbhspi=q:t
H,nZkEpi=q:t

Figure B.8: Top-level judgment for proving authorization queries in Flamio.
The meta-variable C abbreviates H;n; X.

B.3 Semantics of Authorization

Like the small-step semantics for evaluating expressions, the semantics of
resolving authorization queries is split into layers. The top layer using AcTs-
FoRr to try each principal in the strategy when proving a trust relationship
between two principals p and q.

The judgment for deriving trust given a specific strategy principal s is writ-
tenas H;n;Z s p = q : {, and is given in Figure B.9. To facilitate inductive
proofs, the judgment is indexed by a natural number k € IN representing
the depth of a derivation.

As FLAM unifies principals and labels, we can define the flow relation in
terms of the trust relation.

H;mZFEq? AqT =p7 Aq it
J—C;n;ZI—Equ:B

Figure B.10: Information-flow judgment in Flamio.

The trust judgment satisfies the following property, which intuitively shows
that any derivation must have a proof of depth at least 1.

Lemma B.3.1. If H;n; }—l‘ p=q:{thenk > 0.

Proof. Induction in k. O

Lemma B.3.2. If -, Zbpi=q:lthen Em L C | | os ) sprar S
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Bort Tor REerFL Assumr
k>0 k>0 k>0 k>0 (p=q)eXH
CHpwm L1 CHET =p: S CHrpsmp: Lo CHrpm=q: Lo
Own-1
Proy ProjR C l—b ox=0":4
CHp=q:t k>0 CHrp=p':ls
CHE T p™ = g™ 1t CHrpmp™: Lo CH  oip=o/ip': i UL,
OwN-2 Cony-L Cong-R
CHro=0":1; je(1,2) CHrp=pi:
CHp=o'ip' ity Cl—l‘pjkp:ﬂ CHrp=p2: s
CH* M oip=o/:p/ 41 UL, CHA prApr=p:t CH T p=pi Ap2: iU,
Disy-L Disj-R TRANS
CHpri=p:i je{1,2) CHrp=q:t4
CHrpa=p:ils CHEp=pj:¢ CHrqu=r:0
Cl—lﬂ_]p]\/pz%‘p:fﬂ_leZ Cl—lﬁ_]p#‘p]\/pzle Cl—lﬁ_]p%'r‘:ﬁl_lez
DEeL Fwp
P=q@lecXL(n).A 0, =Z(n).lbl Om = Z(m) [Ibl — €, U & ]
H,pesqmIbiecs: ¢ b =Z(m)bl M ZFS G UL, CEm™ il
ﬂf,pkq;n;[l—l‘(’,'gszf J{;m;Z[mHGm]I—l‘p%q:(’,z
Hm A p=q:it Hm T p =gt UL,

Figure B.9: Acts for judgment of Flamio. The meta-variable C abbreviates J(;n; L.

Proof. Induction in Z(n).strat, followed by induction the depth of the deriva-
tion, using Lemma B.3.1 in the k = 0 case. O

B.4 Global Semantics

The final and topmost layer of the evaluation semantics is a global small-
step semantics, written (ns,X,S) = (ns’,Z’,S’), and is described by the
rules in Figure B.11. Rule G-Ster-LocAL lifts a local monadic reduction
step to the global semantics, and G-Step-Arr and G-STer-RET implements
remote procedure calls and returns, respectively.
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G-StEP-LOCAL
ni-ESn) —s:o

(n-ns,%,S) = (n-ns,Ln— o], S+ sl)

G-STEP-APP
tn, = () dbl o, = Z(na)dbl  S(n2) = (b, | esn,)
Ny ko, Uln, Eng” S(y) = (bn, | E[(ATS, x-€n,) e )
Sho= (On, |EWwait(n)l) o, = (1) [Ibl = €, Uy, ]
Sh, = (bn, | (toLabeIedgnZ p (en,le),/x])); esn,)

(g -ns,L,S) = (n2-nq-ns,Z [nz = 0y,],S [N = s),,m2 = s, ])

G-STEP-RET
S(“]) = <d)n1 | E[Wait(T)]> S(nZ) = <d)n2 |V} esn2>
S]”L] = <¢T11 | Elv > 37/12 = <¢)n2 | €Sn2>

(n2-my-ns,L,S) = (ng-ns,L,S [ng —s),,m2 51, ])

Figure B.11: Semantics of global steps

B.5 Type System

As Flamio uses dynamic information-flow control only, the type system is
essentially a standard simply-typed lambda calculus type system extended
with references. We write n;T" - e : T when expression e can be given type
T in a global type environment I' : N — (Var & Loc — 1) on node n. Note
that the typing environment maps both variables and locations to types.
Figure B.12 and B.13 shows the rules of this judgment.

As expected, the type system satisfies a standard statement about preserva-
tion. To define preservation we need a notion of a well-formed store.

Definition B.5.1. A store ¢ is well-formed wrt. n and T if, for all a such that
d(a) =e@p and I'(a) = Refy, T it holds that ;T e : T.

We write n; T + ¢ when ¢ is well-formed wrt. n and T.

In order to track the allocations we augment the semantics and keep track
of the changes to I' during the execution. We write

n;n<¢|es>%’><¢'|es’>:o

when the execution of es modified typing environment I' to I'". Only the
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T-PRINCIPAL T-BooL T.U T-Prop T-VAr
b € {true, false} ) FNIiT() Unit ket 1=1,2 Mnx)=1
n; : Uni

n; T F p : Principal n; I+ b : Bool T (e1,ez): (11,72) nlEx:t
T-REF T-Cons TN T-LABELED

M(a) =Refn T ket nTEes:[1] TNIL nl-e:t

n; T nil ;[T
nI'Fa:Refnt nTEeptey:[1] n, T e@p: Labeledt
T-ABs T-Arr
T-LIO m;,x:11Fe:LIOT, ety — T2 T-Proj
nlfe:t

T =11 — LIO (Labeled T5)

n;rl—ezt’ﬁ

nlMEe:(t1,712)
T () Lo n T AL, x.e: T ke e :m T me: T
T-CASE
T-Ir nEe:[T]
n; T F e: Bool T Een:t T-Fix
ket T F ewns:T— [Tl =1

n,'Fif ethenejelsees : T

T-LaB
nlEey:t
n; '+ ey : Principal

n, '+ e,@eq : LabeledT

T-BiND
n I eq:LIOT
nI'Fe:t1 — LIOT

nMEe; >=e:LIOT,

T-WRITE
n, Tk e;:Ref T
nlFEer:t

nMFep:=ey:LIO()

T-GeTLABEL

n; "' F getLabel : LIO Principal

T-GETSTRATEGY

n; '+ getStrategy : LIO [Principal]

Figure B.12: Typing judgment for Flamio.

n; T F case ey of enil €cons : T’

T-UNLABEL
n;I'F e: Labeled T

n; '+ unlabel e: LIOT

T-TOLABELED
n; ' e : Principal
nTFey:LIOT
1’ = LIO (Labeled T)

n; T+ toLabeled e7 €7 : T/

T-New
n; " ey : Principal
nlEey:t

17’ = LIO (Ref, 1)

nTFneweye;: T

T-GETCLEARANCE
n; ' - getClearance : LIO Principal

T-LABELOF
n; I e: Labeledt

n; ' - labelOf e : Principal

n;MF e:t— LIO (Labeled 7)
n; T+ fix e : LIO (Labeled 1)

T-RETURN
nlNFe:T

n; I+ returne: LIOT

T-READ

n,MFe:RefT

nIE'le:LIOT
T-Wart

1/ = LIO (Labeled 1)

n; T+ wait(T) : T/

T-WITHSCOPE
nlfEe:T

n; '+ withScope e : T
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T-WITHSTRATEGY

T-ActsFor n; T+ ey : [Principal] T-RESETSCOPE
n; "+ e : Principal i=1,2 nlke:t nlF-e:
n, T eq = ey : LIOBool n; "+ withStrategy ej e : T n; '+ resetScopen(e) : T

T-ToLABELED-2

T-AssuME n-e:LIOT T-RESETSTRATEGY
n; T+ e : Principal i=1,2,3 1’ = LIO (Labeled 1) nlk-e:t

n; [ assume (eq = e2) @ e3 : LIO Unit n; ' tolLabeled,, q e: T/ n Tk resetStrategyﬁ(e) I T

Figure B.13: Typing judgment for Flamio (cont).

semantics of allocation is changed:

E-New
a ¢ dom(¢) nIEXn)bICpEn™: ¢
nIZEI(n)blulCn™ "=¢la— e@p]
o=2X(n) bl = Z(n).IblL{] nlMFe:t

INa—T]

NI (b |newpe) (¢’ | return @) : o

We lift the typing relation to sequences of expressions and write n; " - es : Ts
when n; Tk es; :tsy fori=1,..., |es| where |es| = |ts].

An easy induction proof shows that if ;X + (¢ | es) % (¢’ | es’) : o

then ;Z - (b | es) — (¢ | es’) : o and similarly if n;T" - es : s and
mIE (b |es) = (¢’ | es’): o then there exists a I'" such that ; Z - (¢ |

es) % (¢’ | es’) : 0. Using these facts we prove preservation of the local

monad reduction relation.

Lemma B.5.1 (Preservation for local reduction). If ;' ¢ and n;TFes:
and ;L F (b | es) — (¢’ | es’) : o then there exists T' D T such that n; T

es’:tand ;T - ¢'.
Proof. Inductionin m; Z - (¢d | es) — (¢’ [ es’) : o. O

And we lift the result to the global semantics:

Lemma B.5.2 (Preservation for global reduction). Write S(n) = (¢n | esn)

and assume n;T = ¢y and 0;T F esy @ Tsy for allm € Nand (ns,Z,S) %
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ev = (a,Z,n) ¢
o = write(a, e) | new(a, e) | call(e,n)

| ret(v,n) | release(p, q,1)
Figure B.14: The syntax of events.

(ns’,X’,S’). Then there exists T" D T such that for all n € N it holds that n; T’ -
¢ and ;T F es’ : ts], where S'(n) = (¢, | es],), where the following relations
between types tsy and ts], holds:

1. If (ns, %, S) % (ns’,Z’,S’) is an instance of G-STEP-LOCAL then Ts,, =

/
TS,

2. If (ns, L, S) % (ns’,Z’,S’) is an instance of G-STEP-APP then tsy < Ts;

1.
3. Otherwise, if (ns,X,S) % (ns’,x’,S’) is an instance of G-STEP-RET then

/
TS < TSn,

where tsy < Ts; states that tsy is a suffix of Ts;.

Proof. Induction in (ns, 2, S)) %} (ns’,Z’,S’), using Lemma B.5.1 in the case

of G-Ster-LocaAL. O

B.6 Attacker Model

We augment the semantics with events corresponding to side effects pro-
duced during the execution of the program, as well as network communica-
tion. The syntax of events is shown in Figure B.14.

The augmented semantics is shown in Figure B.15.

The remaining rules simply emit the empty event e. We write (ns, Z, S[):t>*
when there exists a configuration (ns’, £’, S’) such that (ns, Z, S)==*(ns’, £’,S)
and S'(n) = (¢n | @) for all n € N\ {n'} and S’'(n’) = (b | v). That is,
when the execution terminates with a value v.

We also write (ns, Z,S[)g;* when (ns, Z,S[):t>* and t’' =t | A.
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E-WRiTE-EV E-New-Ev
.. ev = (write(a, e), L, n) [L..] a ¢ dom(o) ev = (new(a,e), X,n)
nIE(dla:=e) rrj (¢ | return () : o nIE (b |newpe) %’ (b | return @) : o

G-Ster-RET-EV
S(n) = (on | Ewait(t)])  S(m) = (pm |viem) ~ GOTEPLocarEy .
ev = (ret(v,n), X, m) nIkS(n)=s:o

(m-n-ns,Z,9) L;;]Qn-ns,z,s n—=si,mesi]) (n-ns,Z,9) rﬁ:f(]n-ns,):[n»ﬁ ol,Sn s sl)

E-AssuMme-Ev
.. ev = (release(p, q,1),Z,n)

n; I - (¢ | Elassume (p 3= q) @ 1) FT’ (¢ | Elreturn ()]) : &

Figure B.15: Augmented semantics with events.

This definition uses the restriction of trace t wrt. an attacker principal A:

elA=c¢
(o, Z,n)-(t[A) mIFXMn)bICA

((O(, In)-t) [ A= {t PA otherwise

Two events ev; and ev; are A-equivalent if they cannot be distinguished by
the attacker A. This is written ev; ~9 ev,, and the rules for this judgment
is shown in Figure B.16. The partial bijection 6 : A — A is used to relate

nondeterministically chosen addresses when allocating references.

As can be seen in many of the rules, this requires a A-equivalence on expres-
sions. An excerpt of the rules of the relation is defined in Figure B.17, and
the remaining rules applies the equivalence homorphically on the syntax of
expressions. Finally, A-equivalence on traces, written t; ~9 t,, is defined
pointwise.

B.7 Noninterference for Flamio

We define attacker’s knowledge as the possible memories that could pro-
duce a given trace t, when starting the evaluation on node n.

K% (e, 1) = {w‘ (n, @, )25 A t oy t'}
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Olar)=ax mIiker~fe Bla;)=a; mInizker~fer
n; Xq1; %, Fwrite(ag, eq) :El write(ay, e2) n;Xq1;%> Fnew(as, eq) 22[ new(as, es)
TL,'Z],'Zzl—e1 ’121 () TL;Z];ZZ |—\)1 221\)2
n;Z1; 22 Fcall(er,n’) =9 call(ez,n/) n; 21520 Fret(vy,n') =9 ret(vy,n’)

evy = (o, Zi,n) niiFZin)blCA i=1,2
Zi(m)bl = Zy(m)dbl M IIsk ooy =9

e zf’q €y

n; Lq1; X, Frelease(p, q,7) :?q release(p, q,1)

evi = (a4, ¢, M)
NI ()bl ZA i=1,2

e :E’q evy

Figure B.16: A-equivalence for events.

niiFpCA
nInisker =9 e LI Fpi ZA 0
5 5 nIploFEpx,p
ni;loFe1@p~y er@yp n2l1;2Fe1@py >y e @p)

B(a1)=a
n;).’.yf.ﬂ—xz%x (a1) 2

TL;Z1;ZZ [ aj :9{ az
Figure B.17: Excerpt of the A-equivalence for expressions.

where S(m) = (W(n) | [e]n(m)) and

e (m) = {e ifn=m

e otherwise

Using the attacker’s knowledge we can formulate a number of security poli-
cies [12]. In particular, we can define termination-insensitive noninterfer-
ence [46] by using the following policy (i.e., a lower bound on the attacker’s
knowledge):

KM@, e) = (V| =4 YA (n,2,S)=")

where S(m) = (W(n) | [e]n(m)). This definition uses A-equivalence on
global memories, which is defined as the pointwise extension of memory
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StoRrRE-EQ-Low

STORE-EQ-EMPTY O(a;) =ay n; ;57 Feq :31 e
nIi;jFqCA i=1,2 n'Z1;Zzl—d)1 ~9
nIinh ko~ o NI 5 drlar = (e1@q) =5 dalaz = (e2@q)]
Store-EQ-HicH-1 StorE-EQ-HIiGgH-2
nITEqZA mED kb~ o LI EqZA mE;D kb~ o
LI kdrla—e@ql =5 ¢, NI k¢ =) drla—e@q]

Figure B.18: A-equivalence for memories

A-equivalence defined in Figure B.18. That is, we write n; 21,2, - @ :f'q v
whenvVm e N .n;Z¢;Z, F ®(m) f:i Y(m). Note that n; @, = ¢ ~ 4 VP if
and only if m; ;@ - ¢ ~, 1, i.e, all nodes without any local delegations
agree on A-equivalence of memories. Thus, we write ¢ ~4 1 to mean
n, ;0 ¢ ~ 4 P for some n.

We can now express that Flamio programs satisfy termination-insensitive
noninterference as follows.

Theorem B.7.1 (Global noninterference). Let n be a node, T" be a global typing
environment, e be an expression such that n;T" - e : T for some type T.

If (n, @, S22 for S(m) = (®(m) | [e]n(m)) such that A - good(t) then
K7 (e,t) D kLM (@, e).

Before proving this theorem, we state a number of needed lemmas and def-
initions.

Given two pairs of names and environments (n,X1),(n2,X) we write
(n1,21) =4 (n2,Z2) when

1. Authorization results that only depend on delegations that the attacker
A can observe are similar:

(TL],Z1|—€|:.A/\T11,Z]|—}) q: (’,) <~
(nz,zzFEE.A/\nz,Zzl—p#q 0)

2. When the label on the context is observable to the A, computation
happens on the same node in both executions, and the labels on the
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contexts (and the strategies) in the two executions are equal:
ny =np

ny; X F I (ﬂ]).|b| CA = 21(n1).IbI:22(n2).IbI
21(nq).strat = Z5(n,).strat

3. The executions always agrees on what is A-observable:
n; L FZi(ng)blCA <= ny; 25 FXs(no).lbl C A.
We write 1; 1; 25 F (b1 | es1) ~8 (b2 | esa) if

LIk dr =9 ¢

2. ;IS Fesy =9 esy

Finally, we lift A-equivalence to global configurations in Figure B.19. Note
how rule G-EQ-Low uses the A-equivalence defined above.

Lemma B.7.2 (Pure step in one run implies pure step in another). If

L Lk Sy(n)blCA: i=1,2

2. n;iy;X2Fesy ~ 4 es;

3. es; — es].

4. n;Xy F Sy — Sh - o where
S2(n) = (d2 | esz)
S3(n) = (3 | es3)

then

/
1. es; —es)

2. 5h =13,
3. ¢5 =2
4,

S5(m) =

{<¢2 les)) m=n

So(m) otherwise
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G-Eo-EmrTY-L
ngN 121,2 mgéN]
dom(Zi) = dom(S;) =N (ns1,Z1,S1) ~a (ns2,Z2,52)

(ns1,Z1 m— o], Sy m— (b | e)]) ~4 (ns2,X2,52)

G-EQ-EmprTY-R
NiCN i=1,2 mégN,
dom(Zi) =dom(S;) =Ny (ns1,Z1,S) ~4 (ns2,X2,52)
(ns1,Z1,S1) ~a (ns2, L2 [m = o], Sam = ($ | e)])

G-Eq-HicH-L
NigN iZ],Z TTL%N]
dom(XZ;) = dom(S;) = N; ny; X1 F A7 = o.lbl™ : Afail
(]7’151,):1,51[) ~a (]7’182,22,52[)
(n1, 21 m = o], S1m = ($ | e)l) ~a (ns2,22,S2)

G-Eo-HiGcH-R
NiCN i=1,2 m ¢ N,
dom(XZ;) = dom(S;) = N; ny; ¥ F A7 = olbl™ : fall
GHS],Z],S]D ~a (]TlSz, Zz, SzD
(ns1,Zq,S51) ~a (ns2, L2 Im— ol,S2 Im— (b | e)l)

G-Eo-Low

Ni CN\{m} i=1,2 (ns1,Z1,S1) ~a (ns2,22,52)
ny;ng Xy me= o] Xm0 E (b [est) ~y (Pa]esy)

(ns1,Z1 m—= 01],S1m = (b1 | es1)]) =a (152, X2 [m— 02],S2 [m— (P2 | esy)])

G-Eo-Ni1L

(ns1,9,9) ~a (ns2, 2, 2)

Figure B.19: A-equivalence for global configurations.
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Proof. Induction in es; — esj. O

Lemma B.7.3 (Local monadic step in run one implies local monadic step in
run two). If

~

.m-ns;; X1 Sy eﬂS{ : 07 where Vn . S1(n) = (b1 | esq).

2. (n-nsz,22,S2) = (nsh, £5,S5) where ¥n . Sy (n) = (d2 | esy).
3. i FIm)blCA: i=1,2

4. n;Xy;X2F esy ~ 4 es;

1. ;555,33 S50}

2.
/ i
fm)=42 " T"
25(n) otherwise
3.
o} ifm=
symy={%2  ym=n
S,(m) oterwise
Proof. Induction in n; X7 - Sy el Sy :o07. O

Lemma B.7.4 (RPC step in run one implies RPC step in run two). If (n -
ns1,Z1,S1) = (o-m-nsy, Z7,S7) where ¥n . Sy(n) = ($p7 | es}) and

1. S{(n) = (¢}, | Eylwait(T)])

2. Silo) = (]| (toLabeledy (1) b P (egody[e;rg/x]));esb

3. ell =E; [(Ag@p X. egody) e;rg]

1

1 _
4. e, =es,

o

5. (]n-nsz,Zz,Szl):t>*(]nsé’, £, SY) =~ where Vn . Sy(n) = (2 | €2)

6. Vm € N it holds that n; £1; 55 F es], ~ , es?,
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then there exists esﬁody, esfrg, esy, Eo such that

(n-ns2,%2,52) =% (o-n-nsy, 5, 85)
t/

L (ng, 54, 54)
where
(2 | Ezlwait(T)]) m=n
S5(m) =< (2 | (toLabeledy, (1) b P (eﬁody[egrg/x}));esz> m=o
S2(n) otherwise
and

2 _ 2 2
o

2. 62 =€y

3. evy; = (caII((eﬁody[eazrg/x]),o),Zz,n).

4. 25 =350 Z3(0) [Ibl — Z;(0).Ibl LU X, (n).Ibl]].
5 t=evy-t'.

Proof. Follows immediately from the hypotheses n;X¢;Z; F esl ~ A esZ.

and e, = E1[(A%,, x. egody) e d

arg)
T@p arg

Lemma B.7.5. If (n-m-nsy, £1,S1) = (ns}, £}, S}) and
1. S1(m) = (b} | vi;esq)
2. 81(m) = (b, | Eqlwait(7)])
3. S1(m) = (g, | E1bv1l)
4. S1(n) = (b} | est)

5. Forall m € N it holds that n; £1; 5, - es] ~ , es?

then there exists esy such that (n-m-nsz,£3,S;) i (m-ns, Xy, S5) where

(d)%L | es2) o=n
S5(0) =< (P2 [ E1lv2]) o=m
S, (o) otherwise

and
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1. e2 = Ejwait(T)]

2. eﬁ =vy;esy

3. evy = (ret(vy,m), Lo, M)

We first prove a termination-insensitive noninterference theorem for local
monadic reduction steps.

Lemma B.7.6 (Local noninterference). If
1. i FZi(n)blIC A fori=1,2
2. m,%9,81) ~, (M, 25,52)
3. I FSi(n)Bs) o]
4. ;I S(n) B sy o
then there exists 0’ O 0 such that

!
1. TL,'Z1;ZZ |—€Z)] 26 €0

2. (n,Z27,87) =, (n, X5, S5)
where £ = £; [n+ of] and S{ = S; [n— s{] fori=1,2.

Proof. Induction inn; Z; + S;(n) 2 s1:07. O

Lemma B.7.7. If

1. (n-ns,Zq,S1) = (ns;, I}, S}) where S1(n) = (1 | esq)
2. (n-ns, ZZ,SZD:t>k(]ns§’, Y, SY) =~ where S;(n) = (d2 | esy)
3 S FSi(n)blCA: i=1,2

4. n;Xy;X2Fesyp ~ 4 es

1. k>0

2. (n-ns,2,82) = (]nsé,}ié,Sé[)é;k*1 (ns%,z%,S%)
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3. t=ev-t’/
Proof. Induction in (n-nsy,X1,S1) = (ns], X, S4). O
We now prove Theorem B.7.1.

Proof. We generalize the statement and prove that

H; (]n-ns,Z1,S1|)g$k(]ns{,Z{,S{|) =~ where S1(n) = (¢), | es]) and
Sim) = (b)) esl).

H, (]n-ns,Zz,SZDg*Qnsé,Zé,SQD =% where S;(n)
Sh(n) = (¢pZ | es¥)

Hz (n-ns,Z1,S1) ~4 (n-ns,X3,S7)

(03 | es3) and

Ha (n, 1) =4 (0, X2)
H5 n, Zi_ F Zl(n)lbl C A fori= 1,2
He It holds that Vp, g, e . toLabeled,, q e ¢ es}, fori=1,2.!

Hy It holds that VT, m . wait(T) ¢ est, fori=1,2.
implies
Gy ty =4tz
Gz (ns1,21,87) ~a (nsy, 23,S3)
Gz (nsy,Z]) >4 (nsh, L)
G4 It holds that Vm,p, q, e . toLabeled, q e ¢ est/fori=1,2.
Gs It holds that Y1, m . wait(t) ¢ esl/ fori=1,2.

The proof proceeds by induction in k.

k =0: Then t; = ¢ and es), = e for all n € N. Thus e? = o for all n € N and
so t2 = €. The remaining goals all holds by assumption.

1We use e; € e; and e; ¢ e, to mean that eq is a subexpression of e; and ej is not a
subexpression of e, respectively. We lift these and write e € es to mean that e € es; for some
iand e ¢ es to mean that e ¢ es; for all i, respectively.
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k > 0: Then
A~st!
(ns1,Z1,S1) “ (]ns{,Z{,S{[):$t *~T(nst, £7,SY)

where t; = evy - t] by Hs. By Lemma B.7.7 it holds that
(ns2,Z2,S2) =% (nsh, 5, Sé[)g%*(]nsg, 7,8%)

where t; = ev; - t}.

The proof proceeds by induction in (n - nsy, Z1,S1) = (ns}, £},S!).

G-Ster-Locar-Ev: Follows by Lemma B.7.3 and Lemma B.7.6.
G-Ster-Arr-Ev: Follows by Lemma B.7.4 and the induction hypothesis.
G-StEP-RET-EV: Follows by Lemma B.7.5 and the induction hypothesis.
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